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Abstract

Electronic health records (EHRs) provide the most important data sources for artificial
intelligence (Al). Gaining access to quality data suitable for advanced analytics
continues to be challenging. This rapid review documents the current state of
available data; identifies foundational Al data/information needs; and explores the
benefits of adopting new and emerging technologies to design and implement next-
generation EHRs. Opportunities to optimize EHRs for Al purposes are identified. This
review was informed by expert knowledge and shared experiences supported by the
literature, including technical standards. Main findings include poor ecosystem-wide
infrastructures due to the lack of adopting the right set of standards, and current data
and knowledge governance no longer fit for purpose. While many jurisdictions are
continuing the use of legacy systems, some forward-looking national health systems
and health-care facilities are adopting transformational strategies by adopting
a strong data and digital focus to transition to new-generation systems. New
foundational-level national infrastructures with strong leadership and governance
are essential to enhance the governance and quality of available data, from collection
at source throughout the entire data supply chain. Secure and ubiquitous access
to high-quality EHR data at scale will foster the evolution of more intelligent and
trustworthy Al. Key characteristics of next-generation EHRs supported by currently
available technologies and standards that are able to meet digital era demands are
provided in this paper. We conclude that the use of generative Al in clinical settings
can only be reliably achieved when EHRs are optimized throughout the entire global
digital health ecosystem.

Keywords: Ontology; Standards; Terminology; System architecture; Models; Data;
Electronic health records

1. Introduction

Artificial intelligence (AI), which has progressed concurrently with the introduction
and adoption of computers, has attained immense developments in recent years. The
collective utilization of data science, Al information, and communication technologies
can potentially enhance or transform the health-care industry. Their successful use
augments the potential for people to gain a greater insight into any health-related

Volume 1 Issue 3 (2024)

10 doi: 10.36922/aih.3056


https://dx.doi.org/10.36922/aih.3056
https://orcid.org/0000-0002-6170-6002
https://orcid.org/0000-0003-0517-4803
https://dx.doi.org/10.36922/aih.3056
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

Artificial Intelligence in Health

Optimizing EHRs to support Al

problems and/or to consider how best to achieve desired
health outcomes.

Al is used as an aid to problem solving. When used to
support clinical decisions, Al cannot operate like a “black-
box” For Al to be trusted by health-care professionals,
these insights, inferences, and decision supports need to be
explainable and repeatable. All types of data/information
can be made use of by AL In the health-care domain, all
relevant legislative, regulatory requirements, and ethical
principles need to be complied with for obtaining the
authorization to use of these resources.

Many of AI data resources come from electronic
health records (EHRs) and electronic medical records
(EMRs). Based on the International Organization for
Standardization (ISO) Technical Committee (TC) 215
definitions, an EHR is a health record in computer-
processable format - such records have atomic data
elements, representing the smallest possible concept such
as genetic data, which can be analyzed and processed by a
computer. Medical (healthcare) records are health records
produced for and used within a health-care organizations
enterprise system. Many health-care organizations begin
their digital health transformation journey by scanning
paper-based records. The content of EHR needs to enable
continuous monitoring of people’s health throughout
a person’s life span, facilitate continuity of care, and
be informative and accessible to them anytime from
anywhere, as well as accessible to others authorized to do
so with consent.

EMRs represent records produced for and used by one
health-care provider (independent or organizational).
A growing number of EMR suppliers are providing access to
other providers as well as their patients through a dedicated
portal. Health information exchange (HIE) refers to the
concept of exchanging clinical and administrative data
across different systems and stakeholders, by connecting
the platform to transactional systems. In most cases, EHR
data can be gleaned from a multitude of proprietary EMR
and HIE systems as well as a myriad of other clinical,
administrative, and ancillary systems. This current
fragmented landscape of health information systems’” data
acquisition, storage, and use is a barrier to the effective
provision of continuous and person-centered care as well
as trustworthy use of AI methods.

As clinicians, our focus is on ensuring that health data
used for Al purposes are complete, accurate, trustworthy,
and able to support person-centered precision medicine.
This requires a major overhaul of this fragmented
landscape by facilitating collaboration among diverse
health service providers and across different types of care.
Only then are we able to generate timely quality data to

reliably support AI technologies. This paper explores
what our future infrastructure needs are to ensure
flexibility and agility to adapt to new requirements and
shifting priorities. It is about informing politicians, top
public officials, senior decision-makers, and procurement
officers as well as data scientists working for the health
industry.

1.1. Review aims and objectives

The aims and objectives of this review are as follows:

e To identify the current state of data availability, and
quality for AT development use.

e  Toidentify foundational data/information Al resource
needs.

e  Toexplorethebenefits of new and emerging technologies
used to design and implement next-generation EHR/
EMREs.

e To identify new-generation capacity to optimize Al
developments.

1.2. Research question

What next-generation technologies need to be in place to
optimize EHRs for Al purposes?

1.3. Rapid review method

The scope of this modified scoping (rapid) review paper
is confined to the use of data resources as stored for use
by current and next-generation EHRs/EMR systems for Al
purposes. This review was designed to benefit high-level
decision-makers who need a conceptual understanding
of current issues and how these are best addressed. The
selection of references used was primarily informed by
the authors’ expert knowledge and shared experiences
between standards development experts and known
researchers working in the digital health space. This review
was supplemented by targeted research methods based on
literary information sources, including the most up-to-
date gray literature and known published literature not
retrieved by database searches.

2. Issues associated with the current state
of health data

Individualhealth-careorganizationsbegan the development
of EHR/EMR systems alongside their evolving computer
science, information and communication technologies,
and information systems research and development
activities. Some of these early developed systems have
evolved over more than 30 years by taking advantage of new
insights, newly discovered technologies, new programming
languages, and frameworks and evolving connectivity
solutions, to become some of the mega-EMR enterprise
systems still in use today. These are now legacy systems
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based on proprietary system architectures requiring the
adoption of transformation strategies.' The bigger the health
ecosystem, the greater the difficulty to change foundational
architectural system design. Ingram has documented these
historical developments and evolutionary discoveries in
great detail.? Ingram also explains the scientific foundations
of new discoveries over time.

The literature included in this review has collectively
exposed that most current health ecosystem governance
infrastructures, including legislation, regulations, and
policies, essentially determine not only any nation’s health
ecosystem infrastructure but also the governance of its data,
information, knowledge, and wisdom assets. Such high-
level infrastructures determine their strategic directions
including the mandating of standards compliance.’ Poorly
informed policy decisions have resulted in numerous
costly failures and continue to impede efficient progress.**

A lack of foundational technical knowledge in emerging
developments and the continuing use of legacy systems has
resulted inalarge digital health ecosystem-widearchitectural
patchwork.” Natural language processing is compromised
due to the prevalence of duplicate information in EMR
systems;'? secondary data use or advanced data analytics is
compromised by incomplete data from EHRs."""* We are
also witnessing a continuing proliferation of applications
(Apps). Most apps are standalone and unable to share data
with EHR/EMR systems making most EHRs incomplete
and unable to provide a comprehensive overview of a
person’s health status at any point in time and across
different tiers of the health-care system. Incomplete EHRs
represent a significant patient safety issue.

Software developers tend to focus on meeting
procurement requirements, with a focus on how they can
best meet market needs and be competitive. Consequently,
we continue to have chaos, fragmentation, and data silos
as very few of these decisions are being coordinated to
best suit the digital health ecosystem. Its impact is that
collectively we are generating large amounts of real-
world data that cannot be used effectively. Yet, health data
represent a valuable asset that needs to be well governed
and managed.

The impact of the continuing fragmentation within
any health ecosystems not only contributes to physician
burnout' but also limits AI developments aiming to
support clinical practice. This limitation is primarily due
to health ecosystems’ inability to manage all relevant data
flows" required to compile a comprehensive and complete
health record required to support any persons continuity
of care. Incomplete health records, in turn, prevent the
aggregation of quality data sets required to make “big
health data sets” available for research and multiple other

use cases. For example, Zhang et al.'* found that multi-stage
data flow chains in the UK do not fulfill reccommended
best practices for safe data access and that its existing
infrastructure produces aggregation of duplicate data
assets. Multi-stage data flow chains limit the diversity of
data required to add value to end users.

“There are gaping holes in data platform infrastructure
that supports deployment of data-driven tools (such as
digitally/Al-enabled trials, or AI deployment).”"¢

Information, Communication, and Technology (ICT)
and Information Systems (IS) research tend to be undertaken
as action research (through trial and error, providing local
solutionsto problemsidentified). Theaction research approach
enables constant evaluation of implementation providing
a process of checking for and affirming understanding that
is specific, non-evaluative, manageable, and focused on the
target of interest (assessments feedback loops). Standards
development activities consist of collaborative problem
solving, making use of international experts, and user
feedback regarding issues encountered when testing new
standards.

The ISO TC 215 is responsible for developing
standards specifically to suit the health industry along
with a few other Standards Development Organizations
(SDOs), including Health Level Seven (HL7),"” SNOMED
International'®), Digital Imaging and Communications
in Medicine (DICOM), and Clinical Data Interchange
Standards Consortium (CDISC)."? A number of these
SDOs are working collaboratively through the Joint
Initiative Council (JIC) established in 2007.2 However,
it needs to be remembered that few governments have
mandated compliance with any specific set of standards
although this is changing.

2.1. Interoperability

The interoperability issue is primarily being addressed
by ICT professionals making use of various versions
of HL7 messaging standards for data exchange. Their
implementation and use require extensive data mappings
between proprietary data models and these standards.
All health-related concepts need to be represented by
data in a re-interpretable form to represent information
in a formalized manner suitable for communication,
interpretation, or processing by people or by automation.

Data mapping frequently results in aloss of information.
Health data can be represented by any one of many
terminologies. Anecdotally, we learned that many data
mapping activities are undertaken by administrative staft
not necessarily suitably qualified to accurately interpret the
meaning of terms or codes to accurately retain meaning
when mapping data from one data set to another. Some

Volume 1 Issue 3 (2024)

12

doi: 10.36922/aih.3056


https://dx.doi.org/10.36922/aih.3056

Artificial Intelligence in Health

Optimizing EHRs to support Al

terminologies represent the same knowledge domain
but are structured and coded differently either as
classifications, such as the International Classification
of Diseases (ICD), or designed according to ontological
principles to ensure each code is mutually exclusive of
another, such as SNOMED CT (Clinical Terms), a global
language representing clinical terms. Not only is mapping
time consuming and costly to maintain given frequent
terminology updates but also mapping errors introduce
risks for patient safety. Few data maps are independently
quality-assured, nor are those undertaking a mapping
activity contracted to achieve a specified quality level. This
data map quality issue has resulted in the development of an
ISO standard* designed to address this data quality issue.

The shortcomings of using evolving messaging standards
torepresent clinical information havelongbeen recognized.
The continuing use of multiple versions of messaging
standards, which focus on syntactic interoperability, has
resulted in methods and standards going beyond the data
level, such as the openEHR archetypes (data models)*
and HL7 CDA (Clinical Document Architecture)®® and
HL7 FHIR (Fast Health-care Interoperability Resources).”
Archetypes bring together relevant data items and clinical
or health-care context to define composite clinical concepts
such as blood pressure, laboratory results, medication
lists, and prescriptions in a manner to suit any possible
use case. These models may also contain terminology
bindings where some of the data elements are linked with
corresponding clinical terminology, such as SNOMED
CT, ICD, or logical observation identifiers and codes
(LOINC).” The application of conceptual modeling plus
attribute binding to standard terminologies ensures that
context and meaning are retained to guarantee a high
degree of semantic interoperability within and between
EHRs, significantly improving data quality. However,
adoption of these standards by vendors has been slow due
to a lack of effective regulatory or commercial mandates
and incentives.

2.2, Data quality and interoperability

The value of common data models (CDM) was identified
during the early 1990s. The adoption of a CDM empowered
collaborative research across competing organizations.*
This finding led to the establishment of the CDISC.*
International collaborative research has demonstrated that
semantic interoperability could be achieved by creating a
CDM shared by all data contributors as these CDMs define
central concepts, their attributes, constraints, and relations.
CDM adoption allows for the pooling of information so
that meaningful comparisons can be made.

Every EHR/EMR system is a potential data contributor
and continues to make use of its own data reference model

to structure its data repositories. The lack of widespread
adoption of CDMs by EHR/EMR systems and issues
with enforcement (governance) continues to be a major
limitation. In the health-care domain, a CDM usually
refers to a Clinical Data Model. openEHR has adopted a
two-level modeling approach that separates its universal
archetypes from applications,** as a means of optimizing
semantic interoperability.

The lack of effective collaboration between ecosystem-
wide stakeholders, including citizens, clients, patients,
funders, health-care providers, researchers, and other
institutions (data users) over time, has resulted in poor
data access and data quality. Data use is limited to built-in
system functionality, including reporting functionalities,
as many multi-modal systems have difficulty interfacing
with external systems.*> Consequently, meaningful data
aggregation to create large accessible databases or to ensure
all health data pertaining to one individual is accessible
through one record is limited. These represent major
barriers for AI development.

As a consequence of poor quality and incomplete
datasets, substantial research time, money, and effort is
spent on “data cleansing” activities designed to improve
data quality.”® Data cleansing undertaken for medical AI
systems can have negative effects on data quality if not
performed carefully. Data cleansing can have dramatic
harmful implications.* Stoger et al.** listed and described
the following quality problems associated with the use of
original data, which data cleansing activities are meant to
mitigate. These are as follows:

Absence of data - blank fields

Dummy/default values — may be difficult to detect
Noise (also known as the butterfly effect)

Wrong data

Inconsistent data

Cryptic data

Duplicate primary keys

Non-unique identifiers

Multipurpose fields

Violation of (business) rules

Data processing sometimes requires conversion of
numerical data to strings to represent a concept in words,
representing another potential risk as it can lead to later
issues.

2.3. Data sharing

This existing knowledge gap regarding data sharing and
the need for quality data needs to be acknowledged and
addressed by policy makers and research funders® as well
as by those developing AT applications. The availability of
a public library of terminology value sets enables clinical
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information models and standard terminology value sets
to work together to create a coherent data ecosystem.

The most accurate and adaptable method for
representing computable clinical knowledge is through a
dual information architecture model, which enables the
development of clinical information models built from
common reference components. Some existing strategies
include data sharing through the use of cloud technologies
and federated clinical data repositories (CDRs) to provide
access to large amounts of data. CDRs need to enable reuse
of data while preserving the data’s original meaning and
context.

Effective data sharing requires a strong data
management strategy and framework including the creation
of standardized, centralized processes around ingesting,
classifying, storing, organizing, linking, and maintaining
data. Centralization and linkage of health data on the cloud
raises many security and privacy concerns as well. The use
of cloud technologies to store data has the advantage of the
ability to retrieve data using any type of device anytime.
A major cultural shift is required to move to externally
hosted services and the adoption of one set of compatible
standards. CDRs need to be able to support timely health-
care delivery, research, and public health initiatives as well
as facilitate the creation and efficient implementation of
decision-support tools. Many beneficial advances made
to date are not necessarily visible to those providing
frontline care.*

2.4. Continuing use of legacy systems

There is a desire to make the best possible use of our legacy
systems to sustain existing profitable business models,
to make the best possible use of significant investments
made, and to maintain access to historical data. The market
continues to be dominated by a few mega-EMR providers
and numerous other legacy systems who are making their
own data sharing arrangements, such as the HL7 Argonaut
project, a private-sector initiative”” designed to advance
industry adoption of open interoperability standards. This
represents a small step toward a digital transformation but
is limited to users of the same enterprise-wide EMR system
and its proprietary platform.

Recent collaboration managed by the Commonwealth
Scientific and Industrial Research Organization’s (CSIRO)
Australian e-Health Research Center has resulted in the
first release of the Australian Core Data for Interoperability
(AUCDI) release for community comment. This collaborative
consortium set out to build robust HL7 FHIR¥ profiles,
extensions, and terminology value sets and bindings. This
consortium’s initiative (SPARKED) has launched a national
FHIR Accelerator program to reinforce the move toward

digital healthcare across Australia.’® The consortium made
use of universal computable clinical models (Archetypes)*
mapped to SNOMED CT or LOINC,* etc., which are utilized
in these HL7 FHIR artifacts. The resultant AU core data set
does not specify how and to what extent its elements are
included in FHIR or other exchange standards. SPARKED
represents another small evolutionary step toward
improving data quality. While continuing to make use of
legacy systems, these new initiatives need to be viewed as
transitional arrangements.

3. Clinical data asset use

This review has identified a number of risk factors to be

considered when extracting and collating data/information

for the purpose of Al use from EHR/EMR systems. The

New South Wales Government has identified these within

their comprehensive AI Assurance framework*"*? informed

by groups of standards developed by the International

Electrotechnical Commission (IEC)/ISO/and Joint TC

(JTC1) family of SDOs. The New South Wales Government

strategy includes the following key risks that need to be

mitigated. These risks include:

e The use of incomplete or inaccurate data

e Having poorly defined descriptions and indicators of
“fairness”

e Not ensuring ongoing monitoring of “Fairness
Indicators”

e  Decisions made to exclude outlier data

e Using informal or inconsistent data cleansing and
repair protocols and processes

e  Using informal bias detection methods

o The likelihood that re-running scenarios could
produce different results (reproducibility)

e The inadvertent creation of new associations when
linking data and/or metadata

e Differences between the data used for training compared
to actual data

e  Missing from this list was not ensuring that scenarios
can be explained, which is a requirement for the
generation of trustworthiness (explainability).

e  Some of the questions to be answered by Al developers
include:

e Isthe data needed for the project in question available
and of appropriate quality given the potential harms
identified?

e Does your data reflect the population that will be
impacted by your project or service?

e  Have you considered how your Al system will address
issues of diversity and inclusion (including geographic
diversity)?

e Have you considered the impact regarding minority
and disadvantaged groups?
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e Do you have appropriate performance measures and
targets?

e Do you have a way to monitor and calibrate the
performance of your Al system?

e  How will sensitive data be handled?

....... development —and  implementation of Al
technologies must be undertaken with appropriate
consultation, transparency, accountability, and regular,
ongoing review to determine its clinical and social
impact and ensure it continues to benefit, and not
harm, patients, health-care professionals, and the wider
community.*

A number of standards have been developed or are in
development by the ISO/IEC/JTC1 Standards Committee
42, to assist all of us to responsibly develop, and make
use of Al technologies including one for data quality for
analytics and machine learning, data visualization to assess
data quality and an AI data framework. The World Health
Organization (WHO) has recently published its regulatory
considerations on Al for health.**

There are numerous relevant standards for data sharing
and use,” which cover data in general; these standards are
not specific for health or clinical care data. A number of
guidelines,”*” as well as a data governance framework,"
have also been developed. Similar initiatives are being
undertaken in other jurisdictions.*** All of these measures
are designed to improve data quality, streamline our use of
data, and support Al development.

3.1. Data, information, and knowledge management
requirements

Every known health-related terminology standard is based
on an agreed categorial structure. Many of these do not
identify as a formal ontology that represents a specific
knowledge domain, thus resulting in ambiguities. A formal
ontology consists of classes, instances, relations, functions,
and axioms to reflect meaning by providing context.
This allows for a clear digital understanding of concepts
representing a defined knowledge domain. Terminologies
were originally structured and developed to suit paper-based
systems. An ontological design determines the knowledge
domain’s structure that enables semantic interoperability.”!

In this digital era, it is important for standard
terminologies in use to comply with the ISO standard™
that specifies how categorial structures of terminologies
need to be represented. The purpose of this ISO standard
includes the need to support the development of specific
standards of categorial structures for particular health-
care subject fields with the minimum requirements to
support meaningful exchange of information. The categorial
structure approach recognizes the need for terminologies

and classifications to be able to provide content related
to a range of concepts and how those concepts impact
the requirements of the terminology. One example is
the categorial structure of nursing practice,” which
may also be applicable to represent all types of clinical
practice requiring the use of their own terminology.™
The representation of concepts and characteristics need
to especially be described in this manner for use in
formal computer-based concept representation systems.
Categorial structures also show relationships between
categories and sub-categories.

The SNOMED CT terminology is an ontology-based
comprehensive medical terminology used by many
international members for standardizing the storage,
retrieval, and exchange of electronic health data.” It is able
to represent each data element and identify it together with a
code. The WHO develops and updates a family of health-care
terminologies including the ICD. Version 11 has an updated
structure based on the use of ontology-driven tools> as one
strategy designed to improve semantic interoperability.

Interoperability ~among  systems requires the
harmonization of such models; a project was undertaken
by the Office of the National Coordinator for Health
Information Technology” between 2017 and 2019 to
advancetheutilityofobservational datafor Patient-Centered
Outcomes Research (PCOR) and its interoperability across
multiple networks. The PCOR project resulted in four
clinical data models: (1) Sentinel, (2) PCOR Network
(PCORnet), (3) Informatics for Integrating Biology and the
Bedside (i2b2), and (4) Observational Medical Outcomes
Partnership (OMOP).”

3.2. Al data quality objectives

This review has demonstrated that the design of these

next-generation systems needs to be able to address the

following key requirements to optimize data availability
for AI development and applications:

e  Ensure we have access and are able to make use of, the
maximum number of data points at any required level
of granularity as required to develop reliable accurate
algorithms to suit AI application development.
Accessing a maximum possible number of multiple
desired data points needs to be achieved through
linking and aggregating health-care data at scale
and safely, across different tiers of care and multiple
organizations, using interoperability standards and
vendor-neutral data infrastructures.

Maximize automation of routine reporting.
Safeguard patient safety and ethical data use.

Every data point represents a single unit of information.
For AI purposes, it is necessary to make use of a defined
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collection of data points to determine if a pattern exists, or
for algorithm development to make decisions or support
decision-making or make predictions. Training any Al
model requires large amounts of representative data. The
number and types of accessible data points determine the
accuracy of the model or a possible set of rules that can
be identified. The delivery of health services is data centric
where access to accurate and timely data is critical for
decision-making. Al approaches making use of these data
require the use of advanced analytics and access of a large
amount of source data. Data-driven approaches are relevant
for the provision of automated reporting as automation
relies on pre-determined rules or assumptions.”® There
are significant limitations regarding access to source data
collected and stored in legacy systems.

4. New and emerging technologies

This review’s findings have confirmed that the interoperable
and scalable ecosystem-wide architectures can be adopted,
the knowledge about the health ecosystem’s data supply
chain, and the relationships between information models,
terminologies, and ontologies with data exchange protocols.
Health ecosystem-wide data supply chains need to:

(1) Include data/information flow requirements to
support collaborative, person-centered life-long, and
episodic continuity of care. Episodic events of multiple
service episodes can also exist. Such episodes represent
a treatment plan for one specific health issue such as
for cancer care or a pregnancy as recorded by multiple
systems over a period of time. Data collections able
to meet all information needs associated with any
treatment/care plan require identifiable data transfers
between any number of individual and organizational
health-care service providers as well as devices.
Specific data needs will differ based on the individual’s
health status, treatment/care plans (life-long and
episodic), and geographical location relative to service
availability at any point in time.

Facilitate the aggregation of de-identified data and
identifiable data to classify any number of grouping
protocols (populations) or individuals to suit specific
data use cases. Data relationships will vary by use
case and need to include data from systems other
than data collected and stored by EHR/EMRs, such
as clinical registries. Over time, such registries are
expected to be generated from vendor/technology-
neutral federated cloud-based health data repositories
including CDRs. For some use cases, linkages may
also need to include relationships between weather
events or environmental status at a specific point in
time or by geographical location, such as vaccination
rates. CDR design needs to prioritize the separation

()

of health information from citizen demographic or
identification data by adopting a privacy-by-design
approach. Every citizen needs to have control over
their data and how it is used.

Facilitate the linkage of health-care data with omics
data, that is with the inclusion of data representing
the various “omes” of an organism, to enable making
sense of vast amounts of collected data to build
next generations of clinical decision support and
research methods and tools. At present, the use of
genetic sequencing and variation information is not
part of routine clinical practice because health-care
professionals do not have the knowledge or skills.
Most importantly, there is a lack of automated tools
that can reliably associate phenotypic data from EHRs
with many types of omics data to provide personal
and precision care. Large-scale, well-annotated, and
high-quality EHR data will have an immense impact
on bringing omics and healthcare together.

Facilitate the linkage of healthcare and data with
the human physiome®* comprising personal and
mechanistic computational multi-scale models. Such
models enable the provision of new types of insight
into not only our understanding of human physiology
and pathology but also predictions of disease and
prognosis. Such insights are the result of using
ontology-based EHR data linkage that parameterize
these models that are able to run surprisingly reliable
simulations at individual or population levels.
Computational physiology and systems biology
provide us with unprecedented precision to provide
value-based and appropriate care as well as drive
more effective drug and medical device development
and faster compliance through in silico medicine and
clinical trials.®!

A3)

(4)

Data governance protocols, legislation, and regulations
need to facilitate or enable these requirements to deliver
optimal benefits of data use, including any type of effective
reporting automation and Al adoption.

4.1. Next-generation EHR/EMR system
characteristics

Next-generation EHR/EMR systems are designed to
reduce or eliminate these gaps and improve the generation
of quality data within a connected digital health ecosystem.
New health platforms need to be engineered to integrate
personal health information received from emerging
technologies in the fields of personal health and well-being,
including apps and wearables. EHR/EMR systems and
CDRs should become a valuable computable data source
for research and evaluation purposes as well as be enriched
by data from external data sources while complying with
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relevant regulatory frameworks. New systems are now
adopting advanced technologies including cloud-based
open (non-proprietary) ecosystem-wide platforms and
openEHR’s modeling approach to improve health data
management. They are designed to enable plug-and-play of
any number of new devices and niche applications, through
architectural standards and frameworks like SMART-on-
FHIR,*” without losing the ability to share data.

Underpinned by open standards-based federated
CDRs,® an effective separation of data and application
becomes possible. The adoption of open standards enables
secure access to vendor-neutral data by compliant third-
party applications across the whole ecosystem. Fully
standardized health data can be aggregated and utilized for
many authorized purposes, including AL

Ecosystem-wide architectural design is paramount to
maximize these potential benefits. Semantic interoperability
requires extensive use of ontologically structured knowledge
domains® and ontology-driven architectures® as explained
in details by Rector et al.®® Its structure is based on the
relationships between three resources: (1) Information
models representing, for example, clinical concepts;
(2) inference models; and (3) concept system models required
to reliably undertake data abstraction — a process adopted to
reduce a concept to a set of essential elements.**¢¢¢

Changing over from the legacy systems’ data/information
exchange paradigm to knowledge sharing at decreasing
levels of abstraction requires the adoption of a reference
architecture that starts at the IT concept level (semantic
coordination), through the business domain concept level
(agreed service function level cooperation), domain level
(cross-domain cooperation), and up to individual context
(skills-based end-user collaboration).® This architectural
model supports ontology/knowledge harmonization
to enable interoperability between, and integration of,
systems, standards, and solutions at any level of complexity
without the demand for continuous adaptation or revisions
of those specifications.

Those marketing the next-generation systems have
some difficulty gaining a foothold in this market as large
vendors continue to protect their lucrative business
models unless governments intervene. Most countries
have established a national digital health framework, but
these tend not to include the establishment of a suitable
national supportive infrastructure designed to optimize
data sharing and data quality.

4.2, Knowledge-driven architectural models and
standards

The adoption of a knowledge-driven architectural model
means that new-generation systems will have far greater

capabilities to support life-long and person-centered
care, ecosystem-wide safe data sharing through semantic
interoperability, extensive automation of routine reporting,
secondary data use, and advanced analytics. Widespread
adoption of data standards and data governance protocols
is expected to substantially reduce the need for data
cleansing. Greater availability of timely, complete quality
data is expected to reduce the costs of routine reporting,
medical research, and other secondary data use including
the development, training, and use of AL The optimization
of EHR data is expected to transform our Al capacity and
the health-care industry generally.

A set of compatible standards enabling the establishment
and maintenance of a well-connected national digital
health ecosystem needs to be mandated. The adoption
of data-driven digital health implementation strategies
is now happening in some jurisdictions, such as the UK
National Health Service (NHS),” Spain,” Netherlands,”
Scandinavian countries,”” United Arab Emirates, Kingdom
of Saudi Arabia, and Jamaica,”*” as well as some health-
care facilities. In 2019, the European Union published its
Common Semantic Strategy for Health.”

Our work in the digital health space has identified an
urgent need for new knowledge to be acquired regarding
the scientific underpinnings of health data science among
the health workforce.”” Such knowledge and skills need
to be applied to foster a data use culture to enable greater
innovation and transformation. Only then are we in a
position to improve the overall health system’s performance.

This review found that essentially there are three
relevant technical standards that need to be considered:
openEHR,® HL7 FHIR,” and the ISO 13606:2019.7
openEHR provides open standards for the structure,
storage, and exchange of health-care information.” Core
openEHR specifications® have been adopted by ISO,”®
making it a full international standard which underpins
many national programs and vendor implementations
worldwide.® The ISO 13606 standard consists of five parts
and was based on the openEHR specification, making
these two standards highly compatible.

4.3.openEHR

openEHR represents the evolutionary result of more than
20 years of research, innovative development, testing,
implementation, and evaluation undertaken by a growing
international community.

The openEHR archetypes represent health-care
concepts (such as blood pressure measurement, laboratory
results, and diagnoses) captured in clinical records and
messages based on stable technical building blocks.®* Its
reference model defines generic but healthcare-specific
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data structures, types, and value sets and a universal EHR
architecture designed to process the high-level components
of an EHR categorized as folder, composition, section,
and entry. The entry category is further categorized into
observations, evaluations, instructions, and actions. Its
specifications include a platform model. Its open clinical
data repository provides access to nearly 1000 archetypes
to date. Collectively, these consist of the largest number
of data points representing various levels of granularity
in the world.* These archetype models are evidence-
based, developed, and reviewed by well over 1000
multidisciplinary experts from 114 countries. The number
of available archetypes is growing exponentially relative to
openEHR-compliant implementations. The development
of universal openEHR archetypes is undertaken by the
potential data users who have a sound understanding of
context that must be represented.

A further modeling layer is the openEHR templates
which gather one or more archetypes and define use-case-
specific constraints (e.g., discharge summary, medication
order, and clinical reports). Templates are used to drive
information systems. Archetypes and templates, along with
annotated clinical terminology and ontology concepts,
define domain-specific information models and enable
semantic interoperability in healthcare through this multi-
level modeling approach. Their use for the management of
clinical data especially optimizes the use of EHR data for
Al purposes.

The Archetype Query Language allows formulation
of portable queries using domain concepts unlike field
or table names in a traditional relational database.®
Several examples have been reported elsewhere.® At the
knowledge level, openEHR also defines a formal clinical
guideline specification (GDL) to drive decision support —
all in a single standards stack.®® There is also ongoing work
to model and capture health-care processes and clinical
workflows.

The openEHR Clinical Knowledge Manager (CKM) is
an online clinical models repository (archetypes, templates,
and clinical terminology subsets) and an advanced web-
based distributed knowledge curation tool.* CKM supports
an editorial process resembling peer-review process of a
scientific journal where editors with the help of domain
experts can conduct online reviews using the CKM’s web
interface and then publish models. Figure 1 shows the
relationships between ontologies, models, and systems.

4.4.HL7 FHIR

The HL7 FHIR standard” represents an evolutionary result
of ongoing developments of the HL7 messaging standards.
Its implementation is gaining momentum. Pedrera-Jiménez

et al.”" explored if these three standards could work together.
They found all three to be useful for the purposes for which
they were designed but that they have limitations when
used for different purposes. Selecting the most suitable set
of standards able to best meet a defined purpose is critical.

Information models in FHIR are called resources. All
clinical and other findings can only be represented using a
single observation resource, which then requires adapting
and bringing together many of them together as a profile to
be able to represent even a simple concept like blood pressure.
However, this HL7 FHIR design has been a deliberate
compromise for the simplicity of technical implementation
by developers at the expense of its expressivity. As a result,
FHIR is being widely adopted by many vendors and health
systems. There is now a common trend to use both FHIR and
openEHR together, representing demographic, administrative
and simple clinical data exchange using FHIR and rich clinical
data using openEHR. Archetypes enable access to far more
detailed clinical data points as they represent the maximal
data elements for a given concept. The FHIR

Resources, on the other hand, include minimal data
elements that have been adopted by current health
information systems. Therefore, FHIR allows for rapid data
exchange between legacy systems.

4.5. What's possible with next-generation EHR
systems and data?

Current trends on building digital twins® exclusively using
EHR data and Al without using atomic-level omics data
and mechanistic knowledge and constraints of human
physiology and anatomy will fall short of driving next-
generation clinical decision support tools and research.
Such limitations are due to not being able to train Al
with reliable data. At present, available data are inevitably
flawed by incorrect facts and associations as well as bias
due to known shortcomings of most EHR systems in use
and available data sets.

Atalag has defined an ontology mapping-based
framework leveraging a multitude of existing and mature
standards to bring together all these data sources (EHR,
physiome, and omics) in a way that preserves the clinical,
biological, physiological, and anatomical context and
semantics that can drive these next-generation methods
and tools,*” as shown in Figure 2. This model represents
an ontology mapping-based framework to show how
compliance with various types of data exchange standards
enable an openEHR-compliant clinical data repository to be
populated and enable precision medicine supported by AL

Current proprietary EMR/EHR  systems and
infrastructures are no longer considered “fit for purpose”
due to their many shortcomings. When machine learning
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Figure 1. OpenEHR multi-level modeling®’. Copyright © 2007 Author(s)
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Figure 2. Ontology-based framework for an overall system architecture (adapted from a multitude of similar images developed to represent the openEHR
architecture® and its relationships to external health data sources, exchange standards, and outcomes). Copyright © 2017 Author(s)

systems are applied to these medical data, there is an
imminent and real danger of feeding AI algorithms with
non-optimal EHR data which are highly likely to end up in
the “garbage in garbage out” problem.”

There is an opportunity to capture high-quality and
complete structured and computable health-care data

as part of routine clinical practice. Post-ad-hoc data
collection has been shown to be very expensive and error-
prone, and at times, it is impossible to capture the clinical
context in which the data were collected.”” Data sources
can be very diverse and range from operational EMR
systems to well-structured longitudinal disease registries
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Table 1. Ecosystem high-level building blocks enabling optimally connected digital health

Legislation, policy, and
compliance’

Policy directions and associated legislation enabling the provision and compliance monitoring of health service
funding mechanisms enabling universal, person-centered healthcare through an optimized primary care
infrastructure supported by a well-specified and mandated digital health infrastructure. This includes privacy and
cyber security legislative and regulatory requirements.

Ecosystem system
architecture?*?

An ecosystem architecture needs to include an open platform able to meet the needs of all stakeholders and support
the data supply chain.
“Better data and regular data use will create a data use culture, leading to better decisions, an improved health system,
and improved health outcomes.”

Ecosystem data architecture®

A representation of concepts and their relationships. The data architecture defines concepts, constraints, and rules,
which provide safe consistent data collection and use which retains meaning throughout the data supply chain. The
domain or discourse contribute to the architectural requirements and select data from the data ecosystem based on
their use case. Such data collections result in data that are structurally independent, simpler, and safer to share. The
resulting lack of data silos enables advanced data analytics.

Concept representation
standards'®

Key health concepts need to be represented in the same manner throughout any digital health ecosystems to ensure
data accuracy, enable consistent quality data collection at every level, optimizing data analytics, and reducing data
collection burden. Consistent representation of key health concepts enables evidence-based decision-making at all
levels and is best achieved by adopting a multilevel modeling approach and an open platform.

Data/information governance®

Specification of decision rights and an accountability framework to ensure appropriate behavior in the evaluation,
creation, storage, processing, use, archiving, and deletion of information. Coordinated data governance applies to all
points along the data supply chain.

Data access control

Legislation is required to indicate who can have access to identifiable and non-identifiable data for what purpose.
Legislative mandates and regulatory requirements need to be considered in the light of ethical data use, and “use case”
specific privacy and confidentiality, and continuity of care considerations.

Unique identifiers

An essential pre-requisite to ensure data collected can be linked to care recipients as well as to organizational and
individual providers.

Cybersecurity

Minimizing risk of cyberattacks by protecting systems, servers, networks, and mobile devices. Adopt and maintain
programs that educate the workforce, and manage and monitor unauthorized data access.

Vendor/technology-neutral
federated data storage

The separation of systems and storage delivering scalable cost-effective data access and flexible systems for all users
across the health-care network. Separating data from applications as used by the openEHR community were found to
support persistent and transient data as well as real-time local and remote data access.

Electricity and broadband
(Internet access) for everyone

A fundamental pre-requisite for all living in this digital era, irrespective of time, and location.

and biobanks. The patients own contribution to their
EHR, and the increasing use of mobile devices and sensors,
are also important. They can add valuable insights about
environmental and behavioral factors as well (e.g., food, air
quality, exercise, and mood).

Both data-

While openEHR specifications have been purposely
engineered to cover all EHR data domains, including those
that are intended to be exchanged by various systems,
messaging standards such as HL7 v2 and HL7 FHIR
have been designed to cover only data to be exchanged.
These messaging standards were designed for the sake of
simplicity for implementation by developers, but many of

and terminology-level
reasonably mature, although there is considerable overlap
among certain terminology and ontology systems such as
SNOMED CT and LOINC. Using fit-for-purpose data and
ontology/terminology standards together can tackle most of
the difficulties arising from the breadth, depth, complexity,
variability, changeability, and longevity aspects of health data.

whom do not have full understanding about healthcare.
Therefore, adoption of the openEHR standard is key for
designing and building next-generation EHR/EMRs
systems and other applications that deal with clinical data.

The emerging trend of using of HL7 FHIR beyond its
purpose to represent the full breadth of clinical data in an
EHR is not scalable and costly in terms of time required
to develop and maintain FHIR profiles. It is far more cost-
effective and safe to invest in the establishment of next-
generation neutral EHR systems with vendor-neutral data
repositories using openEHR and limit the use of FHIR to
support simpler use cases for data exchange.

standards are

4.6. Governance and leadership

Our collective work over the last 20 plus years has
highlighted the need for high-level governanceleadership to
maximize collaboration between all relevant stakeholders.
Our collective findings over time, supported by this rapid
review, have enabled us to identify the required building
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blocks to make up any national foundation for successful
digital health adoption. These are described in Table 1.
Without such high-level government-focused ecosystem-
wide collective initiatives and leadership, digital health
transformation will continue to be compromised due to
continuing fragmentation. The greater use of a compatible
set of technology and data standards worldwide is
translatable to the greater benefits and opportunities for
advanced data analytics and reliable AI applications.

Every jurisdiction needs to determine how best to
govern, manage, and provide strong leadership for each
of these entities to facilitate the optimization of EHRs
enabling Al and to meet desired health outcome objectives.
Many health systems already have some of these building
blocks in various forms.

5. Conclusion

This review of the current state of data availability, and
data quality suitable for AI development and use, has
revealed that we have a long way to go to achieve our aim
of optimizing EHRs to serve as a data source for AT use. It
became clear that most jurisdictions, mega-EMR vendors,
and many newcomers are all tinkering at the edges by
building on and working with current legacy systems
and infrastructures. It is encouraging to see that some
jurisdictions have bucked the trend of continuing to make
incremental improvements by embarking on major digital
health transformation strategies to build and implement
next-generation systems and infrastructures. We have
identified the need to transform high-level jurisdictional
infrastructures. These infrastructural building blocks need
to be designed to govern and provide strong leadership
enabling ecosystem-wide compliance with mandated key
sets of standards. Such standards need to enable flexibility
at every point of care to ensure that data/information needs
are able to be met in a timely manner for every stakeholder,
and all users.

This review has identified the capacity of available
next-generation technologies that need to be adopted to
optimize EHR content enabling its use for Al purposes.
We have the knowledge and skills required to make the
best possible use of available innovative technologies to
improve both the operational efficiency and effectiveness
of every national health system. Many of us working in
the digital health field continue to be frustrated by the
lack of sufficient knowledge of the complexities associated
with digital health by senior decision-makers driving
investments, procurement, policy, and legislative solutions.
The digital health knowledge domain is huge, both in depth
and breadth. The only way we can move forward is through
extensive international and multidisciplinary collaboration

as made possible by the adoption of well-governed open-
access standards, such as openEHR.

Multidisciplinary and multi-sector collaboration
requires a change in mindset for many. The benefits of new
and emerging technologies used to design and implement
next-generation EHRs are huge. The use of generative Al
in clinical settings can only be reliably achieved when
EHRs are optimized throughout the entire global digital
health ecosystem.
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