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Abstract
Numerous researches have focused on metrics for detecting and prioritizing 
incidents or risks; however, most studies address siloed responses within a single 
team or department. There remains a notable gap in the literature, especially in 
the healthcare sector, regarding comprehensive incident and risk metrics. This gap 
extends beyond theoretical principles to practical applications. This paper introduces 
a set of metrics for detecting and prioritizing cyber incidents, risks, and attacks, with 
a focus on their application in healthcare. Key principles include a holistic approach 
to incident and risk management, and the use of both quantitative and qualitative 
metrics for evaluation. A case study on implementing cyber incident metrics in the 
Emerald Healthcare System is presented. The case study covers metrics related to 
incidents, planning, and strategy from risk recognition through incident resolution, as 
well as approaches to ensuring the readiness of an incident response plan, adopting 
a holistic approach to risk management, and improving healthcare cybersecurity 
through integrated technology design. Assessments based on artificial intelligence, 
machine learning, and deep learning have the potential to serve as powerful 
metrics. A holistic approach to risk handling helps avoid risk silos, while holistic risk 
management offers the best protection for hospital cyber infrastructure against 
malicious attacks. Protecting patient privacy is essential for any healthcare system. 
A robust and comprehensive approach to patient data privacy, encompassing staff 
training and strict access control to patient records, should be an integral part of any 
risk management strategy.

Keywords: Cybersecurity; Cyber risk; Risk metrics; Incidents; Privacy; Healthcare; Artificial 
intelligence; Machine learning

1. Introduction
Numerous advanced technologies have been applied and adopted by various entities, 
such as government institutions, healthcare systems, educational institutions, and 
other organizations. For example, a meshfree particle computational method for 
cardiac image analysis was utilized to address the challenge of achieving an optimal 
mathematical description in cardiac image analysis. This meshfree method was 
validated in cardiac image segmentation and cardiac motion analysis through 
experimental studies.1 Cardiac electrophysiology meshfree modeling was conducted 
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using the mixed collocation method, enabling rapid 
model generation in clinical settings along with efficient 
simulations.2 Big data analytics, artificial intelligence (AI), 
machine learning (ML), deep learning (DL), and quantum 
cryptography have been employed in government services, 
the military, enterprises, marketing, manufacturing, 
healthcare, and other sectors.3-6 Although advanced 
technologies offer numerous advantages and benefits, 
they also introduce various risks, attacks, and threats 
posed by malicious actors.7 AI/ML/DL technologies can 
help detect and prioritize incidents, risks, attacks, and 
threats. However, cybercriminals and malicious actors can 
also exploit advanced technologies, such as AI/ML/DL to 
launch cyberattacks and pursue cybercrime objectives. 
Developing metrics to detect and prioritize incidents, 
especially in healthcare, is both necessary and significant. 
These metrics support the development of strategies and 
plans to detect incidents, risks, attacks, and threats, and to 
mitigate associated risks or threats.

When a Chief Information Security Officer must make 
decisions regarding resource allocation, conventional risk 
matrices often offer limited guidance. Various models exist 
to help cybersecurity analysts represent uncertainty, such as 
estimating likelihood and impacts, or developing modeling 
methods to determine how probabilities and effects 
change based on threat categories, attacker capabilities, 
vulnerabilities, or system features.8 Quantitative risk 
assessment provides standardized scoring but can be 
time-consuming to implement, while qualitative risk 
assessment allows for quicker decision-making.9 A business 
framework of control objectives for information and related 
technology has been used in a quantitative study to evaluate 
the maturity level of information technology (IT) services, 
mainly in delivery, service, and support.10

Security metrics can be used to measure the security level 
of system components or aspects, based on quantitative or 
qualitative evaluation. These metrics are generally classified 
into three major categories: (i) Management, (ii) operational, 
and (iii) technical. Additional classification approaches 
exist, which may be based on result types (such as qualitative 
or quantitative) or scope, such as devices, networks, and 
systems. There are four types of technical metrics:11

(i)	 Vulnerability metrics—measures of system 
vulnerabilities.

(ii)	 Attack metrics—measures of the strength of sustained 
attacks.

(iii)	Defense metrics—measures of the strength and effort 
required to implement a defense mechanism within a 
system.

(iv)	 Situation metrics—measures of the security state of a 
system.

The primary objective of this research is to explore 
effective metrics for detecting and prioritizing incidents. 
A major research gap exists—cyber incident silos are often 
the norm, while holistic risk management is insufficiently 
implemented. The remainder of this paper is organized as 
follows: Section 2 introduces metrics related to incidents, 
risks, and attacks; Section 3 presents risk metrics in 
healthcare; Section 4 provides a case study on incident 
metrics in healthcare, focusing on metrics used in the 
Emerald Healthcare System, planning and strategy from 
risk recognition through incident resolution, approaches 
to ensuring readiness of incident response plans, a holistic 
approach to managing risks, and improving healthcare 
cybersecurity through holistic technology design; and 
Section 5 concludes the manuscript.

2. Metrics of incidents/risks/attacks in 
general areas/fields
A combination of time-based metrics, volume-based 
metrics, and cost-related metrics should be leveraged to 
detect and prioritize cyber incidents effectively. Major 
metrics include mean time to detect (MTTD), mean 
time to respond/resolution (MTTR), incident severity, 
vulnerability management, phishing attack success 
rates, and others. These metrics provide insights into the 
efficiency of threat detection, response, and the overall 
effectiveness of cybersecurity practices. Table 1 presents the 
major metrics used to detect and prioritize cyber incidents 
across general areas and fields.12-16 MTTD, MTTR, and 
MTTC can be calculated as follows:

MTTD = ∑(Time to detect incidents)/Number of 
incidents detected� (I)

MTTR = ∑(Time to respond to incidents)/Number of 
incidents responded� (II)

MTTC = ∑(Time to detect + Time to acknowledge + 
Time to resolve)/Number of incidents� (III)

A method and a framework were proposed to derive 
custom dynamic cyber risk metrics. The framework 
and its metric goals are illustrated in Figure  1.17 Table  2 
summarizes several major measurements regarding an 
organization’s exposure, maturity levels, and attractiveness, 
as well as the technical and financial impacts of incidents.17 
All of these impacts are expressed as quantitative measures 
(e.g., costs, time).

AI/ML has been both a tool for improving cybersecurity 
and a source of vulnerabilities. It is employed to analyze 
large volumes of data, detect malicious activity with high 
accuracy and in real time, and automate responses to 
threats. It can also adapt to new threats by learning from 
historical data and evolving attack vectors.18-20 Figure  2 
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Table 1. Major metrics for the detection and prioritization of 
cyber incidents in general areas/fields

Metrics Definition and features

MTTD The average time taken to detect a security 
incident after it occurs

MTTR The average time taken to respond to a detected 
incident

Failed login number The number of failed login attempts, indicating 
suspicious activity or brute‑force attacks

Intrusion attempts 
blocked

The number of intrusion attempts blocked by 
security controls

Unidentified devices 
on the network

The number of unidentified or unauthorized 
devices connected to the network, indicating 
potential security risks or vulnerabilities

Phishing attack 
success rate

The percentage of phishing attempts that 
successfully deceive users and lead to security 
incidents)

Incident severity Categorization of incidents based on their 
potential impacts and criticality

Security rating An external measure of an organization’s overall 
security posture, used to identify areas for 
improvement

Mean time to contain The average time taken to contain a security 
incident, covering detection and resolution

Access management 
metrics

Metrics tracking user access levels, privilege 
escalation attempts, and access controls to 
detect and mitigate potential insider threats

Vulnerability 
management metrics

Metrics tracking the number of vulnerabilities, 
patching cadence (how fast vulnerabilities are 
addressed), and vulnerability recurrence rates 
to evaluate the effectiveness of vulnerability 
management

Cost per incident The financial impact of a security incident, 
including remediation costs, legal fees, and 
potential downtime

Abbreviations: MTTC: Mean time to contain; MTTD: Mean time to 
detect; MTTR: Mean time to respond.

shows the primary cyber threats that have significant 
impacts on critical cyber infrastructure.21-23 An Advanced 
Persistent Threat is a sophisticated cyberattack.

A cybersecurity framework with procedural details 
was developed based on AI/ML,24,25 starting with the 
identification of cyber threats and ending with techniques 
for continuous learning, as illustrated in Figure 3.24 Real-
time monitoring is needed to detect cyber threats. The 
framework is designed for continuous learning, meaning 
it adjusts its detection techniques and algorithms as 
new threats emerge. The capability of the framework 
to effectively and accurately defend against constantly 
evolving cyber threats is enhanced by AI/ML-based 
continuous learning.

Distributed denial-of-service (DDoS) attacks 
can congest critical network links and paralyze the 
services of the Internet of Things26,27 and the cloud.28 An 
AI-driven assessment framework was introduced that 
uses convolutional neural networks (NNs) to evaluate 
network status (i.e., whether a DDoS attack is occurring). 
This method provides a quantitative assessment of risks. 
Figure 429 depicts the steps of the assessment framework. 
In the sixth step, the sample is flattened into a 1D array, 
which serves as the input for the seventh step (adaptive 
moment estimation). Adaptive moment estimation is 
used to estimate the probability that the network is under 

Know about Cyber Risks
Capture interactions and interdependencies & 
analyze variance
Analyze financial situations
Update risk scenarios with threat intelligence        

Understand the Organization’s Security Posture
Identify the need for security controls & their requirements
Assess business alignment & relevance of security controls
Evaluate the levels of readiness, effectiveness, 
maturity & compliance  
Decide the risk appetite or tolerance

Goals

Enhance Risk Management or Security Posture
Select & prioritize security controls
Monitor or test security controls
Adapt security controls

Figure 1. Metric goals in a proposed framework. Image created by the 
author.

Figure  2. Primary cyber threats and impacts on critical cyber 
infrastructure22
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a DDoS attack. The higher probability between “attack” 
and “no attack” is output in the eighth step, after which 
the standard operating procedure for system recovery 
is executed. Finally, feedback in the form of an award or 
punishment for the selected action is generated in the last 
step to inform and improve the AI-driven assessment.

Fingerprint attacks are a problem for a biometric system. 
It is a challenge to identify a live fingerprint and a spoof 
fingerprint. However, a spoof fingerprint is a cybersecurity 
risk. A  method was presented to help overcome the 
challenge based on the referential image quality metrics, 
the fingerprint minutiae count, and ML models that 
include k-nearest neighbor, support vector machine, and 
NN. The fingerprint dataset, LivDet CrossMatch-2015, was 
used. There are 502 spoof fingerprint images and 500 live 
fingerprint images in the dataset. Figure 530 illustrates the 
method and its procedures.

A risk assessment framework for an additive 
manufacturing (AM)/3D printing system was also proposed, 
as depicted in Figure 6.31 AM/3D printing has been widely 
used in the healthcare industry and has generated significant 

value in this domain. The threat lifespan, defined as the 
active time of the indicator of compromise, is a critical 
factor influencing the severity of a threat. A threat analysis 
was performed based on the characteristics of threats to 
AM systems. These characteristics, shown in Figure 7,31,32 
are important in assessing the potential impacts of threats 
on the AM process and its supply chains.

There are significant cybersecurity challenges in the 
maritime sector. Ships equipped with IT and operational 
technology are connected to external networks, making 
them vulnerable to cyberattacks. Cyber risks in the maritime 
sector were identified, and a qualitative risk evaluation was 
conducted.33 Priorities for improving vulnerabilities were 
derived based on the risk evaluation and the assigned ranks 
for specific risk items. Table 3 presents administrative and 
technical security risk items along with their ranks for 
prioritizing vulnerability improvements.33

3. Risk metrics in healthcare
A data breach in healthcare can lead to serious 
consequences. Effectively detecting and prioritizing cyber 

Table 2. Measurements regarding the exposure, maturity levels, and attractiveness of an organization, and the technical and 
financial impacts of incidents

Aspects of measurements Measurements or measurement domains

Exposure of the 
organization

• Quantity of vulnerabilities
• Criticality of vulnerabilities (e.g., based on the CVSS)
• Criticality of affected assets
• Time‑based metrics: Mean time to identify, mean time to remediate

Maturity level (1 of 3) of the 
organization

• Cybersecurity program management: Frequency of program updates, security policy review frequency, etc.
• Risk management: Frequency of risk assessment processes, control review frequency, etc.
• Asset, change, and configuration management: Inventory frequency, configuration review frequency, etc.
• Threat and vulnerability management

Maturity level (2 of 3) of the 
organization

• Identity and access management: Number of passwords complying with the password policy, access rights review 
frequency, etc.
• Event and incident response, continuity of operations: Detection‑to‑decision time, number of detected events, etc.

Maturity level (3 of 3) of the 
organization

• Security architecture: Number of firewall rules, malware scan frequency, etc.
• Third‑party risk management: Number of signed agreements, specific audit frequency, etc.
• Workforce management: Training frequency, training duration, number of security‑certified professionals, etc.

Attractiveness of the 
organization

• Technological: Honeypots, number of active hybrid threats, etc.
• Political and strategic: Nationality, level of competitiveness, etc.
• Financial: Financial health, annual revenue, etc.
• Brand and image: Reputation scores, public relations issues, etc.
• Criticality of potential results: Type/number of customers, type of products or services provided

Technical impacts of 
incidents

• Impacts on confidentiality: Number of compromised passwords, number of customers notified of a data breach, etc.
• Impacts on integrity: Number of modified files, number of modified asset configurations, etc.
• Impact on availability: Downtime, number of rebooted assets, etc.

Financial impacts of 
incidents

• Productivity: Cost of staff idle periods, profit loss, etc.
• Extortion: Cost of fees paid to adversaries or negotiators
• Response and reconstruction: Cost of asset replacement and repairs, cost of incident response and recovery teams
• Reputation and crisis management: Loss of clients, costs of brand repositioning, etc.
• Fines, sanctions, and claims: Fines due to non‑compliance, civil liability, etc.

Abbreviation: CVSS: Common vulnerability scoring system.
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Figure 4. An artificial intelligence-driven assessment framework for evaluating network status. Adopted from29 with permission. Copyright © 2021, Sage 
Publications.
Abbreviation: SOP: Standard operating procedure.

incidents are vital to ensuring the quality of care and 
patient well-being. Healthcare organizations can use well-
defined metrics to detect and prioritize cyber incidents, 
monitor and analyze these metrics regularly, and transform 
raw data into actionable insights. This allows for data-
driven decision-making, proactive risk prevention, and 
continuous enhancement in patient safety. Table 4 presents 
metrics used for detecting and prioritizing cyber incidents 
in healthcare.12,34-39

Although electronic health records (EHRs) offer 
numerous advantages, they also present significant 
cybersecurity challenges. A major threat to EHRs involves 
unauthorized access—both by internal employees and 
external cyber attackers—leading to breaches of patient 
data and privacy. Among these, external access by cyber 
attackers poses the highest risk to both EHRs and patient 
safety. A risk assessment of EHR security was conducted 
using a risk matrix. Table 5 shows the EHR risk matrix.40 
Various other risk measurement methods (qualitative and 
quantitative) have also been applied in healthcare.

4. A case study regarding incident metrics 
in healthcare
Emerald Healthcare System is a not-for-profit corporation 
dedicated to developing medical programs, healthcare 

Figure  3. A cybersecurity framework and procedural details based on 
artificial intelligence/machine learning. Obtained from24 with permission. 
Copyright © 2025, IEEE.
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Figure 5. A method for identifying live and spoof fingerprints30

Abbreviations: KNN: k-nearest neighbor; NN: Neural network; SVM: Support vector machine.

Table 3. Security risks and ranks for vulnerability 
improvement prioritization

Security areas Evaluation items Ranks

Administrative 
security

Awareness of information protection and 
staff training 

1

Control over the use of portable media (e.g., 
laptops, USB drives)

4

Software maintenance and hardware/
software upgrades

5

Developing a contingency plan for 
cyberattacks

8

Technical 
security

Limitation and control of network ports, 
protocols, and services

2

Detecting, blocking, and warning of 
cyberattacks through the system

3

Wireless access control with encrypted keys 7

Support for data backup and recovery 6

Abbreviation: USB: Universal Serial Bus

services, research, and more. The system’s three hospital 
campuses, along with several outpatient facilities, provide a 
broad spectrum of care. Services are delivered by over 1,550 
medical staff members and more than 10,300 employed 
professionals, making Emerald Healthcare System one of 

the largest healthcare providers in Texas, United States of 
America.

4.1. Metrics of incidents in the Emerald Healthcare 
System

The following metrics and indicators are used in the 
Emerald Healthcare System to monitor and manage 
incidents:
(i)	 Cybersecurity incidents: The severity and number 

of cybersecurity breaches and risks that have the 
potential to disrupt operations and compromise 
patient data privacy.

(ii)	 Regulatory compliance rates:41 Reflect the 
organization’s adherence to healthcare standards and 
regulations, which can influence reimbursement and 
legal exposure.

(iii)	Medication errors: Monitoring preventable adverse 
events helps reduce errors, thereby improving 
operational efficiency and patient safety.

Examples of specific metrics for cybersecurity incidents 
include: (i) Number of events in a defined time frame (e.g., 
daily, weekly, monthly, quarterly, or annually); (ii) average 
incident response time—the time from incident occurrence 
to its routing to the appropriate team member; (iii) 

https://dx.doi.org/10.36922/AIH025170035
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Figure 6. A risk assessment framework for an additive manufacturing/3D printing system31

Abbreviation: IOC: Indicator of compromise.

MTTR—the average time required to resolve an incident 
and return the affected system to normal operation.

4.2. Planning and strategy from risk recognition 
through incident resolution

A proven strategy to protect patient data includes a 
comprehensive incident response plan for healthcare. This 
can be fulfilled through the following approaches:
(i)	 Internal communication: Provides precise and 

actionable updates regarding the nature of the event, 
response measures, operational disruptions, and 
more. Maintaining open communication channels is 
critical throughout the incident response process.

(ii)	 Identification and containment: Early detection and 
prompt containment are key to minimizing the impact 
of a data breach.

(iii) �Eradication and recovery: These stages 
may include removing malware, addressing 
security vulnerabilities, and resetting compromised 
accounts.

4.3. Incident response planning framework

Establishing an incident response framework should 
encompass the complete lifecycle of an event. Components 
of the framework include: (i) Preparation; (ii) detection 
and analysis; (iii) containment, eradication, and recovery; 
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Table 5. A risk matrix of EHR

Risks Probabilities Impacts Description

Cyberattacks on EHR High High Targeting EHR through outdated technologies and security loopholes can lead to major 
patient data breaches

Insider threats Medium High Misuse or mishandling of sensitive data by individuals with access to EHR can result in 
unauthorized disclosure or manipulation of information

Loss/theft of devices Medium Medium Loss or theft of devices used by healthcare staff to access EHR may result in unauthorized 
access to sensitive data

Technology failures Medium High Failures in the technologies supporting EHR systems can lead to data corruption or loss, 
impacting healthcare operations and patient care

Legal/regulatory non‑compliance High High Failure to comply with healthcare regulations and data protection laws can lead to fines, 
legal actions, and loss of trust among patients and partners

Third‑party data sharing Medium Medium Unauthorized or unintended data sharing with third parties may result in privacy breaches 
and diminished patient trust

Abbreviation: EHR: Electronic health record.

Table 4. Metrics for the detection and prioritization of cyber incidents in healthcare

Categories Metrics and description

Incident 
detection 
and response 
metrics

MTTD: The average time taken to detect a security incident in healthcare from the moment it occurs

MTTC: The average time taken to contain a security threat in healthcare and prevent its spread

Number of security incidents: The number of security alerts in healthcare that require action from a security team

Percentage of incidents detected by internal controls: Indicates the effectiveness of internal security measures in identifying potential 
threats before they cause significant damage

Unidentified devices on internal networks: Reflects the presence of potentially malicious or unauthorized devices accessing the 
healthcare network

Dwell time: Represents the duration a threat actor remains undetected within a healthcare system or network

Mean time to recover: The average time from detecting a security incident to fully restoring all affected healthcare systems to their 
pre‑attack state

Vulnerability 
and incident 
management 
metrics

Number of vulnerabilities detected: The number of known vulnerabilities identified on healthcare devices

Vulnerability recurrence: Tracks how frequently the same vulnerabilities reappear, indicating issues with remediation or patching

Patching cadence: Measures the frequency and consistency of applying patches to resolve vulnerabilities 

Patch compliance rate: The percentage of devices and systems in healthcare that have received the latest security patches

Service level agreement compliance: Measures adherence to defined service levels for incident response in healthcare, often with 
penalties for non‑compliance

Mean time to remediate: The average time required to resolve a confirmed vulnerability 

Customer satisfaction score: Feedback from end users on their experience with the incident management process, highlighting areas 
for improvement

Other 
significant 
metrics

Intrusion attempts: The number of attempted breaches or unauthorized access in healthcare

Phishing click rate: The percentage of users who click on malicious links in phishing emails

Average vendor security rating: Reflects the overall cybersecurity posture of third‑party vendors. Monitoring this helps manage risks 
from external partners

Data breach costs: The financial impact of healthcare breaches, including detection, notification, response, lost business, and regulatory 
fines

Medical device security adoption: Indicates the extent to which security measures (e.g., real‑time monitoring) have been implemented 
for medical devices

Compliance success rates: Measures adherence to healthcare regulations, such as HIPAA

Abbreviations: HIPAA: Health insurance portability and accountability act; MTTC: Mean time to contain; MTTD: Mean time to detect.
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Figure 7. Features of threats in additive manufacturing/3D printing31

and (iv) post-incident activities. Understanding common 
occurrences and integrating them into IT team policies and 
procedures is critical for preparing against future attacks. 
Some common occurrences include: (i) Improper or 
inappropriate usage; (ii) unauthorized access; (iii) denial of 
service; (iv) malicious code; (v) suspected personal health 
information breach—any event involving personal health 
information should be reported, even if only suspected; 
and (vi) suspected loss of sensitive data.

In the event of an incident, response efforts should not 
be siloed within a single team or department. Establishing 
a cross-functional incident response team ensures a multi-
faceted, integrated approach to incident management. 
It is essential that IT security teams understand the core 
components of a viable incident response plan. These 
components include preparation, detection, triage, incident 
analysis, containment, eradication, recovery, remediation, 
post-incident activity and review, and supplier facility and/
or service tests. The primary triage stage helps determine 
the severity and response level of an incident and aids in 
setting priorities for subsequent response steps.

4.4. Holistic risk management and integrated risk 
perspectives

To avoid “risk silos,” holistic risk management (also known 
as integrated risk management)18,42 emphasizes the need to 

address the fragmented nature of functions and processes 
that often focus on limited aspects of risks, typically divided 
by business lines or departments. Several components 
constitute a holistic approach to risk management, 
including policy management and management 
framework; organizational structuring to understand 
and address risk across silos; and an investigation and 
measurement framework, including relevant metrics.

In the Emerald Healthcare System, clinical and 
administrative systems, processes, and reports are utilized 
to detect, assess, monitor, mitigate, and prevent risks. 
Risk management in the healthcare system encompasses 
several critical elements, such as risk identification, risk 
quantification and prioritization, compliance reporting, 
and the use of models for incident analysis to understand 
the causes and effects of medical errors. These models 
include failure mode and effects analysis, root cause 
analysis, and others.

4.5. Holistic technology in healthcare cybersecurity

A holistic approach to cybersecurity offers the most 
effective protection for hospital cyber infrastructure 
against malicious attacks. It is essential to design a 
comprehensive risk assessment framework in the context 
of population health management. The Emerald Healthcare 
System uses several risk assessment models, incorporating 
modules that include historical health service utilization 
(e.g., emergency department visits, hospital admissions, 
urgent care visits, and preventive screening), health risk 
evaluations, and various forecasting mechanisms to project 
future utilization.

5. Conclusion
Security metrics can be classified into three categories: 
(i) Management, (ii) operational, and (iii) technical. 
These metrics can be either qualitative or quantitative. 
AI/ML-driven assessments have the potential to serve as 
powerful metrics. The risk matrix can be used in the risk 
assessment of the security of EHR. Major metrics and 
indicators for incidents used in the Emerald Healthcare 
System include cybersecurity incidents, regulatory 
compliance rates, and medication errors. A  holistic 
approach to handling risks helps avoid risk silos. Holistic 
risk management is most effective in protecting hospital 
cyber infrastructure from malicious attacks. Protecting 
patient privacy is critical for any healthcare system. 
A rigorous and holistic approach to patient data privacy, 
which includes staff training on patient privacy and its 
potential vulnerability following a cyberattack. Patient 
privacy and strict rules for accessing a patient’s chart 
should be incorporated into any risk management plan.
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