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Abstract
Type 1 diabetes mellitus (T1DM) requires continuous monitoring of blood glucose 
levels and careful insulin dosing to maintain safe glycemic control. Reinforcement 
learning (RL) has emerged as a promising approach for automated glucose regulation 
in T1DM by enabling adaptive insulin dosing through sequential decision-making. 
However, real-world deployment remains constrained by safety requirements, 
inter-patient variability, limited clinical data, and strict privacy regulations that 
hinder centralized model development. This review aims to synthesize recent 
advances in RL-based automated insulin delivery (AID) and examine how federated 
learning (FL) can enable privacy-preserving personalization across distributed 
clinical and device data. We organize the literature into key themes, including: (i) 
online RL controllers developed primarily in simulation environments, (ii) offline RL 
methods that learn dosing policies from logged glucose-insulin trajectories (e.g., 
batch-constrained and conservative value-learning approaches), (iii) safety-aware 
strategies aimed at minimizing hypoglycemia risk and improving robustness under 
practical disturbances, and (iv) hybrid architectures integrating glucose prediction 
and control. We further discuss FL designs for personalization in heterogeneous, 
non-identically distributed patient data and highlight their relevance to diabetes 
management. Across the studies reviewed, most reinforcement learning approaches 
for glucose control are evaluated in simulation environments, while only a limited 
number use real-world clinical or continuous glucose monitoring (CGM) datasets. 
Federated learning studies are emerging for privacy-preserving personalization, 
and only a small subset of works currently explore hybrid RL–FL or federated 
reinforcement learning frameworks. Finally, we identify open challenges related to 
sim-to-real generalization, clinical validation, interpretability, scalability, and privacy 
risks in distributed learning, and outline future directions for robust, clinically viable 
next-generation diabetes management systems.
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1. Introduction
Diabetes mellitus remains one of the most prevalent chronic diseases worldwide, and 
access to affordable treatment, including insulin, is essential for survival and long-term 
health outcomes.1 Type 1 diabetes mellitus (T1DM), formerly known as juvenile diabetes 
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or insulin-dependent diabetes, is a chronic condition 
characterized by β-cell failure and insulin deficiency due 
to an autoimmune response.2 As a result, regular insulin 
administration is required to maintain blood glucose 
levels within the normal range.3 For individuals living 
with T1DM, effective glycemic management requires 
continuous monitoring and frequent treatment decisions; 
when diagnosed with T1DM, an individual may make up 
to 180 decisions per day to regulate blood glucose levels.4 
Insulin dosing must be carefully managed, as insufficient 
insulin can lead to hyperglycemia, resulting in long-term 
complications such as retinal damage5, cardiovascular 
disease6, and neuropathy.7 Conversely, excessive insulin 
administration can cause hypoglycemia, which may lead to 
loss of consciousness or death. Accurate glucose regulation 
depends on multiple factors, most notably blood glucose 
dynamics and caloric intake. These considerations generate 
at least 15–17 data points per day, which can increase 
substantially with continuous glucose monitoring (CGM) 
systems that produce up to 300 measurements per day, 
approximately one reading every five minutes.8

Another common form of diabetes is type 2 diabetes 
mellitus (T2DM), which is primarily caused by insulin 

resistance and progressive pancreatic β-cell dysfunction, 
leading to impaired glucose uptake and dysregulated 
glycemic control.9 Lifestyle interventions and weight 
reduction may induce remission in some individuals, 
particularly in early-stage disease; however, T2DM 
remains a chronic condition and may recur or progress 
over time.10 Given the rising global burden of diabetes and 
its multi-organ complications, the development of scalable, 
accurate, and user-friendly strategies for glucose regulation 
remains a critical healthcare need.

Insulin administration can be broadly classified as 
manual injection or automated delivery via an automated 
insulin delivery (AID) system11, which integrates a CGM 
device, an insulin pump, and a blood glucose control (BGC) 
algorithm that computes insulin dosing to regulate glucose 
levels in a closed-loop manner12, as illustrated in Figure 
1. Commercial AID systems have achieved substantial 
improvements in glycemic control, often reporting 
time-in-range (TIR) values of approximately 65–80% 
in evaluations.13 However, these systems still rely on 
manual meal announcements and user-provided exercise 
information to help prevent hypoglycemia, limiting 
autonomy and leaving room for further improvement. 

Figure 1. Reinforcement learning-based automated insulin delivery (AID) system architecture. Image created by the authors.
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1.1. Terminology

Throughout this review, we use “automated insulin delivery 
(AID)” as the primary term to describe closed-loop 
systems that integrate a continuous glucose monitor, an 
insulin pump, and a control algorithm. The term “artificial 
pancreas (AP)” is widely used in the literature and is 
considered synonymous with AID in this context. “Hybrid 
closed-loop (HCL)” refers to systems that automate basal 
insulin delivery while still requiring user inputs, such as 
meal announcements, to maintain safety and performance. 
For consistency, we primarily adopt the term AID unless 
referencing terminology used in specific cited studies.

Within this context, reinforcement learning (RL) 
has emerged as a promising paradigm for automated 
glucose regulation and closed-loop insulin delivery. From 
a research perspective, automated insulin delivery has 
generated significant interest within the RL community11, 
as RL formulates insulin dosing as a sequential decision-
making problem in which an agent learns a policy 
that optimizes long-term glycemic outcomes. Unlike 
traditional controllers used in commercial systems, 
RL-based approaches can potentially adapt dosing 
strategies under uncertainty, accommodate inter-patient 
variability, and improve robustness to disturbances such as 
irregular meals, sensor noise, and imperfect user inputs. 
Recent work has explored simulation-trained online RL 
controllers, offline RL methods trained on logged glucose–
insulin trajectories, and safety-aware strategies designed to 
reduce the risk of hypoglycemia.

In parallel, privacy-preserving learning approaches, 
such as federated learning (FL), have become increasingly 
relevant to healthcare AI, enabling collaborative model 
development across distributed devices and clinical 
sites without requiring the sharing of raw data. This is 
particularly important for diabetes management, where 
patient data are sensitive and heterogeneous and where 
privacy regulations can restrict centralized aggregation. 
Integrating FL into learning-based diabetes management 
pipelines may support scalable personalization while 
mitigating data-sharing risks; however, FL introduces 
challenges, including non-IID data distributions, client 
heterogeneity, communication constraints, and potential 
privacy leakage via shared model updates.

Although prior work has examined glucose 
control algorithms and machine learning methods 
for diabetes management, few studies systematically 
analyze reinforcement learning as a closed-loop control 
paradigm for AID systems, and even fewer address the 
emerging role of federated learning in privacy-preserving 
personalization. Moreover, existing surveys often treat 
RL and FL separately, with limited unified discussion of 

safety constraints, evaluation protocols, and real-world 
deployment considerations. This underscores the need 
for an up-to-date synthesis of advances in learning-based 
control and privacy-preserving distributed learning 
frameworks in the context of diabetes care.

In this review, we provide a structured synthesis of 
reinforcement learning and federated learning approaches 
for diabetes management and automated insulin delivery. 
Specifically, we:

(i)	 Summarize reinforcement learning formulations and 
algorithmic design choices used for insulin dosing 
and glucose regulation

(ii)	 Review learning-based control strategies, including 
online and offline reinforcement learning approaches 
as well as safety-aware designs aimed at reducing 
hypoglycemia risk.

(iii)	Examine federated learning architectures and 
personalization strategies relevant to diabetes 
applications under heterogeneous patient data.

(iv)	 Discuss how ideas from reinforcement learning and 
federated learning research may translate to distributed 
and privacy-preserving diabetes management systems.

(v)	 Outline key challenges related to evaluation settings, 
safety considerations, and the practical deployment of 
learning-based glucose control systems.

We conducted a semi-systematic literature review 
to examine how RL and FL are currently used, or could 
reasonably be used, for diabetes management and closed-
loop blood glucose control. Searches were conducted 
in IEEE Xplore, ACM Digital Library, SpringerLink, 
ScienceDirect, PubMed, arXiv, and related sources, 
supplemented by backward reference checking to identify 
additional key studies. We focused primarily on peer-
reviewed journal and conference publications from 2010 
to 2025, using combinations of search terms such as 
reinforcement learning, offline reinforcement learning, 
federated learning, AID, blood glucose control, closed-
loop diabetes, insulin dosing, and privacy-preserving 
healthcare. Study selection followed a two-stage screening 
process (titles/abstracts followed by full-text review), with 
inclusion determined by each paper’s direct relevance to 
RL/FL-based glucose regulation, transferable control-
learning design, or privacy-aware system development; 
purely supervised learning studies without decision-
making components and unrelated healthcare topics were 
excluded. The included literature was then categorized by 
contribution type, covering online/offline/modular/multi-
agent RL formulations; FL architectures and aggregation 
strategies; privacy/security mechanisms; and hybrid RL–
FL frameworks, with the extraction of evaluation settings 
and clinically meaningful metrics (e.g., time-in-range 
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and hypoglycemia-related indicators) where available. 
After screening and deduplication, a total of 114 studies 
were included in this review, spanning reinforcement 
learning–based glucose control, FL and privacy-preserving 
healthcare analytics, and hybrid federated reinforcement 
learning frameworks, with the majority of publications 
appearing after 2019. All included studies are listed in 
the References section, and the main text highlights 
representative studies across categories.

Broadly, existing work on learning-based diabetes 
management can be grouped into four recurring 
approaches. The first focuses on online reinforcement 
learning controllers trained primarily in simulation 
environments for closed-loop insulin delivery. The second 
explores offline RL methods that learn dosing policies from 
previously collected glucose–insulin trajectories in order to 
reduce unsafe exploration. A third line of work emphasizes 
safety-aware and modular architectures, in which learning-
based policies are combined with rule-based safeguards, 
prediction components, or risk-sensitive objectives. 
Finally, distributed and privacy-preserving frameworks 
based on FL have emerged to support collaborative training 
and personalization under heterogeneous patient data. 
Throughout this review, we synthesize findings across these 
directions to highlight design choices that consistently 
improve glycemic outcomes while maintaining safety and 
deployment feasibility.

The remainder of this paper is organized as follows. 
Section 2 introduces the fundamentals of RL relevant to 
glucose regulation. Section 3 reviews reinforcement control 
algorithms for closed-loop insulin delivery and discusses 
their design considerations and safety requirements. 
Subsequent sections synthesize online and offline RL 
approaches, hybrid prediction-control frameworks, and 
evaluation protocols for AID systems. We then examine 
FL methods for privacy-preserving personalization and 
discuss emerging directions in federated reinforcement 
learning in Section 4. Finally, we summarize key findings, 
discuss limitations, and outline future research directions.

2. Reinforcement learning
2.1. Background

Reinforcement learning (RL) is a machine learning 
approach in which an agent interacts with an environment 
and learns decision-making strategies through feedback 
in the form of rewards.14 The primary objective of an RL 
algorithm is to learn behaviors that achieve specific goals 
by maximizing the cumulative reward over time. The 
Markov Decision Process framework is commonly used 

to formulate the reinforcement learning problem, which 
is defined by the tuple (S, A, P, R, γ). In this framework, 
S denotes the state space, A denotes the action space, 
P denotes the state transition probabilities, R denotes 
the reward function, and γ is the discount factor, whose 
value lies in [0,1], determining the relative importance of 
immediate versus future rewards.15

Within this framework, reinforcement learning aims 
to learn a policy that maps observed states to actions to 
maximize cumulative reward.16 The optimal policy can 
be defined as the policy that maximizes the expected 
cumulative discounted reward over time and is commonly 
expressed as:

( )( )*
0

,t
t tt

arg max E R s s∞

=∈
 =  ∑π Π

π γ π 	 (1)

Here, Π  denotes the set of all possible policies, and 
ts  represents the state of the environment at time step t

. The policy π  maps observed states to actions, and the 
objective in Equation 1 is to identify an optimal policy 

*π  that maximizes the expected cumulative discounted 
reward over time.

The reward function ( )( ),t tR s sπ  evaluates the immediate 
outcome of executing the action selected by the policy in 
state ts , while the discount factor [ ]0,1∈γ  determines the 
relative importance of future rewards.

This formulation represents a standard Markov 
Decision Process objective and underpins many RL 
algorithms. Figure 2 illustrates this Markov Decision 
Process formulation for an RL-based AID, highlighting 
the interaction between patient state observations, insulin 
dosing actions, reward feedback, and the underlying 
glucose-insulin dynamics. 

Across these formulations, the key challenge for glucose 
regulation is not policy optimality alone, but achieving 
stable and safe control under delayed insulin dynamics, 
physiological uncertainty, and strict hypoglycemia 
constraints. Unlike standard RL benchmarks, AID systems 
must balance long-horizon performance with real-time 
safety, robustness, and patient-specific variability. These 
domain-specific requirements fundamentally shape 
state design, reward engineering, and the incorporation 
of safety mechanisms in reinforcement learning–based 
insulin control.

In practice, this suggests that reinforcement learning 
methods for glucose regulation should be evaluated not 
only by cumulative reward, but also by how effectively they 
handle delayed insulin effects, enforce safety constraints, 
and remain robust to variability and distribution shifts.
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2.2. Models and simulators

The next step in the development of an AID system involves 
the deployment of mathematical modeling and computer-
based simulation. A well-designed simulator can provide 
valuable insights into the safety and limitations of closed-
loop glucose control systems while enabling cost-effective 
exclusion of ineffective control scenarios.17 In addition to 
safety assessment, such simulation environments must 
capture real-world glucose dynamics, sensor imperfections, 
and inter-patient variability in T1DM to provide a rich and 
realistic environment for robust controller training.

In addition to invasive sensors and simulators, recent 
work has explored non-invasive glucose estimation using 
multimodal wearable signals and interpretable machine 
learning. Shan and Yu18 proposed a framework that 
combines photoplethysmography, electrodermal activity, 
skin temperature, and food log features to predict blood 
glucose levels without direct blood sampling. In a dataset 
of 16 adults monitored over multiple days, the model 
trained with LightGBM achieved a root mean square error 
(RMSE) of 12.9 mg/dL, a mean absolute relative difference 
(MARD) of 7.9%, and an mean absolute error (MAE) of 
8.82 mg/dL, with feature relevance analysis showing that 

recent carbohydrate intake and short-term physiological 
changes were among the most important predictors. While 
this study focuses on glucose prediction rather than control, 
integrating such non-invasive multimodal features into 
state representations could improve RL-based controllers 
and reduce reliance on invasive devices, especially when 
interpretability and patient comfort are important.

Over the past several years, a variety of models have 
been proposed to replicate glucose–insulin dynamics 
under different physiological assumptions. In the context 
of RL, glucose regulation is commonly formulated as a 
Markov Decision Process, where the controller interacts 
with the environment through states, actions, transitions, 
and rewards.19,20 At each decision step, the agent observes 
the patient’s physiological state and selects an insulin-
related action, such as a basal rate adjustment or a bolus 
recommendation.17 The environment then evolves 
according to the underlying glucose–insulin dynamics, 
producing a new physiological state and a delayed 
reward that reflects metabolic safety or glucose-tracking 
performance.

The actual transition dynamics governing human 
glucose metabolism are not directly observable; therefore, 

Figure 2. Markov Decision Process representation of the reinforcement learning-based  automated insulin delivery (AID). Image created by the authors.
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agents must learn these dynamics through interaction with 
either simulated or real environments.17 This sequential 
decision-making process highlights how insulin dosing 
decisions are continuously adapted based on glucose 
measurements and prior insulin actions. In continuous-
control settings, both the state and action spaces are 
represented as real-valued vectors, and simulators 
propagate system dynamics forward in discrete time. 
Reward functions are typically bounded or sparse and 
are designed to promote smooth glucose regulation 
while penalizing hypoglycemia and hyperglycemia.19 A 
wide range of physiological and data-driven models have 
been developed for RL-based diabetes management. The 
models differ in their mathematical structure, underlying 
physiological assumptions, computational complexity, and 
degree of personalization.21

One of the most widely used approaches is the 
model proposed by Ferdinando et al.,22 which employs 
delay differential equations to capture temporal delays 
in subcutaneous insulin absorption. Insulin kinetics 
in this model are represented by first-order dynamics, 
whereas glucose dynamics evolve in response to insulin 
action. This enables estimation of insulin-on-board and 
supports dosing decisions that depend on both the timing 
and magnitude of insulin delivery. By varying model 
parameters, diverse clinical scenarios can be generated to 
reflect patient heterogeneity.22

At the opposite end of the model-complexity spectrum 
lies the Lehmann–Deutsch physiological model23, which 
employs a detailed multi-compartment representation 
of T1DM physiology. This model uses plasma glucose 
concentration, insulin absorption kinetics, hepatic glucose 
balance, renal glucose excretion, insulin distribution 
volume, and exogenous insulin administration. The 
patients are characterized by distinct parameter sets, 
enabling the model to capture inter-patient variability 
and reduce errors arising from noise or overly simplified 
state representations. While this level of detail enables 
testing under different conditions, careful calibration of 
parameters is required to ensure long-term simulation 
stability.

In contrast to mechanistic models, Shifrin’s transition 
probability–based model24 treats patient physiology as a 
stochastic process governed by a transition matrix. The 
model encodes the probability of transitioning between 
behavioral and physiological states, including glucose levels, 
carbohydrate intake, and time since the last insulin action. 
This probabilistic formulation enables the integration of 
variability arising from uncontrollable factors such as 
hormonal disturbances, unannounced meals, stress, and 
behavioral changes. By emphasizing stochasticity rather 

than strict physiological structure, this model is well-suited 
for training agents that must operate under uncertainty 
or partial observability, where deterministic models may 
fail to capture real-world irregularities. The resulting 
agents demonstrate improved robustness and safety across 
unpredictable conditions.

Another modeling approach is Lee et al.’s 
pharmacokinetic and pharmacodynamic (PK/PD) 
model25, which emphasizes insulin time–action profiles 
described by gamma distributions. In this formulation, 
the distribution parameters control the shape and time-
to-peak insulin activity. Model calibration is informed by 
clamp-test data, in which insulin is infused subcutaneously 
under controlled conditions, and a proportional–integral 
controller adjusts intravenous glucose infusion to maintain 
euglycemia.26 Temporal discount factors are derived 
through normalization procedures, enabling the model to 
account for delayed and long-lasting insulin effects, as well 
as the downstream consequences of insulin decisions.25 
This approach allows for a high degree of personalization 
based on patient-specific insulin kinetics.

The Hovorka glucoregulatory model27 is another 
widely used physiological simulator. This model preserves 
statistical correlations derived from healthy subject data 
and samples physiological parameters from log-normal 
distributions to reflect natural variability. Parameters 
oscillate at random frequencies and phases, enabling 
simulation of both slow and fast meal dynamics via 
modulated carbohydrate absorption. As a result, the 
model captures everyday variability, noise, and dynamic 
disturbances that closely resemble real clinical scenarios.27

In 2008, computer simulation models were formally 
accepted as a substitute for animal testing in the preclinical 
evaluation of closed-loop insulin delivery systems.17 This 
work led to the development of the UVA/Padova metabolic 
simulation framework, which describes interactions 
among plasma glucose, tissue glucose, and plasma insulin 
through key metabolic fluxes, including endogenous 
glucose production, glucose appearance from meals, 
glucose utilization, renal extraction, and insulin absorption 
and degradation.21

Within this framework, glucose kinetics are commonly 
modeled using a two-compartment model comprising a 
plasma compartment and a remote tissue compartment. 
Insulin-independent glucose utilization occurs primarily 
in the plasma compartment, while insulin-dependent 
utilization occurs in remote tissues. The glucose dynamics 
are expressed as:

( ) ( ) ( ) ( ) ( )1 2p p tG t EGP t U t k G t k G t= − − +  	 (2)
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( ) ( ) ( )2 1t t pG t k G t k G t= − + 	 (3)

In Equations 2 and 3, ( )pG t  and ( )tG t  denote plasma 
and tissue glucose concentrations, respectively. The term 

( )EGP t  represents endogenous glucose production, while 
( )U t  denotes total glucose utilization. The parameters 

1k  and 2k  describe glucose exchange rates between the 
plasma and tissue compartments. The dot notation (•) 
indicates time derivatives.17

Insulin-independent glucose utilization iiU  is treated 
as a constant, while insulin-dependent glucose utilization 

idU  is modeled using a Michaelis–Menten relationship, as 
defined in Equation 4.27

( ) ( )
( ) ( )0

0

m mx
id t

m t

V V X t
U t G t

K G t
 +

= ⋅  + 
	 (4) 

Here, 0mV  represents the basal glucose uptake capacity, 
mxV  denotes insulin sensitivity, ( )X t  is the insulin action 

variable, and 0mK  is the Michaelis constant controlling 
saturation behavior.

Insulin action in the tissue compartment evolves 
according to Equation 5.27

( ) ( ) ( )( )2U U bX t p X t p I t I= − + − 	 (5)

In Equation 5, ( )X t  represents insulin action, ( )I t  
denotes the plasma insulin concentration, bI  is the basal 
insulin level, and the parameters Up  and 2Up  control 
insulin activation and decay rates, respectively.27

Endogenous glucose production is modeled as:

( ) ( ) ( )1 2 3p p p p LEGP t k k G t k X t= − − 	 (6)

( ) ( ) ( )( )L i L L bX t k X t k I t I= − + − 	 (7)

Here, ( )LX t  denotes delayed insulin action on glucose 
production, while the parameters 1pk , 2pk , 3pk , ik , and 

Lk  govern suppression of glucose production and insulin 
delay effects.27

The simulator includes a virtual population of 300 
subjects, consisting of 100 adults, 100 adolescents, and 
100 children. Each subject is generated using a joint 
physiological parameter distribution, with inter-subject 
variability preserved through a shared covariance 
matrix. Group-specific adjustments, such as increased 
insulin sensitivity in children and reduced sensitivity in 
adolescents, are applied. Subsequent extensions of the 
model incorporated improved gastric emptying dynamics, 
refined glucose appearance models, and expanded clinical 
validation.17,21

Overall, RL provides a principled framework for 

modeling insulin dosing as a sequential decision-making 
process and for learning adaptive control policies 
that optimize long-horizon glycemic outcomes under 
uncertainty. Because direct exploration in real patients is 
infeasible and unsafe, most RL-based AID controllers rely 
on physiologically grounded mathematical models and 
in silico simulators to support training, benchmarking, 
and safety evaluation prior to clinical translation. These 
foundations motivate the reinforcement control algorithms 
reviewed in the next section, which operationalize RL 
principles through practical policy optimization strategies 
and safety-aware learning designs tailored to closed-loop 
glucose regulation.

3. Reinforcement control algorithm
Across the modeling and simulation literature, several 
practical design principles repeatedly appear in successful 
RL-based controllers. Most approaches incorporate 
insulin history or insulin-on-board estimates to address 
delayed physiological effects, employ clinically motivated 
reward functions that penalize hypoglycemia and extreme 
glucose excursions, and impose explicit action limits 
or safety layers to prevent unsafe dosing. In addition, 
robust evaluation under meal variability, sensor noise, 
and parameter uncertainty is commonly used to assess 
real-world feasibility. Together, these recurring elements 
help explain performance differences across algorithms 
and form a foundation for effective closed-loop learning 
systems.

Reinforcement learning control algorithms provide 
practical mechanisms for implementing learned insulin 
dosing policies in automated insulin delivery systems. 
In contrast to classical controllers, which are typically 
tuned offline, RL-based controllers adapt decision-making 
policies using interaction data while explicitly optimizing 
long-horizon objectives. However, their clinical use 
requires integration with safety mechanisms that constrain 
insulin delivery and reduce the risk of hypoglycemia. 
Figure 3 presents a representative safety-aware control 
architecture and provides system-level context for the 
RL control algorithms reviewed in this section, including 
policy-gradient methods such as Proximal Policy 
Optimization (PPO), offline RL approaches trained from 
historical trajectories, and value-based methods from 
the Deep Q-Networks (DQN) family, along with their 
associated safety and deployment considerations. 

Across the literature, improvements in glucose 
regulation are rarely achieved through RL alone, but 
rather through the integration of learning algorithms with 
safety mechanisms, carefully designed reward structures, 
and state representations that account for delayed insulin 
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dynamics.

3.1. Proximal Policy Optimization (PPO)

Proximal Policy Optimization (PPO) is a policy-gradient 
RL algorithm widely used in continuous control tasks 
due to its stable training behavior and relatively simple 
implementation. The method is particularly attractive 
for insulin delivery because it supports smooth policy 
improvement while avoiding extensive updates that could 
lead to unstable or unsafe action changes. PPO operates 
in an iterative loop: data are collected by interacting with 
the environment, and policy parameters are then updated 
using gradient ascent on a surrogate objective. To improve 
stability, PPO constrains updates so that the new policy 
remains close to the previous policy.28

The fundamental policy-gradient objective is defined 
as:

( ) ( ) ˆˆ  PG t t t tL E loglog a s A = ⋅ ∣θθ π 	 (8)

In Equation 8, ( )t ta s∣θπ  denotes the stochastic policy 
parameterized by θ , which defines the probability of 
selecting action ta  in state ts . The advantage estimate ˆ

tA  
reflects the extent to which the selected action differs from 
the expected behavior at that state.

The expectation ˆ
tE  is computed over samples collected 

from the environment and is typically approximated using 
a finite batch of trajectories. PPO optimizes a clipped 
surrogate objective function ( )CLIPL θ  given by:

( ) ( ) ( )( )( )1ˆ̂ˆ , ,1 ,CLIP t t t t tL E min r A clip r A = ⋅ − + ⋅ θ θ θ   	 (9)

The probability ratio ( )tr θ  is defined as:

( ) ( )
( )

old

t t
t

t t

a s
r

a s
=

∣

∣

θ

θ

π
θ

π
	 (10)

This ratio compares the likelihood of selecting an 
action ta  under the updated policy with that under the 
previous policy. The clipping operation confines ( )tr θ  
to the interval [1 ,1 ]− +  , where   is a small positive 
constant typically chosen between 0.1 and 0.3. By doing so, 
PPO discourages abrupt policy changes while still allowing 
consistent performance improvements over time.

The complete PPO objective combines the clipped 
policy loss with auxiliary terms that support stable value 
learning and sufficient exploration:

( ) ( ) ( ) [ ]( )2
1 2( )target

PPO t CLIP t t tL E L c V s V c S s = − − + θ θθ θ π
	

(11)

In Equation 11 ( )tV sθ  denotes the estimated value 
of the current state ts  under the policy being learned, 
while target

tV  represents the target value obtained from 
Monte Carlo returns or generalized advantage estimation. 
The squared difference between these terms penalizes 
value prediction errors and improves training stability. 
The entropy term [ ]( )tS sθπ  encourages exploration 
by preventing premature convergence to deterministic 
policies, particularly during early training. Owing to its 
balance between learning efficiency and robustness, PPO is 
commonly used as a baseline in RL studies of both discrete 
and continuous control problems, including automated 
insulin delivery.

3.1.1. Dual Policy Optimization (Dual PPO)

The work presented by Marchetti et al.29 is motivated by 
the need to increase automation in insulin delivery systems 
for individuals with T1DM. Existing glucose management 

Figure 3. Safety-aware reinforcement learning control architecture for automated insulin delivery. Image created by the authors.
Abbreviation: CGM: Continuous glucose monitoring.
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strategies rely heavily on patient input, thereby limiting the 
extent to which insulin delivery can operate autonomously. 
To reduce this dependency, the study proposes a Dual 
Policy Optimization (Dual PPO) approach implemented 
within a hybrid closed-loop insulin delivery framework.

The proposed control strategy comprises two 
independently trained PPO agents operating under 
different insulin-delivery constraints. A high-capacity 
agent (CapH) and a low-capacity agent (CapL), with CapL 
< CapH, are each assigned an upper bound on insulin 
infusion rates. System operation is divided into three 
glucose-dependent regions. When glucose levels exceed a 
predefined threshold, the high-capacity agent is activated, 
enabling more aggressive insulin delivery. As glucose levels 
approach the safe range, control is transferred to the low-
capacity agent, which applies more conservative dosing. 
When glucose levels approach hypoglycemic risk, a safety 
region is entered in which insulin delivery is suspended 
entirely.

This region-based, dual-agent design provides a 
structured mechanism for adapting control aggressiveness 
across glycemic regimes while enforcing explicit safety 
constraints. By combining capacity-limited policies with 
RL-based control, the Dual PPO framework enhances 
automation and robustness while maintaining safeguards 
against hypoglycemia.

3.1.2. Safe-enhanced PPO for fully closed-loop AID 

A PPO-based controller has also been proposed for fully 
closed-loop glucose regulation without requiring prior 
meal announcements. The method aims to improve 

stability, safety, and sample efficiency through training 
refinements, including bounded action spaces to constrain 
insulin delivery within clinical limits, observation and 
advantage normalization, entropy annealing, learning-rate 
scheduling, reward normalization, gradient clipping, and 
orthogonal network initialization. In addition, a failure-
aware advantage estimator is employed to reduce the 
influence of unsafe trajectories during training. 

Safety is incorporated through a two-level mechanism. 
A proactive component shapes the reward using a 
clinically motivated risk metric, such as the Clarke error 
grid, penalizing glucose values outside the 70–180 mg/
dL range. A reactive component applies rule-based 
constraints that scale or suspend insulin delivery based 
on current glucose levels, observed trends, and time-of-
day considerations. For example, insulin delivery may be 
suspended at approximately 80 mg/dL when a downward 
trend is detected and then gradually reintroduced.

Training and evaluation are conducted using 
the Simglucose21 simulator with adult, adolescent, 
and pediatric populations under unannounced and 
randomized meal scenarios, including sensor artifacts. 
Performance is compared against proportional–integral–
derivative (PID) controllers and other deep reinforcement 
learning baselines under the same evaluation protocols. 
For deployment, the design includes per-patient 
normalization procedures and transparent safety rules. 
Remaining challenges identified in the study include 
model interpretability, generalization across patients, and 
computational efficiency on embedded hardware.30 Table 1 
summarizes the key differences among standard PPO, Dual 

Table 1. Comparison of PPO-based control strategies for automated insulin delivery systems

Aspect Standard PPO27 Dual PPO28 Safe-enhanced PPO29

Level of automation Partial/baseline Hybrid closed-loop Fully closed-loop

Insulin constraints Learned implicitly Explicit capacity limits (CapL, CapH) Explicit clinical bounds

Safety handling Reward-based only Region-based policy switching Reward shaping + rule-based safety

Meal announcement required Often required Sometimes required Not required

Hypoglycemia prevention Indirect Conservative low-capacity mode Explicit insulin suspension and scaling

Interpretability Low Medium (capacity regions) Higher (transparent safety rules)

Deployment readiness Experimental Intermediate Higher for clinical settings

Evaluation cohort (n) Simulation Simulation cohort (virtual patients) Simglucose: adult, adolescent, pediatric 
(virtual cohort)

Evaluation setting In silico In silico In silico

Evaluation duration Multi-day simulation 
episodes Multi-day simulation Multi-day randomized meal scenarios

Tested in real patients? No No No

Abbreviations: CapH: High-capacity agent; CapL: Low-capacity agent; Dual PPO: Dual Policy Optimization; PPO: Proximal Policy Optimization.
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PPO, and safe-enhanced PPO controllers with respect to 
automation level, insulin constraints, safety handling, and 
reliance on meal announcements.

3.2. Offline reinforcement learning

In RL, an agent aims to learn a policy that maps environment 
states to actions in order to maximize cumulative reward. 
This is commonly achieved using a learned action–value 
(Q) function. In the standard RL setting, the agent interacts 
with the environment, continuously collects experience 
using its current policy, and updates the policy based on 
newly observed transitions.31 This type of online interaction 
can be impractical in many real-world applications due 
to the cost, time requirements, and potential safety risks 
associated with data collection.32

Figure 4 illustrates a hybrid closed-loop glucose 
control framework that integrates both online and offline 
reinforcement learning pipelines. The upper module 
represents real-time closed-loop operation using CGM 
sensors and rule-based controllers, while the lower 
modules depict online RL training using a simulator and 
offline RL training based on historical datasets.

To overcome the limitations of online interaction, 
offline RL has been introduced. Over the past decades, 
significant progress in machine learning has been driven 
by data-driven approaches that rely on previously collected 

datasets.31 A similar concept applies to offline RL, where 
policy learning is performed using only logged data and 
does not require interaction with the environment during 
training.33 In this setting, the agent learns entirely from an 
offline dataset, which improves safety by avoiding risky 
exploration. However, challenges remain when the agent 
encounters out-of-distribution (OOD) states, as this can 
lead to overly optimistic Q-value estimates and potentially 
unsafe decisions.34

While Figure 4 presents a system-level hybrid closed-
loop control architecture, Figure 5 compares online, offline, 
and hybrid reinforcement learning paradigms with respect 
to data sources, training workflows, and deployment 
strategies. Figure 5 illustrates this hybrid paradigm, 
combining offline policy learning from historical glucose–
insulin data with simulation-based online refinement and 
safety-aware closed-loop deployment.

3.2.1. Offline RL for hybrid closed-loop glucose control 
(BCQ, CQL, TD3-BC)

Emerson et al.33 evaluates offline reinforcement learning 
approaches using the UVA/Padova simulator (see Section 
2.2) with a cohort of 30 virtual patients. Model-free 
offline RL techniques such as BCQ (Batch-Constrained 
Deep Q-learning), CQL (Conservative Q-learning), and 
TD3-BC (Twin Delayed DDPG with Behavioral Cloning) 

Figure 4. Overall architecture of the hybrid closed-loop reinforcement learning framework. Image created by the authors. 
Abbreviations: CGM: Continuous glucose monitoring; RL: Reinforcement learning.
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are employed to learn basal insulin dosing policies solely 
from logged trajectories. By remaining close to the behavior 
distribution (BCQ, TD3-BC) or enforcing conservative 
value estimates (CQL), these methods reduce off-support 
overestimation. Among them, TD3-BC demonstrated 
notable improvements in time-in-range compared to 
PID control, without increasing time-below-range, while 
requiring substantially less data than typical online RL 
methods. The approaches also demonstrated robustness 
to practical challenges, including missing CGM data, 
bolus misestimation, irregular meals, and compression 
artifacts.35

For clarity, the core mechanisms underlying each 
method can be summarized as follows:

•	 BCQ: Constrains the learned policy to the dataset 
supported by sampling variational autoencoder 
(VAE)-generated near-dataset actions with small 
perturbations, using clipped double Q-learning to 
limit overestimation.34  

•	 CQL: Learns a conservative critic by penalizing 
Q-values for out-of-distribution state–action pairs 

while increasing values for in-dataset samples, 
resulting in lower-bound value estimates that favor 
in-distribution actions.35  

•	 TD3-BC: Incorporates a behavior cloning term into 
the TD3 actor loss to keep actions close to the dataset, 
while twin critics and target policy smoothing mitigate 
overestimation.36

3.2.2. PAINT: Preference adaptation for insulin control 
in T1DM

PAINT is an offline RL approach that learns flexible 
insulin-dosing policies from human preferences while 
explicitly enforcing safety constraints.37 In this framework, 
patients or simulated users provide preference-based 
reward sketches derived from past glucose and insulin 
trajectories. A reward model is trained on these sketches 
and subsequently used to relabel the offline dataset. Policy 
optimization is then performed by fine-tuning a TD3 + BC 
controller under an explicit safety prior.

In standard TD3 + BC, the actor loss includes a 
behavior-cloning regularization term of the form:

( ) 2( )s a−π 	 (12)

Figure 5. Comparison of online, offline, and hybrid reinforcement learning paradigms for closed-loop insulin delivery and glucose regulation. Image 
created by the authors. 
Abbreviations: BCQ: Batch-Constrained Deep Q-learning; CQL; Conservative Q-learning; CGM: Continuous glucose monitoring; RL: Reinforcement 
learning; TD3-BC: Twin Delayed DDPG with Behavioral Cloning.
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where ( )sπ  denotes the action proposed by the learned 
policy at state s , and a  represents the action observed in 
the logged dataset. This term encourages the learned policy 
to remain close to the behavior policy that generated the 
data.

In PAINT, this behavior-cloning term is replaced with a 
safety-aware regularization term:

( ) ( ) 2( )priors s−π π 	 (13)

In Equation 13, ( )prior sπ  denotes a predefined safety 
prior policy that encodes conservative insulin-dosing 
behavior.

By penalizing deviations from the safety prior rather 
than from the dataset actions, the learned policy is guided 
toward safe behavior while still allowing adaptation based 
on human preferences. A scalar parameter λ  controls the 
relative influence of the preference-based reward signal 
during optimization, balancing preference satisfaction 
against safety preservation. 

An experimental evaluation is conducted using the 
UVA/Padova simulator, with a PID controller serving 
as the baseline, and the Magni risk metric is used for 
safety assessment. To stabilize reward model training 
under imbalanced or discrete preference labels, stratified 
sampling across reward bins is employed. The results 
demonstrate reduced risk, improved post-meal time-in-
range, and robustness to noisy or limited preference data.37 

Taken together, offline RL studies for glucose control 
reveal a consistent balance between safety and flexibility. 
Methods that remain close to observed behavior, such 
as BCQ and TD3-BC, tend to provide more stable and 
conservative insulin dosing, while approaches that enforce 
conservative value estimates reduce over-optimism but 
can become overly cautious when data coverage is sparse. 
A recurring limitation is that most evaluations still rely 
heavily on simulator-based rollouts. Future progress 
will likely depend on improved off-policy evaluation 
techniques and broader validation using real-world CGM 
and insulin pump datasets.

Taken together, offline RL approaches for glucose 
control show steady progress toward safer insulin-dosing 
strategies, but comparisons across studies should be made 
carefully. For example, Emerson et al.33 evaluated BCQ, 
CQL, and TD3-BC using the UVA/Padova simulator (see 
Section 2.2) with a 30-patient virtual cohort. They report 
improvements in time-in-range compared to PID control, 
without increasing time-below-range, and show robustness 

under simulated disturbances.

PAINT, on the other hand, builds on TD3 + BC by 
adding a safety-prior regularization term and evaluates 
performance using risk-sensitive measures such as the 
Magni index under preference-based reward relabeling. 
Although both studies use the same simulator environment, 
they differ in reward design, safety constraints, and dataset 
construction. These differences can directly affect reported 
TIR and risk outcomes.

In addition, most offline RL evaluations still rely on 
simulator-generated data rather than independent real-
world cohorts. As a result, improvements in TIR or safety 
metrics should be interpreted within the context of the 
specific simulator setup and evaluation protocol, rather 
than treated as directly comparable benchmarks. More 
consistent reporting of datasets, reward definitions, and 
validation settings would improve cross-study comparison 
in this area.

3.3. Value-based reinforcement learning 
(Q-learning/DQN family)

Value-based reinforcement learning methods aim to 
learn an action–value function Q(s, a) and select actions 
by acting greedily with respect to the estimated values. 
Deep Q-Networks (DQN) extend this framework by 
using a neural network as a function approximator and 
are commonly stabilized with an experience replay buffer 
and a separate target network.38 Several extensions have 
been proposed to address limitations of the original DQN 
formulation. Double DQN mitigates value overestimation 
bias39, dueling architectures decompose the Q-function 
into state-value and action-advantage components40, 
prioritized experience replay increases the sampling 
frequency of transitions with high temporal-difference 
error41, multi-step return formulations improve credit 
assignment over longer horizons42, and distributional 
Q-learning models the full return distribution rather than 
only its expected value.43

Figure 6 presents a DQN-based closed-loop glucose 
control framework that illustrates how state information, 
action decisions, reward feedback, and the environment 
interact. In glucose regulation, the system evolves slowly, 
and insulin’s effects are delayed, which makes state 
design particularly important. To address this, the state is 
commonly extended with information about past insulin 
delivery. This is typically done using exponentially decayed 
summaries of recent actions or explicit insulin-on-board 
(IOB) estimates. Incorporating such history helps the 
system better approximate the Markov property and 
improves the reliability of value-based control approaches 
for diabetes management.44
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3.3.1. Multi-step DQN for blood glucose control

Wang et al.44 presented a study that revisits automated 
glucose control as a value-based RL problem and extends 
DQN to account for the delayed effects of insulin. Two 
key modifications are introduced: (i) an “effective action” 
feature that exponentially decays previous insulin doses, 
transforming the partially observed dosing problem 
into a learnable Markov Decision Process, and (ii) the 
use of multi-step returns combined with prioritized 
experience replay, allowing the agent to consider longer-
term consequences and focus learning on high–TD–error 
transitions.

Using a modified Simglucose/UVA–Padova 
environment implemented within the OpenAI Gym 
framework, the proposed approach demonstrates faster 
convergence than an Effective-DQN baseline and improves 
time-in-range performance. The learned policy favors 
more minor, timely insulin adjustments over significant, 
reactive corrections.44 These improvements are attributed 
to reduced bootstrapping bias from multi-step targets and 
to more efficient gradient updates enabled by prioritized 
experience replay.41,44

3.3.2. Deep Q-learning for ICU insulin dosing and 
glucose control

Symeonidis et al.45 formulate inpatient glycemic 
management in the intensive care unit (ICU) as a value-
based RL problem and train a DQN using real-world 
electronic health record data from the MIMIC-III database. 

The learned policy is evaluated against sliding-scale insulin 
protocols and conventional prediction models, including 
linear and logistic regression and random forests, to 
improve prediction accuracy and TIR while limiting 
hypoglycemia.

The underlying Markov Decision Process is designed 
using: (i) a similar-patient transition model that selects the 
k-most comparable patients, (ii) an ICU-specific reward 
function with a strict target glucose range of 110–180 mg/
dL centered near 145 mg/dL, and (iii) an ε-greedy behavior 
policy. From an initial cohort of 5,659 ICU patients and 
65,242 records, 2,493 patients with sufficient historical 
data were retained for analysis. Performance is evaluated 
using MAE, RMSE, and TIR metrics.

The results show insulin-dose prediction errors of MAE 
and RMSE of 1.99 and 2.27, respectively, outperforming 
linear regression baselines (MAE 2.04, RMSE 2.43). 
Glucose prediction performance achieves an MAE of 
12.16 mg/dL, RMSE of 15.42 mg/dL, and a TIR of 90.79%, 
compared to approximately 86–87% for baseline methods. 
Although some model-to-real comparisons are not 
significant after false discovery rate correction, pairwise 
improvements over linear regression remain statistically 
substantial (p < 0.05). Noted limitations include the absence 
of explicit meal modeling and insulin pharmacokinetics. 
The authors highlight the need for uncertainty calibration 
and prospective validation, and demonstrate the feasibility 
of applying deep reinforcement learning to real ICU 
electronic health record data using a clinically informed 

Figure 6. Deep Q-Networks (DQN)-based reinforcement learning framework for automated insulin delivery. Image created by the authors.
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reward design.45 A comparison of representative offline RL 
approaches is provided in Table 2, illustrating how different 
algorithms balance safety and control performance.

3.3.3. Offline reinforcement learning on real-world 
clinical data

Beolet et al.46 investigated offline RL for glycemia control 
using real-world data collected from the commercial 
DBLG1 closed-loop system. The dataset includes 100 
patients and approximately 6.9 million transitions, derived 
from routine clinical usage rather than simulator-generated 
trajectories. The study evaluates BCQ, CQL, and TD3-BC 
algorithms under an offline learning setting.

Among the tested methods, TD3-BC achieved the 
strongest results. Compared to the behavior policy, the 
RL agent improved time-in-range TIR from 69.89% to 
74.38%, reduced time-below-range from 3.59% to 2.73%, 
and lowered mean glucose from 156.6 mg/dL to 148.6 
mg/dL. In scenarios with unannounced meals, the policy 
further increased TIR by approximately 8% and reduced 
mean glucose by 13.2 mg/dL relative to baseline control.

The study also applies Fitted Q Evaluation (FQE) 
to estimate clinical metrics such as TIR, time-below-
range, and time-above-range directly from offline data, 
without relying on a simulator. In addition, a patient-
wise personalization procedure using approximately 
three months of individual data resulted in average TIR 
improvements of about 1% and improved worst-case 
patient performance.

This work demonstrates that offline reinforcement 
learning can be trained and evaluated on real patient data 

while improving clinically relevant glucose metrics. It 
reduces reliance on simulated environments and provides 
evidence of policy robustness under real-world variability.

Taken together, value-based RL studies for glucose 
control show encouraging results across both simulator 
and real-world settings, but comparisons need to be made 
carefully. For example, Wang et al.44 test a multi-step DQN 
in a modified Simglucose/UVA–Padova simulator and 
report improved time-in-range under outpatient-style 
conditions with delayed insulin dynamics. In contrast, 
Symeonidis et al.45 apply Deep Q-Learning to real ICU data 
from the MIMIC-III database using a stricter inpatient 
target range of 110–180 mg/dL. In their cohort of 2,493 
ICU patients, the model achieved a TIR of 90.79% and 
slightly lower insulin-dose prediction errors (MAE 1.99, 
RMSE 2.27) compared to linear regression (MAE 2.04, 
RMSE 2.43).

Beolet et al.46 also worked with real clinical data, but in 
an offline setting, where the Q-learning model is trained 
only on previously collected patient records. Their results 
show improved glucose stability compared to standard 
rule-based approaches, while keeping decisions within 
defined safety limits. Still, ICU glucose control is very 
different from outpatient closed-loop use—meals are 
controlled, patients are monitored continuously, and 
interventions are supervised. In addition, simulator studies 
use virtual cohorts, while the ICU study includes 2,493 real 
patients. Reward definitions and training setups also vary. 
Because of these differences, gains in TIR or prediction 
error across value-based RL studies should be interpreted 
within their specific clinical context rather than viewed as 
directly comparable performance numbers.

Table 2. Comparison of offline RL methods for safe glucose control

Method How it stays safe Data used Why it works for glucose control

BCQ33 Only chooses actions similar to past 
data Logged CGM and insulin records Avoids insulin doses that were never seen 

before

CQL34 Learns conservative value estimates Offline data with distribution shift Reduces risky decisions that could cause 
hypoglycemia

TD3-BC35 Stays close to recorded behavior Moderate-quality logged data Improves control without drifting far from 
safe actions

PAINT36 Follows a safety-aware policy prior Logged data plus preference input Adjusts insulin delivery based on patient 
safety preferences

Multi-Step DQN43 Uses insulin history and longer return 
horizons Simulated glucose trajectories Better handles delayed insulin effects without 

aggressive dosing

ICU Deep
Q-Learning44

Clinically shaped rewards and 
conservative policies Real ICU EHR data Shows value-based RL can safely learn 

insulin strategies from hospital data.

Abbreviations: EHR: Electronic health record; ICU: Intensive care unit; RL: Reinforcement learning.
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3.4. CHO-agnostic, modular reinforcement learning

Carbohydrate-agnostic (“CHO-agnostic”) controllers 
remove the need for carbohydrate counting and meal 
announcements by learning insulin dosing directly from 
CGM and insulin histories. A modular reinforcement 
learning perspective makes this approach practical 
by separating the system into three components: (i) a 
sensing and feature-extraction module that windows and 
normalizes CGM data, (ii) a policy or critic network that 
proposes insulin actions, and (iii) a safety wrapper that 
can scale or veto unsafe actions. This modular separation 
reduces patient burden and limits brittleness caused by 
misestimated meals, while allowing each component to be 
improved independently, such as enhanced short-horizon 
prediction, alternative policy architectures, or stricter 
safety constraints.

From a clinical perspective, these announcement-
free, modular designs are attractive because they reduce 
patient burden; however, they also place greater emphasis 
on robust safety filtering to compensate for the absence of 
explicit meal information.

Early studies demonstrated that fully closed-loop, 
announcement-free glucose control using deep RL is 
feasible in silico.47 More recent modular approaches 
explicitly integrate glucose prediction and short-horizon 
planning around PPO-style policies to maintain CHO-
agnostic operation.47 Bioinspired controller designs have 
similarly advanced toward fully automated insulin dosing 
without requiring manual inputs.48

3.4.1. G2P2C: A modular reinforcement learning 
algorithm for glucose control by prediction and 
planning in T1DM

The work presented by Hettiarachchi et al.47 proposes 
a modular deep reinforcement learning controller 
that eliminates carbohydrate estimation and meal 
announcements. The agent relies solely on recent CGM 
and insulin histories as inputs and on insulin delivery 
rates as outputs. Built on a PPO framework, the approach 
introduces two plug-in components: a model-learning 
phase that fits a glucose dynamics model, and a short-
horizon planning phase that rolls the learned model 
forward to refine immediate actions. Throughout training 
and deployment, insulin actions are constrained within 
physiological limits, and optimization is guided by a risk-
index–based reward function that penalizes hypoglycemia.

In silico evaluations are conducted using a demanding 
protocol with approximately 180 g of daily carbohydrate 
intake across 20 virtual subjects (10 adults and 10 
adolescents) in an FDA-accepted Type 1 Diabetes 
simulator. Performance is compared against state-of-the-

art RL methods and standard clinical basal–bolus strategies. 
G2P2C outperforms vanilla PPO in 18 out of 20 subjects, 
reduces failure rates, and achieves clinically meaningful 
results despite operating without meal announcements. 
Reported outcomes include adult TIR values in the low-to-
mid 70% range and adolescent performance in the low-to-
mid 60% range.47

3.4.2. Bioinspired reinforcement learning toward fully 
automated, CHO-agnostic control

Lee et al.25 propose a bioinspired reinforcement learning 
controller aimed at achieving fully automated AID operation 
without carbohydrate entries or meal announcements. The 
controller design incorporates a temporal homeostasis 
objective within the reward function to promote stable 
euglycemia, while personalizing temporal discounting to 
reflect individual pharmacological characteristics. This 
design choice guides the policy toward safe insulin dosing 
over clinically relevant time horizons.

In silico evaluations are conducted in the FDA-accepted 
UVA/Padova simulator (Section 2.2) using a demanding 
protocol, such as variations in insulin sensitivity and the 
dawn phenomenon, the trained policy demonstrates fully 
automated regulation during both basal and postprandial 
phases. In single-meal evaluations, the approach reports 
mean glucose levels of approximately 125 mg/dL, with 
approximately 90% of the time within the target range. 
The study further applies layer-wise relevance propagation 
to enhance interpretability, demonstrating robustness 
to sensor noise and avoiding insulin stacking, thereby 
reinforcing clinical plausibility. Overall, this work shows 
that carefully designed reinforcement learning objectives, 
combined with individualized temporal weighting, can 
achieve CHO-agnostic glucose control in silico and 
integrate naturally with modular architectures that include 
planning or safety layers, without reintroducing meal 
inputs

3.4.3. Explainable reinforcement learning for glucose 
monitoring

Adjevi et al.48 proposed an explainable RL framework for 
glucose monitoring that combines signal preprocessing, 
CNN-based glucose prediction, SHAP value attribution, 
and an Actor–Critic RL agent. Exponential decay models 
preprocess insulin and related inputs, and a compact CNN 
predicts short-term glucose levels. SHAP values are used 
to identify the most influential CGM and insulin features, 
and these attributions guide a bounded RL adjustment 
step.

The method was evaluated on the OhioT1DM dataset. 
More than 98% of predictions fall within Clarke Error Grid 
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Zones A and B, indicating clinically acceptable accuracy. 
The model remains compact and trains in under one 
minute per patient for 1000 epochs. The RL component 
corrects near-target glucose deviations in approximately 
25% of cases within 10 minutes, although larger deviations 
cannot always be fully restored within that time window.

Although developed as a research-only decision-
support framework, the study shows that interpretability 
can be integrated directly into an RL structure without 
reducing predictive performance. This design direction is 
relevant for future glucose regulation systems that require 
both transparency and adaptive decision support.

Taken together, carbohydrate-agnostic and multi-
agent reinforcement learning approaches demonstrate 
meaningful progress toward reducing patient burden 
while maintaining glycemic safety; however, cross-study 
comparison must be interpreted within the context of 
evaluation design. For example, G2P2C proposed by 
Hettiarachchi et al.47 is evaluated under a demanding 
protocol with approximately 180 g/day carbohydrate 
intake across 20 virtual subjects, reporting adult TIR values 
in the low-to-mid 70% range and adolescent performance 
in the low-to-mid 60% range. In contrast, the bioinspired 
controller developed by Lee et al.25 reports approximately 
90% TIR in single-meal evaluations with mean glucose 
near 125 mg/dL under unannounced disturbances in the 
FDA-accepted UVA/Padova simulator. Similarly, the multi-
agent basal–bolus advisor presented by Jaloli et al.49 reports 
TIR values ranging from 78% to 94% across simulated 
scenarios, alongside marked reductions in hypoglycemia. 
Although these results are encouraging, differences in 
cohort composition, meal protocols, disturbance severity, 
simulation horizon, and target definitions limit direct 
numerical comparison. Because all three approaches 
are evaluated entirely in silico, the reported performance 
gains reflect simulator-specific dynamics rather than real-
world behavioral variability or device-related uncertainty. 
Consequently, improvements across CHO-agnostic and 
multi-agent frameworks should be interpreted relative to 
protocol complexity and validation setting rather than as 
directly comparable benchmarks.

3.5. Multi-agent and hierarchical reinforcement 
learning

Multi-agent and hierarchical reinforcement learning 
approaches decompose the automated insulin delivery 
task into multiple cooperating decision-makers that reflect 
insulin pharmacology and clinical practice. A standard 
design assigns one agent, or low-level controller, to regulate 
basal insulin, while a second agent handles bolus dosing. 
These agents are coordinated using shared rewards or a 

simple supervisory control logic. This separation lets each 
policy focus on a specific role, with one managing slow 
background glucose stabilization and the other responding 
to faster, meal-related changes. It also makes the system 
easier to modify, since one agent can be updated or replaced 
without retraining the entire controller, and it fits naturally 
with safety wrappers and scheduling constraints used in 
closed-loop systems. Recent reviews of reinforcement 
learning for diabetes management indicate that this type of 
decomposition is a practical design choice.50

3.5.1. Basal–bolus advisor via multi-agent 
reinforcement learning

Jaloli et al.49 present a multi-agent basal–bolus advisor based 
on soft actor–critic reinforcement learning, integrated with 
a blood glucose metabolic model and evaluated entirely in 
silico for multiple daily injection therapy. Their approach 
trains two continuous-control agents: a basal agent 
responsible for background insulin delivery and a bolus 
agent that adjusts insulin around meals. Together, these 
agents operate as a cooperative closed-loop controller.

The method is evaluated across three scenarios, 
including meal disturbances and changes in insulin 
sensitivity. Compared with conventional therapy, 
the proposed controller shows improved glycemic 
performance. Reported results include higher TIR (70–
180 mg/dL), ranging from 78% to 94% across scenarios, 
along with an apparent reduction in hypoglycemia, from 
approximately 14–17% to 2–4%. Daily basal insulin usage 
is also reduced, and Control-Variability Grid outcomes 
are concentrated in the desired region. Overall, this 
study shows that separating basal and bolus decisions 
across coordinated agents can reduce variability, improve 
robustness to disturbances, and provide a flexible structure 
for adding safety constraints or future hierarchical 
extensions. This basal–bolus decomposition aligns with 
the multi-agent architecture illustrated in Figure 7, where 
coordinated basal and bolus agents share state and reward 
information to jointly regulate insulin delivery in a closed-
loop manner.

3.6. Limitations of RL
Although RL has shown considerable promise for adaptive 
insulin control in T1DM management, several limitations 
restrict its translation from simulation to clinical use. 
The first primary concern involves safety and reliability. 
RL algorithms inherently require exploratory interaction 
to optimize insulin-dosing policies, which cannot be 
conducted safely on human subjects due to the risks 
of hypoglycemia and hyperglycemia. Consequently, 
most controllers are trained and validated in in silico 
environments such as the UVA/Padova and 
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Although physiologically detailed, Simglucose 
simulators fail to fully capture inter-patient variability, 
behavioral fluctuations, and unexpected disturbances 
encountered in daily life.17,21,27,30,35 This dependence on 
virtual simulations contributes to a simulation-to-reality 
performance gap, where policies that achieve stable 
glucose regulation in silico often degrade under real-world 
conditions.

A second limitation is data dependency and 
generalization. Offline RL methods, such as BCQ, CQL, 
and TD3-BC, mitigate safety risks by learning exclusively 
from pre-collected glucose–insulin trajectories.33-36 
However, their effectiveness depends heavily on the 
quantity, quality, and representativeness of the data. When 
faced with limited or biased datasets, these agents may 
overestimate value functions or produce unsafe actions 
in out-of-distribution states.33,34 In addition, achieving 
personalization remains challenging: each patient exhibits 
unique insulin sensitivity, dietary behavior, and physical 
activity patterns that evolve over time. Standard RL agents 
lack efficient mechanisms for adapting to non-stationary, 
individualized glucose dynamics, often requiring manual 
recalibration or retraining.37,46,47

A third challenge relates to interpretability and clinical 
validation. Deep RL policies, while effective in simulation, 
operate as black-box models that provide little transparency 
into decision-making processes, thereby limiting clinician 

trust and regulatory acceptance.29,44 Furthermore, 
computational complexity remains a practical barrier. 
Policy-gradient and actor–critic architectures (e.g., PPO, 
TD3-BC, DQN) require substantial computational 
resources and memory, which are challenging to implement 
in embedded insulin pumps or wearable glucose sensors 
with strict energy and latency constraints.28,36 These factors 
collectively restrict the scalability of RL-based control 
systems in real-world healthcare environments.

An additional concern relates to dependence on fixed 
in silico environments, particularly the widely used FDA-
accepted UVA/Padova simulator. Although this platform 
provides physiologically grounded and reproducible 
preclinical evaluation, it remains a parameterized 
mathematical model governed by structured glucose–
insulin dynamics and predefined variability distributions. 
When reinforcement learning controllers51 are both 
trained and benchmarked within closely related simulation 
frameworks, there is a risk that policies may partially adapt 
to simulator-specific regularities rather than universally 
robust physiological behavior. In continuous-control 
settings, optimization procedures may exploit implicit 
assumptions embedded in compartmental formulations 
or disturbance protocols, a pattern consistent with 
broader findings in real-world reinforcement learning 
and offline RL under distribution shift.52,53 Consequently, 
improvements reported exclusively in silico may reflect 
alignment with simulator artifacts rather than resilience to 

Figure 7. Basal–bolus insulin advisor implemented via a multi-agent reinforcement learning framework with shared state and reward representations. 
Image created by the authors. 
Abbreviation: CGM: Continuous glucose monitoring; RL: Reinforcement learning.
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real-world behavioral variability, sensor noise, and device 
constraints. Recent reviews of RL-based automated insulin 
delivery systems further emphasize the need for broader 
validation beyond simulation environments.54

A further concern that cuts across the reviewed RL 
literature is the lack of reproducibility and independent 
validation. Reward functions, state representations, 
and training configurations are inconsistently reported 
across studies, making direct replication difficult. More 
critically, almost no study evaluates its controller on a 
truly independent cohort. In the UVA/Padova simulator, 
virtual patients are generated from the same parameter 
distributions used during training, so evaluation is not 
genuinely independent of the training environment. 
Among the few studies using real data, Beolet et al.46 
validated TD3-BC on 100 patients from the DBLG1 system 
and Symeonidis et al.45 tested on 2,493 ICU patients from 
MIMIC-III, yet neither reported external validation on a 
separate institutional cohort. Establishing standardized 
reporting guidelines and independent benchmarking 
protocols would be an important step toward more credible 
and reproducible RL-based AID research.

In contrast, FL offers complementary strengths that 
address several of these constraints. While RL focuses 
on optimizing sequential decision-making for glucose 
control, FL emphasizes privacy-preserving and distributed 
model training across multiple institutions or devices.55-60 
By allowing collaborative learning without centralized 
data sharing, FL can capture diverse physiological 
and behavioral patterns, thereby improving model 
generalization and personalization across heterogeneous 
patient populations. Nevertheless, FL alone cannot manage 
real-time insulin control. Consequently, integrating RL 
with FL has emerged as a promising pathway toward 
developing adaptive, privacy-preserving, and clinically 
reliable artificial-pancreas systems capable of large-scale 
deployment.

These limitations point to the need for learning 
frameworks that can leverage larger, more diverse patient 
populations without centralizing sensitive data. Federated 
learning, therefore, represents a complementary approach, 
enabling collaborative model development while 
supporting personalization and privacy in glucose-related 
applications.

4. Federated learning
Federated learning (FL) was initially proposed by McMahan 
et al.55 as a decentralized learning framework that enables 
collaborative model training without requiring direct 
access to sensitive local data. In healthcare applications 
such as glucose monitoring, FL enables multiple clinical 

institutions or personal devices to jointly train predictive 
models by sharing model updates rather than raw patient 
data.56 Electronic health records are a significant source of 
information for clinical machine learning tasks57; however, 
models trained on data from a single hospital often 
exhibit population-specific bias. At the same time, privacy 
regulations and ethical constraints limit direct data sharing 
across institutions. FL addresses these limitations by 
enabling collaborative model development while ensuring 
that patient data remains stored locally.

In the following sections, we focus on federated learning 
mechanisms that directly influence personalization, 
robustness, privacy, and scalability in glucose-related 
tasks, while drawing on non-glucose studies only where 
they provide transferable system-level insights. Depending 
on how data is distributed across participating clients, FL 
is commonly categorized into three settings: horizontal FL, 
vertical FL, and federated transfer learning. Horizontal FL 
applies when different clients share similar feature spaces 
but correspond to distinct patient populations. Vertical 
FL, in contrast, is used when institutions observe the same 
individuals but collect different types of features. Federated 
transfer learning targets scenarios with limited overlap 
in both users and features, where knowledge from pre-
trained models is transferred and adapted using additional 
information.58

4.1. Federated learning for glucose

Federated learning has attracted growing interest in 
medical prediction tasks because it enables collaborative 
model training without sharing patient-level data. 
This is particularly important in healthcare, where 
privacy regulations such as HIPAA and GDPR restrict 
how sensitive patient information can be stored and 
transferred.59 By aggregating knowledge across distributed 
clients, FL reduces dependence on centralized datasets and 
can improve model generalization across different patient 
populations and clinical environments.60

Glucose-related healthcare data are naturally 
heterogeneous. Hospitals and individual patients rely on 
different glucose sensors, insulin delivery systems, clinical 
protocols, and data sampling schedules. As a result, the 
collected data are often non-identically distributed (non-
IID), which poses challenges for traditional machine 
learning methods that typically assume similar data 
distributions across training samples.61 In federated 
settings, this heterogeneity can negatively affect training 
stability and overall model performance.

Several FL strategies have been proposed to address 
performance degradation caused by non-IID data. Some 
methods introduce shared representation spaces or 
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filtering mechanisms that enable clients with different 
data characteristics to collaborate more effectively.62 Other 
studies focus on personalization strategies and client 
clustering approaches that aim to mitigate heterogeneity 
by enabling models to adapt to local patient data while still 
benefiting from global training.63

In addition, CGM and insulin pump datasets are 
often large and expensive to transmit across institutions. 
This makes centralized learning inefficient from both 
computational and logistical perspectives. FL alleviates these 
limitations by exchanging model parameters or updates 
rather than raw data, thereby reducing communication 
costs, improving scalability, and supporting deployment in 
environments with limited bandwidth or infrastructure.64 
Figure 8 depicts the standard FL architecture for training 
glucose-related models, in which distributed clients 
perform local updates on private CGM and insulin data 
and share only encrypted model parameters with a central 
aggregation server to produce a global model.

In glucose prediction, this system provides a natural 
fit for glucose prediction and diabetes management 
because data are inherently distributed across patients, 
devices (CGMs, insulin pumps), and clinical systems. As 
shown in Figure 8, the standard FL architecture relies on 
a central server (or orchestrator) that coordinates training 
across multiple edge devices or institutions. The global 
model parameters tW  are distributed from the server to 
participating clients, who perform local training on their 
private data. Rather than transmitting raw data, each 
client uploads locally computed model updates 1tW +  to 
the server. The server aggregates these updates, commonly 
via weighted averaging, and produces an updated global 

model, which is redistributed in the following training 
round. This iterative process enables scalable learning while 
preserving data locality and offering privacy advantages 
relative to centralized training.

In this review, we focus on FL methods relevant 
to diabetes management and glucose-related tasks, 
synthesizing key developments in FL architectures, 
aggregation strategies, privacy and security mechanisms, 
and federated data analysis that directly impact 
personalized and privacy-preserving glucose modeling and 
decision support. For studies and works discussed outside 
the glucose conversation, we focus on the underlying 
system and privacy insights, which are directly applicable 
to glucose stimulation. 

4.2. Architecture

From an architectural perspective, federated learning 
systems are generally divided into two categories: 
(i) centralized architectures and (ii) decentralized 
architectures. Centralized FL dominates current healthcare 
deployments due to its simplicity and coordination 
benefits, while decentralized FL is increasingly explored 
in settings where trust, scalability, and fault tolerance are 
primary concerns.

4.2.1. Centralized federated learning

Centralized FL is the most widely adopted architectural 
paradigm in existing literature. Foundational FL methods, 
such as FedAvg and its extension FedProx, follow a 
centralized server-based design.62,64 In this setting, a central 
server coordinates the training process by collecting local 
model updates from participating clients, aggregating 

Figure 8. Standard federated learning architecture for collaborative model training. Image created by the authors. 
Abbreviations: CGM: Continuous glucose monitoring; EHR: Electronic health record.
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these updates, and redistributing the updated global 
model. Several architectural variants of centralized FL have 
been proposed to improve scalability, personalization, and 
resource efficiency, as summarized below.

Astillo et al.65 proposed A deep learning–based 
anomaly detection system composed of estimation 
and classification models for a diabetes management 
control system (DMCS). The estimation model is used to 
forecast glucose levels, while the classification model is 
used to detect anomalous data points. Both independent 
learning and FL methods are employed, along with a 
post-quantization compression technique, to address data 
privacy concerns and reduce the computational demands 
of deep learning models. Experimental results show that 
FL-based models (horizontal centralized FL) achieve 
higher recall rates of approximately 98.6% compared to 
independent learning–based models. Furthermore, the 
FL-aided CNN model achieves an average recall rate of 
99.24%, which is significantly higher than that of other 
FL-aided models. In conclusion, the system employs a 
client–server–based, centralized FL architecture, in which 
locally trained CNNs and other deep learning models are 
aggregated into a global model.

Other works outside the glucose context, such as 
Jaramillo-Velez et al.66 who have proposed a novel model 
aggregation algorithm for federated learning has been 
proposed to mitigate the risk of exposing sensitive data. 
Secure aggregation via multiparty computation has been 
proposed; however, it can only be achieved through 
uniform aggregation of masked local models, which poses 
a problem when working with real-valued data, as there is 
no measure on the reals that is invariant under the masking 
operation, and hence information leakage is inevitable.

To address this issue, the authors proposed a secure 
parameter aggregation method that employs a torus 
rather than a finite field to perform data shifting. This 
ensures a uniform distribution on the torus while avoiding 
loss of accuracy. Experimental results conducted on the 
MNIST and CIFAR-10 datasets show that the torus-based 
approach outperforms finite-field secure aggregation while 
achieving the same accuracy and cosine similarity to non-
secure aggregation algorithms. Privacy is preserved by 
demonstrating that the mutual information between the 
local model parameters and the models shared with the 
server is zero, ensuring no information leakage.

Hence, the torus-based protocol is a safe choice that 
provides perfect privacy while easily avoiding overflow 
issues, thereby proving an effective solution for centralized 
cross-silo federated learning. This work follows a 
centralized FL paradigm, as all coordination, aggregation, 
and global model updates are performed by a single central 

server.

Another recent work on centralized FL, Xu et al.67 
proposed a model to tackle information leakage caused by 
the interchange of gradients. Although secure aggregation 
is integrated, recent mechanisms are vulnerable to 
disaggregation attacks. The authors propose TAPFed, 
which employs a threshold functional encryption scheme 
that allows a limited number of aggregators.

Before training begins, TAPFed assigns cryptographic 
keys, fixed fusion weights, and labels for each training 
round. In every round, clients locally train their models 
and encrypt their updates using MCFE, which are then sent 
to multiple aggregators that directly perform aggregation 
in the ciphertext domain without learning the aggregated 
model update. Once a sufficient number of aggregated 
ciphertexts exceeds the threshold, clients jointly decrypt 
the global update and proceed to the next training round. 
Experimental results, supported by statistical analysis across 
several baselines, show that TAPFed achieves equivalent 
model performance while reducing transmission overhead 
by approximately 29–45%.

4.2.1.1. Hierarchical federated learning

Hierarchical FL (HFL) extends the classical client–server 
model by introducing intermediate aggregation layers 
between clients and the central server. In this architecture, 
groups of clients communicate with nearby edge servers, 
which perform partial aggregation of local updates before 
transmitting aggregated results to a higher-level server. 
This design reduces communication overhead, improves 
scalability, and is well-suited to geographically distributed 
environments.68,69 After one or more rounds of edge-level 
aggregation, intermediate models are forwarded to the 
cloud for final global aggregation.

Singh et al.70 proposed a hierarchical federated learning 
model for large, integrated healthcare organizations 
that include several institutions. There are two levels of 
aggregation: the first collects local updates at regional 
centers and forwards them to the second level for 
aggregation, where global updates are formed. After 
training and updating the global model, the updated 
model is returned to the local nodes for additional rounds 
of training and updating. This reduces message passing 
traffic and improves the scalability of the HFL structure.

The HFL structure also includes a novel Aggregated 
Gradient Perturbation Mechanism that alleviates noise in 
model updates while preserving both privacy and utility. 
The performance is evaluated on real healthcare and 
synthetic datasets, and the results show that the HFL model 
outperforms other FL models, including FLBM-IoT and 
PPFLB. The proposed model achieves 97% accuracy and 
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exhibits 30% less information leakage, thereby confirming 
that the HFL model is a highly secure approach for 
healthcare systems. It presents a safe, flexible, and effective 
model that is readily adaptable to diverse healthcare settings 
(including glucose-related applications), improving 
workflow efficiency while enhancing patient care without 
compromising privacy.

4.2.1.2. Personalized federated learning

Personalized FL targets scenarios where a single global 
model does not perform equally well across all clients 
due to substantial differences in local data distributions. 
In glucose-related healthcare applications, strong non-
IID characteristics naturally arise from variations across 
patients, hospitals, sensing devices, and individual 
physiological responses. As a result, purely global models 
often fail to capture patient-specific dynamics.

Personalized FL approaches typically begin with a 
shared global model and then allow each client to adapt 
selected components locally. For example, Arivazhagan 
et al.71 proposed personalization layers in which specific 
parameters are locally trained, while shared layers 
are aggregated across clients. This design supports 
individualized model adaptation while still preserving 
collaborative benefits across distributed participants.

Yang et al.72 proposed the use of personalized federated 
deep learning models trained across multiple Internet 
of Things (IoT) devices, while keeping sensitive and 
personal data on the devices themselves and avoiding 
data centralization. A personalization component is 
incorporated into each FL model, enabling adaptation to 
individual users. This design reflects the fact that insulin 
sensitivity, food preferences, and physical activity affect 
glucose levels differently across individuals. In addition, 
the model is optimized for the limited processing power, 
memory, and battery life of IoT devices. Overall, a 
user-specific personalized FL model is used to support 
individualized glucose prediction without sharing sensitive 
data.

Yang et al.73 have used a personalized clustering-based 
federated deep learning model to address challenges 
related to patient variability and to optimize FL for glucose 
prediction. Tailored models are developed by clustering 
patients based on carbohydrate (CHO) intake, using 
Simple Recurrent Neural Network (SimpleRNN) and 
Gated Recurrent Unit (GRU) architectures. The results 
show that, for local patients who contribute to training 
both cluster and global models, the Clu-FDL approach 
achieves high precision (0.93), recall (0.96), and F1 score 
(0.95), along with low RMSE values (11.08 ± 1.77 mg/
dL). In addition, the model outperforms non-clustering 

approaches in stability for new patients. This demonstrates 
how clustering-based personalization can be integrated 
into FL to support personalized glucose prediction while 
preserving user data privacy.

Zhang et al.74 proposed a federated meta-learning 
framework with fine-grained classifier reconstruction 
(FedFGCR) to address performance degradation under 
strongly non-IID data distributions. The method uses 
a Model-Agnostic Meta-Learning (MAML)–inspired 
adaptive interpolation strategy to combine global and local 
feature extractors before local training, and introduces 
a regularization term to incorporate global semantic 
information into client models. In addition, classifiers 
are reconstructed at a fine-grained level to improve 
personalization rather than relying on coarse global 
updates. Experimental results show accuracy gains ranging 
from 0.96% to 5.41% on the CWRU dataset and from 5.01% 
to 9.95% on the KAIST dataset compared to mainstream 
FL methods. Although developed for fault diagnosis, the 
personalization mechanism is applicable to glucose-related 
healthcare, where patient-specific differences in insulin 
sensitivity and glucose dynamics create heterogeneous 
data distributions. Such meta-learning–based adaptation 
can improve individualized glucose prediction or control 
while preserving privacy.

Oh et al.75 introduced a personalized federated learning 
framework called FedBABU. In the proposed model, the 
entire network is split into the body (feature extractor), 
which is related to universality, and the head (classifier), 
which is related to personalization. In this method, 
the feature extractor is trained collaboratively across 
clients, while the final classification layer remains local 
and is updated individually using each client’s own data. 
This design helps reduce the impact of heterogeneous 
data distributions and prevents the global model from 
overwriting client-specific patterns. Experimental 
results show that FedBABU achieves consistent accuracy 
improvements of approximately 2–6% over standard 
FedAvg under non-IID conditions, along with more stable 
convergence behavior. Although originally evaluated on 
image classification tasks, the separation between shared 
representations and local decision layers is applicable to 
glucose-related healthcare applications. In CGM systems, 
a shared temporal feature extractor can learn common 
physiological patterns across patients, while patient-
specific output layers can adapt to differences in insulin 
sensitivity, meal response, and daily glucose variability. 
Such a structure supports individualized glucose prediction 
and potential federated insulin control while maintaining 
privacy-preserving collaboration.

Finally, Dinh et al.76 proposed a personalized FL method 
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known as pFedMe, which balances global collaboration 
and local personalization through a regularization-based 
objective. In this framework, each client maintains a 
personalized model while remaining close to the global 
model, allowing adaptation to heterogeneous data 
distributions rather than enforcing a single shared solution. 
To evaluate performance, pFedMe was compared with 
FedAvg and Per-FedAvg under both strongly convex and 
nonconvex settings using MNIST and Synthetic datasets. 
For the MNIST dataset, the personalized model of pFedMe 
achieves 1.1–1.5% higher accuracy than its global model, 
Per-FedAvg, and FedAvg under strongly convex conditions, 
and 0.9–1.3% improvements under nonconvex settings. 
For the Synthetic dataset, the gains are more pronounced, 
reaching up to 6.1% compared to its global model and 
up to 5.2% over FedAvg. In addition, the personalized 
model shows consistently lower training loss and faster 
convergence than the baseline methods across different 
settings. Although evaluated on benchmark datasets, 
the regularization-based personalization mechanism is 
relevant to glucose-related healthcare applications, where 
differences in insulin sensitivity and glucose dynamics 
create heterogeneous data distributions. Such an approach 
can support individualized glucose prediction or federated 
insulin control while preserving privacy.

4.2.1.3. Split federated learning

Split FL differs from standard federated learning by 
dividing the neural network between the client and the 
server, such that neither side ever holds the complete 
model during training. Instead of transmitting full model 
updates, the client computes activations up to a predefined 
split layer and forwards these intermediate representations 
to the server, which then completes the remaining forward 
and backward computations.77

This approach preserves data locality, reduces 
computation on constrained devices, and provides an 
additional layer of privacy because only encoded activations 
are exchanged; raw input features remain local and are 
never directly shared. At the same time, split learning 
allows multiple clients to participate in collaborative 
training without exposing their internal model structure. 
By assigning deeper, more computationally intensive 
layers to the server, this approach reduces computational 
and memory requirements on resource-constrained client 
devices, which is particularly relevant in healthcare and 
edge-based environments.

Alrashed et al.78 proposed a privacy-preserving vertical 
FL framework that uses split learning to address challenges 
of machine learning models on vertically partitioned data. 
The model enables collaborative model training while 

preserving patient privacy. This approach offers several 
advantages, such as enhanced data privacy, efficient 
communication, and adaptability to heterogeneous data 
distributions.

In the first stage of the model, each client trains the 
lower layers of the global model using only overlapping 
samples. Then, each client shares only the trained model’s 
output, known as embeddings, with the server, rather 
than sharing complete model parameters or raw patient 
data, to preserve patient privacy. The server receives the 
embeddings and feeds them into the server-side top model, 
thereby completing the training process. It then makes 
predictions and computes the gradients required to update 
the global model. The server splits the computed gradients 
for each client and shares them individually, which further 
preserves privacy.

Split learning reduces communication overhead by 
avoiding the need to share complete model parameters. 
It also works well with vertically partitioned datasets, 
where healthcare providers hold different features. Three 
datasets were used for evaluation; in this work, the diabetes 
prediction dataset is considered and compared with a 
centralized learning baseline model, in which all data 
are integrated into a single repository to achieve optimal 
performance. The performance of the PPVFL–SplitNN 
model was comparable to the centralized learning baseline, 
achieving accuracies of 88.70 and 90.22, respectively, 
thus offering a practical solution for sensitive healthcare 
networks.

4.2.1.4. Graph federated learning

Graph FL extends the federated learning paradigm to 
settings where data are naturally represented as graphs. 
In this framework, each client maintains a local subgraph, 
while the learning objective is to capture patterns that 
emerge across the distributed graph as a whole. During 
training, only model parameters are exchanged, thereby 
preventing direct exposure of node attributes, edge 
information, or graph connectivity structures.69 This 
design enables the learning of global graph representations 
without requiring complete graph centralization. It also 
supports heterogeneous graph partitions, where clients 
may control different node types or sparsely connected 
regions. As a result, graph FL is well-suited for applications 
such as sensor networks, biomedical graphs, and other 
structured healthcare data, where data sharing is restricted 
or impractical.79

Piao et al.80 proposed a graph-based explainable 
FL approach for predicting blood glucose levels. They 
developed a graph-attentive memory model that integrated 
a graph attention network with a Gated Recurrent Unit 
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(GRU). This hybrid model enhances blood glucose level 
prediction by modeling graph correlations, which address 
the lack of correlation among attributes in previous 
methods, and by capturing dynamic attribute relationships 
with attention weights that evaluate the significance of 
attributes over time. Furthermore, federated learning 
is employed to facilitate secure analysis and population 
pattern analysis. The proposed approach was validated 
on the OhioT1DM’1881 and OhioT1DM’2082 datasets, 
comprising 12 participants, and focused on six key 
attributes.

4.2.1.5. Asynchronous federated learning 

Asynchronous FL eliminates the requirement that all 
clients train and upload updates simultaneously. Instead, 
each client sends its update upon completion of local 
training, and the server incorporates it immediately rather 
than waiting for slower participants. This design helps 
avoid delays caused by stragglers, shortens overall training 
time, and supports devices or hospitals with intermittent 
connectivity or limited computational capacity.

Allowing updates to arrive continuously enables 
ongoing model improvement and makes asynchronous 
FL suitable for real-world deployments with uneven 
client workloads. However, this flexibility introduces 
challenges related to model staleness, where older updates 
may negatively affect convergence. Addressing this issue 
typically requires aggregation or optimization strategies 
that explicitly account for update delays in asynchronous 
FL systems.83

In Piao et al.84, the cold-start problem has been 
addressed, which arises from insufficient blood glucose 
data in CGM. To handle this, they propose GluADFL, an 
asynchronous decentralized federated learning framework 
for blood glucose level prediction. Eight baselines were 
evaluated across four distinct T1DM datasets comprising 
298 participants, and the approach demonstrated 
superior performance in predicting blood glucose levels. 
Patient data are stored across various communication 
networks, ranging from interconnected to more structured 
settings. The asynchronous framework supports flexible 
participation by accommodating inactive patients, even 
when up to 70% of clients are inactive. Their work differs 
from standard client–server FL by enabling decentralized 
training that better addresses scenarios in which patients 
do not interact consistently, and network connectivity 
varies, while preserving data privacy.

4.2.2. Decentralized federated learning 

Decentralized FL reduces reliance on a central coordinator 
by adopting distributed computing paradigms. Examples 

include peer-to-peer networks.

Kalra et al.85 proposed a decentralized FL model called 
ProxyFL, where each participant maintains two models: a 
private model and a publicly shared proxy model designed 
to protect user privacy. This design allows for efficient 
communication without directly exposing private model 
parameters. Results on several healthcare-related datasets 
show that the ProxyFL protocol outperforms existing 
alternatives while achieving lower communication 
overhead and stronger privacy guarantees.

The experiments were conducted using several 
benchmark datasets, including MNIST, Fashion-MNIST, 
and CIFAR-10. The experimental setup was executed on 
a server equipped with eight V100 GPUs, corresponding 
to eight clients. In each case, every client was assigned 1k 
samples for MNIST and Fashion-MNIST or 3k samples for 
CIFAR-10, drawn from non-overlapping private subsets of 
the training data. This setup increased the difficulty of the 
classification task, as each client had access to only a subset 
of the overall training data.

For each user, a randomly chosen class was assigned, 
and a fraction of the client’s private data was sampled from 
that class, while the remaining data was drawn from all 
other classes in an IID manner. As a result, clients were 
required to learn collaboratively to generalize effectively to 
the IID test set. The results show that centralized schemes 
such as FedAvg and FML-proxy exhibit limited learning 
progress compared to their decentralized counterparts, 
AvgPush and ProxyFL-proxy. In addition, ProxyFL-private 
consistently outperforms FML-private during training, 
indicating that ProxyFL provides a stronger learning signal 
to the private model than FML.

Tripathy et al.86 proposed FedHealthFog, which was 
developed to overcome resource-constrained distributed 
learning in IoT-enabled healthcare systems. Conventional 
FL methods face significant challenges due to substantial 
computational requirements and high communication 
costs, which often lead to incomplete training. The 
proposed method addresses these challenges by elevating 
selected fog nodes to local aggregators within the federated 
learning architecture.

A sophisticated heuristic greedy technique is then 
employed to optimize the selection of the fog node as 
the global aggregator in each communication cycle 
between edge devices and the cloud. The results show 
a significant reduction in communication latency and 
energy consumption across three algorithms evaluated 
in the study. This positions FedHealthFog as a promising 
approach for supporting delay-sensitive applications in 
resource-constrained IoT healthcare environments.
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Liang et al.87 have explored a decentralized blockchain-
based FL approach. This work attempts to address bias in 
healthcare data by improving fairness in predictive models 
using FL and by adding trust through a blockchain-assisted 
FL setup. The main objective is to develop a decentralized 
FL platform that improves fairness in healthcare prediction 
tasks while maintaining patient data privacy.

The authors have used a blockchain platform to support 
machine learning models trained on existing healthcare 
data stored off-chain. Their design follows a two-cycle 
training process in which fairness metrics are incorporated 
directly into FL and enforced via a blockchain consensus 
mechanism. This allows the global model to provide 
feedback that is then used to update the local training 
models. The system is implemented using Aplos smart 
contracts, microservices, the Rahasak blockchain, and 
Apache Cassandra–based distributed storage.

In a pilot study across five simulated medical centers, 
the model achieves good prediction accuracy while 
maintaining fairness, with only reasonable overhead. 
Overall, these decentralized architectures aim to 
enhance privacy, scalability, and fault tolerance and are 
increasingly relevant for large-scale collaboration among 
hospitals, IoT devices, and edge systems.78 To consolidate 
these architectural choices, Table 3 compares major FL 
paradigms and illustrates how each supports secure and 
scalable glucose modeling. 

4.3. Aggregation 

In a typical federated learning setup, a central server 
maintains the global model and updates it using 
information received from participating clients. This 
update step is commonly referred to as aggregation. 
The most widely used aggregation method is FedAvg, 
introduced by McMahan et al.48 In FedAvg, client updates 
are aggregated via a weighted average, with weights often 
proportional to each client’s local dataset size.

At the beginning of each training round, the server 
sends the current global model to the participating clients. 
Each client then performs local training for a limited 
number of epochs and returns an updated model to the 
server. These updates are collected and merged to form the 
next global model.

Although FedAvg is simple and widely adopted, it 
is well known to perform poorly in realistic settings. In 
particular, non-IID data distributions, unequal amounts 
of local computation, and unbalanced datasets across 
clients can significantly degrade performance. To address 
these limitations, several aggregation strategies have been 
proposed that modify or extend the FedAvg framework. 
One such method is FedProx89, which allows clients to 
perform different amounts of local work depending on 
their computational resources. FedProx introduces a 
proximal regularization term into the local objective, 
preventing client models from drifting too far from the 

Table 3. Comparison of federated learning architectures for privacy-preserving glucose control

Method How it stays safe Data used Why it works for glucose control

CFL Keeps raw data local; shares only model 
updates CGM, insulin, IoT sensor data Secure collaborative glucose modeling 

PFL Local adaptation on top of a shared 
global model Patient-specific CGM and lifestyle data Captures individual insulin sensitivity and 

behavioral differences

CPFL Aggregates updates within similar 
patient groups

CGM and carbohydrate (CHO) intake 
data

Improves prediction stability for new or 
low-data patients

GFL Exchanges parameters while preserving 
graph structure

Graph-based glucose, insulin, and meal 
features

Models physiological relationships without 
centralizing structured data

AFL Accepts updates without waiting for all 
clients CGM data with intermittent availability

Handles irregular monitoring and client 
dropouts common in real-world glucose 
data

ADFL No strict synchronization; decentralized 
updates

Multi-source CGM data across 
heterogeneous networks

Addresses cold-start and high client 
inactivity while preserving privacy

PBDFL Peer-to-peer proxy model sharing Distributed healthcare model parameters
Removes the central coordinator and 
improves robustness in collaborative 
healthcare learning

BEFL Distributed ledger for update verification Encrypted healthcare model updates Improves trust and auditability for cross-
institution glucose data sharing

Abbreviations: FL: Federated Learning; CFL: Centralized FL; PFL: Personalized FL; CPFL: Clustered personalized FL; GFL: Graph FL; AFL: 
Asynchronous FL; ADFL: Asynchronous decentralized FL; PBDFL: Proxy-based decentralized FL; BEFL: Blockchain-enabled FL.
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global reference model and improving convergence under 
heterogeneous conditions.

Other aggregation approaches focus on optimization 
behavior. FedNova addresses inconsistencies arising from 
uneven local training by normalizing client updates prior to 
aggregation.90 This normalization reduces bias introduced 
by variable local computation. Another set of methods falls 
under the FedOpt framework91, which applies adaptive 
optimization techniques such as Adagrad, Yogi, or Adam 
at the server during aggregation. These methods have 
demonstrated improved convergence in non-IID settings. 
In practice, FedAdam often produces more stable updates, 
while FedYogi tends to yield smoother training behavior 
across rounds.

In the clustering-based federated learning framework66, 
each client’s contribution to the aggregated model is 
weighted by the proportion of data it holds, defined as 

kn
n

, where kn  represents the number of local samples at 
client k , and n  is the total number of samples across all 
participating clients. Cluster-specific models are computed 
by aggregating updates from clients belonging to the same 
cluster using weighted averaging:

1 1
i i

t tk
cluster kk cluster

nw w
n

+ +
∈
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Here, 1
i

t
clusterw +  represents the model parameters for 

cluster i  after the ( )1 tht +  communication round, while 
1t

kw +  denotes the locally updated model from the client k
. Each update is weighted by kn

n
. This weighting ensures 

that clients with larger datasets have a proportionally 
greater influence on the cluster model, leading to more 
representative learning within each cluster.

In parallel, a global model is obtained by aggregating 
updates from all clients:
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In this expression, 1t
globalw +  denotes the updated global 

model after round 1t + , obtained by combining the locally 
trained models 1t

kw +  from all K  clients. While cluster 
aggregation captures similarities among patient groups, the 
global model summarizes broader population trends and 
improves generalization across diverse data distributions.

This two-level aggregation strategy enables the model 
to capture both cluster-level patient similarities and overall 
population trends. Since training is performed locally on 
patient devices and only aggregated model parameters 
are shared, sensitive glucose data remain private while 
supporting accurate and personalized glucose prediction.

In the asynchronous, decentralized, FL setup71, each 
active node updates its model by averaging its own 
parameters with those received from neighboring nodes, 
without relying on a central server. The update is computed 
as:
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Here 1ˆ t
nw −  is the updated model estimate at the node 

n  after communication, is the node’s local model before 
aggregation, and 1

'
t
nw −  represents the models received from 

neighboring nodes. The set 1t
nN +  contains the neighbors 

that successfully exchanged information with the node n
, and 1t

nN +  is the number of such neighbors. Averaging 
the received updates helps smooth the learning process 
and makes the system resilient to dropped connections 
or inactive nodes, while still preserving privacy since only 
model parameters are shared.

After aggregation, each node continues training using 
its local glucose data. Since only model parameters are 
exchanged and no raw data is shared, patient privacy is 
preserved while the decentralized design remains robust 
to inactive nodes and variable network connectivity.

In the FedGlu FL approach, each client trains a local 
model using its own CGM data and sends only the 
updated model parameters to a central server.92 The server 
combines these updates using weighted averaging, where 
each client’s contribution depends on the amount of local 
data it holds. Clients with more glucose samples, therefore, 
have a stronger influence on the global model.

1
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K tk
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n

+
+ =
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Here, 1tw +  represents the global model after the ( )1t +
-th training round, while 1t

kw +  is the model obtained by 
the client k  after local training. The total number of clients 
involved in the learning process is denoted by K . Each 

client’s update is scaled by the fraction kn
n

. By assigning 

larger weights to clients with more data, this aggregation 
approach helps the global model better reflect overall 
population patterns while maintaining distributed training 
and privacy preservation.

This aggregation process allows learning across multiple 
patients without sharing raw CGM data. Since all glucose 
data remain on local devices and only model parameters 
are exchanged, patient privacy is preserved. At the same 
time, the global model benefits from population-level 
information, improving glucose prediction performance, 
especially for rare hypoglycemic and hyperglycemic events.
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4.4. Privacy components 

Federated learning systems involve many distributed 
components, which naturally increases the number of 
potential security and privacy risks. Although raw client 
data are never directly shared, privacy concerns still arise 
through the communication of model parameters and 
gradients. As a result, ensuring secure communication 
and robust aggregation mechanisms is critical in FL 
environments.

One of the most commonly discussed threats is data 
poisoning, also known as model poisoning. In these attacks, 
a malicious client intentionally submits manipulated data 
or crafted model updates in order to bias the global model. 
In more severe cases, poisoning may result from a server-
side compromise or intrusion.93 Another class of threats 
includes data leakage attacks, in which adversaries attempt 
to reconstruct sensitive training data by analyzing shared 
model parameters or updates.94

Membership inference attacks pose an additional risk, 
allowing an attacker to determine whether a specific data 
record was included in a client’s training dataset. Such 
attacks can be passive, in which the attacker only observes 
gradients or parameters, or active, in which the attacker 
directly participates in the training process.95 Model 
inversion attacks go a step further by attempting to recover 
sensitive features from the trained global model itself.96 
Closely related are gradient inversion attacks, which aim 
to reconstruct the original training samples directly from 
shared gradients or model updates.97

A broader overview of privacy protection strategies 
and their relevance to glucose-related FL is summarized 
in Table 4, which highlights commonly used mechanisms, 
including knowledge abstraction, secure aggregation, 
differential privacy, and robust aggregation defenses.

These attack vectors highlight the need for privacy-
preserving techniques in FL, including secure aggregation, 
differential privacy, encryption-based communication, 
and defense-aware training strategies. Some methods 
used in works on glucose-related FL for privacy are those 

of Piao et al.80 where privacy is preserved by exchanging 
only model parameters and keeping all sensitive data local, 
and secure aggregation prevents the exposure of individual 
updates; also, Yang et al.65, who proposed a personalized 
FL framework in which models are trained directly on 
IoT glucose devices. Patient privacy is maintained by local 
training and selective aggregation, ensuring that personal 
glucose patterns never leave the device. Finally, Yang 
et al.66 improved privacy by aggregating model updates 
only within patient clusters rather than across all users. 
By limiting cross-group information flow, the approach 
reduces privacy leakage while maintaining accurate 
glucose prediction.

4.5. Federated data analysis 

Federated data analysis (FDA) refers to a set of techniques 
that enable distributed statistical analysis, dataset 
inspection, and data quality assessment without exposing 
raw data. In an FDA setting, each institution computes 
protected local statistics such as averages, variances, 
feature distributions, or missing-data patterns, which are 
then securely aggregated to obtain global insights. FDA is 
particularly important in healthcare applications, where 
datasets must be validated before being used for learning.

Several studies emphasize the role of FDA in preparing 
decentralized datasets for reliable FL. Recent work has 
expanded the scope of FDA by Elkordy et al.98 who have 
described secure aggregation protocols that support 
cross-silo statistical queries while maintaining privacy 
guarantees.59 Wang et al.99 have introduced a different 
private federated density estimation method that enables 
flexible analysis under bounded privacy budgets. Taken 
together, these studies position FDA as a core component 
of modern FL pipelines, supporting data consistency, 
quality assurance, and confidentiality while enabling 
scalable distributed learning.

4.6. Limitations of federated learning

Despite its advantages, FL presents several limitations that 
affect the feasibility of deployment and model performance 
in practice. One of the most persistent challenges is data 

Table 4. Privacy protection strategies in federated learning and their relevance to glucose and diabetes applications

FL Paper Protection used Relevance to glucose/diabetes FL

Thakur et al.97 Knowledge abstraction and filtering Keeps detailed glucose features local while still allowing learning across sites

Elkordy et al.98 Secure aggregation for federated analytics Allows hospitals to work together on glucose analysis without sharing patient data

Wang et al.99 Differential privacy Adds noise to protect individual glucose patterns during federated analysis

Fung et al.93 Robust aggregation against poisoning. Limits the effect of faulty or malicious glucose devices on model training

Kairouz et al.63 Secure aggregation + differential privacy Shows how privacy tools can be combined in real healthcare federated systems

Abbreviation: FL: Federated learning.
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heterogeneity, where each client holds data drawn from 
substantially different distributions. Such non-IID settings 
often lead to biased global models, slower convergence, 
and unstable training behavior, which is particularly 
problematic in healthcare applications where reliability is 
critical.100

Another major concern is communication overhead. 
Federated training requires repeated transmission of model 
parameters or updates between clients and the server, 
which can place a heavy burden on network bandwidth and 
require consistent connectivity. In resource-constrained 
environments or on low-power medical devices, this 
communication cost can quickly become a bottleneck.101

Although raw data remains local, FL is not immune 
to privacy and security threats. Shared gradients and 
parameters may still leak sensitive information or be 
exploited through adversarial manipulation, including 
data- and model-poisoning attacks. In addition, real-world 
systems must contend with straggling clients, intermittent 
participation, client dropouts, and stale updates, all of 
which complicate synchronization and slow learning 
progress.61,102 These practical limitations have motivated 
continued research into personalized, communication-
efficient, and security-aware FL methods.

Dataset availability presents an additional barrier 
to reproducibility in FL for glucose applications. The 
OhioT1DM dataset, covering 12 participants across the 
2018 and 2020 cohorts, remains one of the few openly 
accessible CGM benchmarks, and only a small number 
of the reviewed FL studies make use of it. The majority 
rely on synthetic data, proprietary records, or restricted 
databases such as MIMIC-III that require formal access 
agreements. Offline RL trajectory datasets used alongside 
FL pipelines are similarly unavailable for public use. 
Without shared, standardized benchmarks, independently 
verifying reported results or assessing model robustness 
across different patient populations and device ecosystems 
remains difficult.

Overall, FL provides a practical framework for 
developing glucose prediction and diabetes-management 
models in privacy-sensitive, distributed environments 
where centralized data sharing is restricted. Beyond the 
standard client–server design, architectural variants 
such as hierarchical, personalized, split, graph-based, 
asynchronous, and decentralized FL offer different trade-
offs between scalability, personalization, communication 
cost, and privacy protection. However, real-world 
adoption in healthcare remains limited by non-IID data 
heterogeneity, communication overhead, and persistent 
security risks such as poisoning and inference attacks. 
These challenges motivate continued work on robust 

aggregation, privacy-preserving analytics, and personalized 
FL strategies, particularly for patient-specific glucose 
dynamics and closed-loop decision-support systems.

5. Federated reinforcement learning for 
glucose control
Federated reinforcement learning (FRL) extends federated 
learning to reinforcement learning settings, in which 
decisions are sequential, and outcomes depend on 
long-term interactions with the environment. Unlike 
supervised federated learning, FRL focuses on learning 
control policies rather than static prediction models. This 
distinction is particularly important in healthcare and 
especially in glucose management because insulin dosing 
decisions affect future glucose trajectories through delayed 
pharmacokinetics and pharmacodynamics, and because 
the control objective must balance glycemic performance, 
institutional constraints, and patient-level data 
sensitivity.103,104 Figure 9 shows the FRL architecture for 
collaborative closed-loop insulin dosing across distributed 
clinical controllers.

As the trend toward increasingly interconnected devices 
continues to grow, Sankaradass et al.105 have introduced a 
novel FL–DRL system for healthcare that integrates both 
FL and deep RL to enable scalable, privacy-preserving, and 
real-time analytics. Federated learning ensures that data 
remain localized and secure, while RL supports real-time 
decision-making for clinical tasks such as diagnosis and 
treatment planning.

The authors evaluate their framework using the 
MIMIC-III dataset, which is preprocessed through several 
steps, including data cleaning, feature extraction, and 
normalization. In conclusion, extensive statistical analysis 
demonstrates that the proposed model outperforms 
standard baseline models, achieving approximately a 10% 
improvement in prediction accuracy and a 15% reduction 
in computational time. These results indicate that the 
proposed framework effectively addresses key challenges 
in intelligent healthcare analytics, including data privacy, 
scalability, and real-time clinical decision support.

Seid et al.106 have proposed the use of unmanned 
aerial vehicles (UAVs) in scenarios where terrestrial 
mobile edge computing (MEC) servers are overloaded 
or unavailable during emergencies. In this work, a multi-
UAV-enabled healthcare system is designed using a multi-
agent federated reinforcement learning (MAFRL)–based 
resource allocation framework.

The computation offloading and resource allocation 
problems are formulated as a Markov Decision Process 
game within an FL setup involving multiple agents or 
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participants. The authors then propose an MAFRL 
algorithm to solve the formulated problem by deciding 
which tasks to offload, allocating computing resources, 
and reducing both latency and energy consumption. 
Extensive simulation results on a real-world heartbeat 
dataset demonstrate that the proposed system significantly 
reduces operational costs, preserves data privacy, and 
improves accuracy relative to baseline learning algorithms.

In another study by Xue et al.,107 the authors have 
proposed an IoT-enabled e-health system that supports 
personalized clinical treatment through in-home smart 
devices for continuous health monitoring. The collected 
personal health information is used by clinical decision 
support systems (CDSSs) to assist clinicians in treatment 
planning. To address issues arising from network 
congestion and low responsiveness during implementation, 
the authors integrate mobile edge computing (MEC) 
and software-defined networking to better leverage the 
computational and storage capabilities of edge nodes. 
Based on this architecture, each node deploys a double deep 
Q-network (DDQN) to learn stable, sequential clinical 
treatment policies, and a fully decentralized FL framework 
aggregates DDQN models and extracts shared knowledge 
across all edge nodes. To address privacy concerns, 
two additively homomorphic encryption schemes are 
employed to prevent leakage of electronic medical record 
data during training. Experimental results show that the 
proposed model achieves promising performance in 

clinical treatment decision support.

In addition, Ahmed et al.108 introduced a work on 
urinary tract infection detection using an FLRRL model, 
which can be extended to glucose systems. The authors 
addressed privacy concerns and the time-intensive 
nature of testing large datasets by using a combinatorial 
optimization approach, in which accuracy is optimized as 
a concave function and computational cost is minimized 
as a convex function. They employ a federated learning 
and reinforcement learning strategy (FLRLS framework), 
leveraging laboratory urine data. The model uses 
deterministic agents to optimize and exploit the data, while 
the final decision-making is performed at a centralized 
aggregation node. Simulations were performed against two 
baseline algorithms, FLP (Federated Learning Policy) and 
RFLS (Reinforced Federated Learning Scheme). FLRLS 
outperformed both baseline models by employing an 
adaptive, episodic DQN algorithm combined with an FL 
framework, which allows local states to remain flexible and 
quickly adapt to changes in resources. Overall, the model 
demonstrated a notable 5% improvement in accuracy 
while reducing the overall computational delay.

Also, Ahmed et al.109 have introduced a diabetes 
prediction technique using an adaptive FL framework 
to overcome constraints in decentralized settings. 
They proposed integrating a reinforcement learning 
framework with tabular Q-learning and DQN strategies 
for client selection, dynamically identifying clients 

Figure 9. Federated reinforcement learning architecture for collaborative closed-loop insulin dosing across distributed clinical controllers. Image created 
by the authors. 
Abbreviations: COB: Carbohydrates-on-board; CGM: Continuous glucose monitoring; IOB: Insulin-on-board; RL: Reinforcement learning.
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that most positively affect global model performance. 
The RL framework consists of a novel multi-objective 
reward function that guides the RL agent toward 
performance- and efficiency-aware client selection. For 
local training, Random Forest classifiers are employed to 
ensure robustness to noise, class imbalance, and limited 
computational resources, particularly in privacy-sensitive 
healthcare settings. The model is trained on two real-world 
healthcare datasets, BRFSS2015 and Diabetes Prediction, 
and is further extended to benchmark federated learning 
datasets (CIFAR-10 and FEMNIST) to assess scalability 
and generalization, and compared against baseline models 
such as FedAvg and tabular Q-learning–based selection.

The proposed adaptive FL model achieves the best 
overall performance, reaching a global accuracy of 91.3% 
compared to tabular Q-learning, and demonstrates 
improvements across both healthcare datasets. It also 
achieves a 15% reduction in execution time relative to 
baseline models while maintaining low execution variance 
and communication overhead. These results demonstrate 
the effectiveness of the proposed model in balancing 
predictive performance with system-level efficiency, 
establishing its suitability for deployment in practical, 
privacy-sensitive, and resource-constrained healthcare 

environments.

Finally, for an FRL architecture, Otoum et al.110 
described a rigorous intrusion detection system (IDS) in 
which an FRL-based IDS (FRL-IDS) is introduced within 
an IoT framework to address the security risks inherent in 
such systems. The system trains intrusion-detection nodes 
locally in a distributed environment using a Q-learning–
based policy for decision-making, and aggregates 
model updates from each node via FL with FedAvg. 
The model is extensively trained on the CICIDS2017 
intrusion detection dataset, which is widely used for IDS 
evaluation. Final results indicate that the proposed model 
outperforms baseline models such as Support Vector 
Machine, achieving higher accuracy and detection rates. 
This system not only supports intrusion detection in large 
healthcare networks but is also applicable to other wireless 
decentralized applications, including glucose-related 
healthcare systems. Overall, the diverse applications of 
federated reinforcement learning and hybrid RL–FL 
frameworks in healthcare demonstrate their effectiveness 
in addressing privacy preservation, resource efficiency, 
personalized decision making, and system robustness. 
A comparative overview of these approaches, including 
their RL techniques, federated architectures, datasets, and 
relevance to glucose management, is presented in Table 5.

Table 5. Summary of federated reinforcement learning and RL + FL approaches in healthcare

Application domain RL type FL architecture Dataset Key objective Relevance to glucose management

IoT e-health110 DDQN Decentralized FL EMR data110 Personalized 
treatment policies

Illustrates how home devices can learn 
personalized treatment strategies, relevant 
for daily glucose management

Emergency 
healthcare111 Multi-agent RL MAFRL Heartbeat 

dataset111
Resource allocation 

& offloading

Demonstrates how multiple agents 
can coordinate in real time, similar to 
coordinating sensors and insulin delivery 
devices

Clinical analytics112 Deep DRL 
(FRL) Centralized FL MIMIC-III112 Privacy-preserving 

decision support

Shows how models can learn treatment 
decisions without sharing patient data, 
which is useful for insulin dosing systems

UTI detection108 DQN Centralized FL Urine lab data108 Accuracy–cost 
optimization

Shows how lab-based decision models can 
be adapted to glucose test data to improve 
prediction accuracy

Diabetes 
prediction114

Q-learning + 
DQN Adaptive FL BRFSS 113

Diabetes prediction,
client selection & 

efficiency

Directly relevant to glucose systems by 
selecting the most useful patient data to 
improve overall model performance

Intrusion detection Q-learning Centralized FRL CICIDS 114 Secure anomaly 
detection

Highlights how learning systems can be 
protected from attacks, which is important 
for safe glucose control devices

Abbreviations: DDQN: Double deep Q-network; DQN: Deep Q-network; EMR: Electronic medical record; FL: Federated learning; FRL: Federated 
reinforcement learning; IoT: Internet of Things; MAFRL: Multi-agent federated reinforcement learning; RL: Reinforcement learning; UTI: Urinary tract 
infection.
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6. Conclusion
Reinforcement learning approaches for glucose control 
have matured considerably in simulation, yet real-world 
validation remains limited. Nearly all controllers spanning 
policy-gradient methods such as PPO, value-based 
approaches including DQN, offline RL, and modular 
architectures are trained and evaluated on virtual cohorts 
of 20–30 patients using the UVA/Padova or Simglucose 
simulators, with only a small number validated on real 
clinical data. Among offline RL methods, TD3-BC 
demonstrated the strongest real-world performance, 
improving TIR from 69.89% to 74.38% and reducing 
time-below-range from 3.59% to 2.73% on a 100-patient 
real-world DBLG1 dataset. Carbohydrate-agnostic and 
modular controllers report a broad performance range in 
silico: G2P2C achieved adult TIR in the low-to-mid 70% 
and adolescent TIR in the low-to-mid 60% range under 
a demanding 180 g/day carbohydrate protocol, while 
the bioinspired controller reported approximately 90% 
TIR with mean glucose near 125 mg/dL in single-meal 
evaluations. Multi-agent basal–bolus advisors achieved 
78–94% TIR alongside a reduction in hypoglycemia from 
approximately 14–17% to 2–4%. While these results are 
encouraging, they must be interpreted in the context of 
the specific simulator setup, cohort composition, and 
evaluation protocol used in each study, as these factors 
vary substantially across the literature and limit direct 
cross-study comparison.

Federated learning offers a practical framework 
for privacy-preserving collaboration across patients, 
devices, and institutions, yet persistent challenges remain. 
Personalized and clustering-based architectures show 
meaningful improvements under heterogeneous patient 
data: clustering-based federated deep learning achieved 
an RMSE of 11.08 ± 1.77 mg/dL for glucose prediction, 
while FL-aided CNN anomaly detection reached a recall of 
99.24% in a diabetes management control system. Privacy-
preserving aggregation methods such as TAPFed reduced 
transmission overhead by 29–45% relative to standard 
secure aggregation. Despite these advances, non-IID data 
heterogeneity, communication overhead, and vulnerability 
to poisoning and inference attacks remain persistent 
barriers to clinical deployment, and federated learning 
alone is not sufficient for safety-critical decision-making 
without careful system-level design and evaluation.

The integration of RL and FL into unified frameworks 
remains an emerging direction, particularly for glucose-
specific applications. From a system perspective, combining 
reinforcement learning with federated learning may 
provide a practical pathway toward more robust learning-
based glucose control. Reinforcement learning enables 

adaptive insulin dosing policies that respond to patient 
variability and dynamic glucose changes, while federated 
learning allows models to be trained collaboratively across 
distributed devices or clinical sites without sharing raw 
patient data. By leveraging distributed training across 
heterogeneous patient populations, such architectures 
may reduce overfitting to simulator environments, support 
better personalization, and enable privacy-preserving 
model development across healthcare devices and 
institutions. Early results in adjacent healthcare domains are 
encouraging an FL–DRL system evaluated on MIMIC-III 
achieved approximately a 10% improvement in prediction 
accuracy alongside a 15% reduction in computational 
time relative to standard baselines yet glucose-specific 
federated reinforcement learning remains underexplored, 
and only a small subset of the reviewed studies directly 
combine adaptive insulin dosing with privacy-preserving 
distributed training.

Taken together, these findings indicate that RL-based 
glucose control requires broader real-world validation 
beyond simulation, standardized safety benchmarks, 
and more consistent reporting of evaluation protocols 
to support clinical translation. The convergence of RL 
and FL represents a compelling direction for scalable, 
personalized, and privacy-aware closed-loop systems one 
that the field is only beginning to explore systematically. 
Future work should prioritize real patient validation, sim-
to-real transfer strategies, and unified RL–FL frameworks 
designed around the safety and regulatory requirements of 
next-generation AID systems.
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