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Abstract

Global carbon reduction mandates drive the energy transition but expose
manufacturing supply chains to carbon reduction risks. This study employs complex
network theory to construct a multi-stage industrial chain model, integrating
numerical simulations to examine the transmission of carbon reduction risk under
random and targeted shocks. Carbon reduction risks raise costs, trigger price
increases, and induce risk transmission. Network robustness exhibited structural
heterogeneity: random networks outperformed scale-free and small-world networks
under random shocks, while small-world networks showed the highest resilience
against targeted attacks. Targeted attacks triggered a 50% efficiency loss in scale-free
networks at an early attack round, far exceeding the impact of random shocks of the
same intensity. Network failure probability was inversely correlated with the strategic
resilience parameter and positively correlated with the external dependency
parameter: elevating the strategic resilience parameter above 0.5 and maintaining
the external dependency parameter below 0.5 significantly enhanced small-world
network resilience. Adjusting either parameter alone failed to mitigate cascading
failures in scale-free networks under targeted attacks. For random networks, a
strategic resilience parameter above 0.3 prevented efficiency from falling below
the 50% threshold under random shocks. This study innovates by establishing a
benchmark model that links carbon reduction risk dynamics to supply chain network
structure, providing a quantitative analytical framework for policymakers to design
targeted resilience strategies and for managers to optimize network robustness amid
decarbonization pressures.

Keywords: Carbon reduction risk; Supply chain networks; Risk propagation; Complex
networks; Cascading failures
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1. Introduction

The escalating global climate crisis has rendered the green
transition of energy structures a pressing priority for all
nations,' and curbing carbon emissions stands as one of
the most critical pathways to achieving this transition.
However, this imperative introduces substantial risks
to manufacturing supply chains.> Mounting pressure
to reduce carbon emissions has prompted countries to
implement low-carbon policies and measures. Firms
are consequently compelled to bear additional carbon
emission costs in their production processes, such as
carbon taxes, emission allowances, and investments in
green technologies. This directly poses carbon reduction
risks for firms. Firms typically do not operate in isolation.
Instead, they are interconnected through complex supply
relationships, forming structured supply chain networks.
Under this networked organizational model, cost increases,
production adjustments, or supply disruptions arising
from decarbonization pressures at one firm can cascade
through upstream and downstream linkages to affect other
firms. These disruptions may trigger cascading effects that
jeopardize the operational stability of the entire supply
chain.® Thus, integrating analysis of carbon reduction risk
into the study of pollution mitigation,* energy transition,’
and sustainable development is critical,® with supply
chain resilience emerging as a core factor in balancing
decarbonization goals and industrial continuity.”

Efforts to reduce carbon emissions may disrupt
carbon-intensive industries, thereby exposing structural
vulnerabilities linked to the comparatively limited
adaptive capacity of developing economies relative to
their advanced counterparts.® This challenge is amplified
by structural mismatches between the high-carbon
energy consumption profile of current manufacturing’
and low-carbon development objectives, compounded
by limited technological and financial capacities.'® These
factors jointly impose dual pressures on emissions
control and productivity improvement."! Therefore, the
pursuit of a low-carbon transition and economic growth
entails multidimensional hurdles spanning technological
pathways, financial resources, and institutional
frameworks.*?

The sustainable development of the manufacturing
sector is further constrained by dual deficiencies in
structural optimization and technological advancement."
Production processes continue to rely excessively on
carbon-intensive energy sources,'* whereas technological
innovation capabilities remain inadequate.”* This
combination reinforces a vicious cycle of excessively
high emissions and suboptimal production efficiency.*®
Moreover,  premature  adoption of  aggressive

decarbonization measures carries carbon reduction risks."”
Empirical studies have noted a potential outcome: annual
economic growth rates could drop by 1.5 to 2 percentage
points.'® This leads to a “low-carbon poverty paradox”*® In
this paradox, environmental goals come into conflict with
poverty alleviation?”and basic developmental needs.*!

From an industrial chain perspective,” low-carbon
technology development may cause disruptions. It can
affect factor markets,* such as those for raw materials and
labor.” These disruptions spread impacts to linked firms,*
propagating upstream and downstream via supply chain
linkages.?” These firms face challenges such as carbon
lock-in and green premiums.”* Carbon lock-in refers to
path-dependent technological and institutional reliance
on fossil fuels,”” and its transition costs are prohibitive.*
The phaseout of high-carbon facilities and technologies
leads to idle assets and capital waste.’ Meanwhile, as low-
carbon technologies are deployed, associated cost increases
are passed through supply chains, contributing to rising
prices across sectors.”” Rising production costs may trigger
inflation.* This will trigger global supply chain instability,**
with disturbances spreading across supply chain networks
to impair firm operations and economic development.*

This paper conceptualizes carbon reduction risks
as exogenous disruptive forces. These forces arise from
the mismatch between the pace of the decarbonization
transition and the adaptive capacity of economic and
industrial systems, materializing through systemic
frictions, cost distortions, and structural rigidities across
production and supply networks. Such shocks can disrupt
the steady-state operation of supply chain networks by
amplifying vulnerabilities across inter-firm linkages.
Consequently, investigating the resilience of supply chain
networks to withstand and recover from these external
perturbations is of paramount theoretical and empirical
significance for maintaining industrial continuity and
sustainable development.

The manufacturing supply chains exhibit complex
network characteristics.* Driven by economic globalization
and the rise of the network economy, this complexity
has become increasingly prominent. Risk propagation
is inherently a dynamic process, jointly shaped by the
initial characteristics of risks and the underlying network
structure. Thus, exploring risk propagation from a complex
network perspective aligns more closely with real-world
scenarios. External risk disturbances can cause node or link
failures.”” These failures propagate through interconnected
nodes® and trigger cascading systemic collapses,” thereby
driving risk propagation.” Existing research on these
mechanisms has focused on three core areas: identifying
vulnerable links and critical nodes in supply chain
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networks,*' analyzing patterns and quantitative measures
of risk propagation intensity,*” and examining transmission
pathways and mitigation strategies.*” Drawing on complex
network theory, scholars have also explored the formation
of supply chain networks, information flow channels, and
inherent risk dynamics,* establishing a robust theoretical
foundation for studying industrial network interactions.*

Scholars have extensively examined carbon reduction
risks in manufacturing* and the mechanisms by which
supply chain risks are transmitted.*” These studies clarify
that carbon reduction risks propagate through supply chain
networks and induce cascading effects, and elaborate on
their specific manifestations, including the dual pressures
faced by developing economies, the emergence of the
low-carbon poverty paradox, and practical dilemmas
such as carbon lock-in and green premiums. In addition,
relevant scholars have adopted complex network methods
to identify risks in supply chain networks, analyze
their transmission patterns, and explore sector-specific
risk transmission paths and corresponding mitigation
strategies, which provide important methodological
references for this paper. Despite these advances, gaps still
exist in the literature. Most studies focused on impacts
on raw material prices,”® conventional firm operations,
or international trade.* Research on the propagation
of carbon reduction risks within supply chain networks
remains relatively limited.*

Unlike previous research, which often overlooks
supply chain network-based risk propagation or lacks
targeted analysis of these dynamics, this study conducted
a data-driven investigation into the propagation of carbon
reduction risks within supply chain networks. Drawing on
an interdisciplinary framework that integrates economics
and complex network theory, this study developed a
theoretical economic model and conducted numerical
simulations to examine how carbon reduction risks in
the manufacturing sector propagate through supply chain
networks. The mechanism of how carbon reduction risks in
the manufacturing sector propagate through supply chain
networks was decomposed into two layers: the micro-level
mechanism of carbon reduction risk shocks acting on focal
firms in the supply chain, and the macro-level mechanism
of focal firms transmitting such shocks to their upstream
and downstream counterparts from the perspective of the
topological structure of the overall supply chain network.
It leveraged a complex network model and a multi-stage
supply chain benchmark model for this analysis and
further conducted a multidimensional measurement of
risk-shock transmission in the supply chain network,
comprehensively capturing the total propagation rounds
and the operational efficiency of the supply chain network.

It not only addresses the gap in the literature on network-
centric carbon reduction risk transmission but also clarifies
the complex network characteristics of supply chains. This
study provides actionable insights for practitioners and
policymakers on balancing decarbonization goals with
supply chain stability.

To guide this investigation, the following research
questions are posed:

(i) What are the key determinants of firm positioning
within multi-stage supply chain networks, and how
do pricing strategies, production costs, transportation
expenditures, and carbon reduction investment
expenditures shape such positioning?

(ii) What is the cascading transmission path of carbon
reduction risks in supply chain networks, and how do
these risks trigger bidirectional propagation between
upstream and downstream segments?

(iii) How do different supply chain network structures
differ in robustness against random shocks and
targeted attacks, and how does the share of shocked
nodes affect the efficiency of these networks?
Specifically, how do the operational endurance,
cumulative effective functionality, and efficiency
degradation trajectory of different network structures
differ under the two attack modes, even with similar
average decline rates (ADRs)?

(iv) What is the relationship between the firm’s strategic
resilience parameter (B), external dependency
parameter (y), and the failure probability of supply
chain networks, and do parameter adjustments exert
heterogeneous resilience effects across different
network structures? Specifically, how do the
interaction effects of B and vy influence the resilience
of different network structures under distinct attack
regimes, and whether moderate parameter values
yield optimal resilience while excessive values
accelerate network failure?

2. Mechanism of risk propagation

The resilience of supply chain networks refers to their
capacity to maintain core operational functions, resist risk
diffusion, mitigate functional decay, and adapt structurally
and operationally in response to evolving risks under
uncertainty. It encapsulates the supply chain network’s
ability to resist, buffer, and adapt throughout the risk-
impact period, highlighting the sustained operational
effectiveness of the network. This concept integrates system
stability, anti-fragility, and dynamic adaptability, which are
central to understanding how supply chains endure and
recover from disruptions.

In the context of this study, supply chain network
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resilience manifests specifically during the propagation
of carbon reduction risks through supply chain networks.
It reflects the supply chain networK’s ability—leveraging
its topological characteristics (e.g., random, small-
world, or scale-free structures—to withstand further
risk transmission, slow the decline in the proportion
of functional nodes, delay the onset of critical failure
thresholds, reduce the amplitude of abrupt fluctuations,
and continuously maintain a sufficient level of operational
nodes. This ensures that the supply chain retains its basic
operational functionality despite carbon reduction risk
shocks, thereby preventing a rapid collapse in network
efficiency due to the propagation of carbon reduction risks.

The supply chain network possesses the fundamental
characteristics of a network, comprising multiple suppliers,
manufacturers, distributors, and customers.” A graphical
overview of the supply chain network structure is given in
Figure 1. As illustrated, the supply chain network exhibits a
multi-tiered and interconnected topology. Specifically, the
upstream tier consists of a pool of suppliers that establish
many-to-many sourcing relationships with manufacturers
in the production tier. These manufacturers distribute
goods to multiple distributors, and the distribution
tier ultimately connects to downstream customers.
This connectivity defines the structural complexity and
resilience of the supply chain network.

The supply chain network encompasses both single-
chain production activities and cross-chain collaborative

development.> Drawing on complex network
theory, we formalized the supply chain network as
G(C E VS, V", where C={a,| u=1,2,3 .., N} denotes the node
set comprising all firms in the supply chain network. Nodes
represent distinct entities across the supply chain hierarchy,
such as raw material suppliers, component manufacturers,
final assemblers, distributors, retailers, and end customers.
E={M, |uv=123...,N} represents the edge set that
characterizes the business relationships between paired
nodes ¢, and a,. A binary indicator is adopted: if M,, =1
, it indicates that there are realistic connections between
nodes g, and 4, such as information transmission,
product flow, and economic transactions; conversely,
if M, =0, it indicates the absence of such practical
interactions between firm nodes. 7 ={a;|u=123,. N}
denotes the role attribute set of node firms, where a,
explicitly identifies the functional role of the node 4, in
the supply chain network. ¥” ={r” |u,v=1,2,3,...,N} denotes
the edge weight set, with ” quantifying the strength of the
relationship between the origin node 4, and destination
node a,. Weight values are determined by the connection
degree of the origin node in the supply chain network,”
and their practical manifestations include transaction
volume, frequency of business interactions, or the degree
of technological dependency between firms. A higher
V.2 value indicates a stronger resource dependency of
the firm on its counterpart. This metric quantitatively
characterizes the asymmetric interdependence patterns
within manufacturing supply chains,” in which nodes with

Customer
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Distributor Customer

! Supplier Manufacturer

i Supplier Manufacturer

'\ |Supplier Manufacturer

| R T _______________________
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Figure 1. The structure of supply chain networks
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higher degree centrality exert more significant influence
on risk propagation dynamics.

Drawing on the benchmark model of multi-stage
production fragmentation,” je{l,2,....J} denotes the
various stages in a supply chain network within the
multi-stage division of labor. Values ranging from 1 to J
represent the upstream and downstream stages of the
supply chain. Given that the production process in a
supply chain network involves multiple stages and the use
of intermediate products, the Cobb-Douglas production
function was employed for theoretical derivation to
simplify the solution of the general equilibrium. Based on
the Cobb-Douglas production function, the production
function of firm i in stage j of the supply chain network is
as follows:

1=z (L) (1)

where f/ denotes the production output level of firm i
at stage J/ in the supply chain network, z/ denotes the
production technology level of firm i at stage j in the
supply chain network, the variable x;/ denotes the energy
input of firm i, I denotes the labor input of the firm, M/
denotes the intermediate products of the firm, @; denotes
the output share of labor input, 1-«, denotes the output
share of carbon reduction input, ¢/ denotes the value-
added share of production factors used in the current stage
of production, and 1-¢’/ denotes the cumulative value-
added share of intermediate products from stage ;-1
employed in the production process.

To streamline the pricing framework and elucidate
the cost-transmission mechanism while controlling for
confounding variables, the assumption of a perfectly
competitive market was employed. This methodological
choice allows for a clear revelation of the general
equilibrium relationships across various stages of the
supply chain network.

Starting from the production function given in
Equation 1, we first formulated the cost minimization
problem with the objective function:

¢ =FBX +wlL )

where P denotes the unit price of energy input x,, and W,
denotes the wage rate (i.e., the unit price of labor input I,
). We then constructed the Lagrangian by incorporating
the production function as a constraint. Taking the first-
order partial derivatives of the Lagrangian with respect to
X, and L and setting them equal to zero yielded two first-
order conditions. Solving these conditions simultaneously
gave the optimal relationship between the two inputs—

specifically, an expression for x as a function of I
. Substituting this relationship back into the production
function yielded the conditional factor demand functions
for both inputs. Finally, substituting these conditional
factor demand functions into the original cost function
yielded the unit cost function presented in Equation 3.

E I-a; N @
NESE

As shown in Equation 3, the unit energy input price P
andlabor wage w, jointly determine firms’ production costs.
This interdependent relationship implies that fluctuations
in market pricing mechanisms and labor remuneration
jointly shape the cost structure of manufacturing
production. Transportation costs arise in the shipment
process. Assuming that firm # sources inputs from firm i,
firm i must ship at least 7,, 21 units of product to deliver
one usable unit to firm n to compensate for transportation
losses and satisfy the required supply quantity. Thus, based
on the general equilibrium conditions, the price of the
products produced by firm i at stage j in the supply chain
network can be derived as follows:

0j-1, _j-1 1-9;)
i _ G0 (Pig-nFii-nicn) @)

1)

Zity)

In Equation 4, i=/(j), je{l,2,--,J} denotes the
embeddedness of firm i at the j-th stage within a specific
supply chain. This parameter quantifies the degree of
integration and positional significance of the firm in the
hierarchical structure of the supply chain network. c,,
denotes the cost incurred at stage j—1 for production at
stage j. 7,,,, denotes the transportation cost between
stage j—1 and stage j. pj,, indicates that the product
price at stage j—1 affects the unit energy input price at
stage j, while the price at stage ;-1 is, in turn, determined
by that at stage j-2. This interdependency generates a
sequential chain effect that propagates upstream along the
supply chain until it reaches the initial production node.

Drawing on the study of Antras and Gortari,” we
defined:

&/[s]=E, [(P/Q)Tzw )] ©)

from which the probability that firm i supplies products to
firms in stage j+1 from stage j can be derived.

0
Av((Cf) Tz(HJi)
PrI() = i) -
Sen 4a(() mgoan) ekl

—ppd
7071 (1-67) !

(6)

The numerator in Equation 6 reflects the competitive
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advantage of firm i in the overall market competition.
The unit energy input price affects the firm’s competitive
advantage, which in turn influences the probability that
firm i supplies products to downstream manufacturers,
thereby affecting the volume of products available at stage
Jj+1.

As shown in Equations 3, 4, and 6, factors such as a
firms product pricing, production costs, transportation
costs, and carbon reduction costs all affect the embedding
probability at stage j of the supply chain. Therefore, the
quantity of products that firm i supplies from stage j to
stage j+1 firms can be determined based on the embedding
probability and the market capacity ¢,,, in stage j+1.

Qn= Pr(l(j):i)qf+1 (7)

Figure 2 illustrates the risk propagation mechanism
within supply chain networks under carbon reduction risk
shocks in the manufacturing industry, using a flowchart
to visualize the dynamic transmission process. This
diagram depicts the causal relationships and feedback
loops associated with carbon reduction risks. The analysis
captures how such risks propagate across interconnected

J-1 J

nodes within manufacturing ecosystems.”® Specifically,
the framework examines three critical nodal components:
material suppliers, production facilities, and distribution
networks. The graphical model demonstrates the risk-
transmission pathways through which environmental
effects disseminate among these operational units.
Furthermore, it visualizes recursive interactions in which
carbon reduction outcomes may reinforce systemic
vulnerabilities across the supply chain.”” To simplify the
analysis, this study focuses on trade interactions between
firm A and its upstream or downstream partners at stage
j. Firm A supplies products to firms B, C, and D in the
J+1 stage, while firms E, F, and G in the j-1 stage provide
products to firm A in the j stage. We assumed that the
carbon reduction risks in the manufacturing industry
affect the supply chain network by acting on firm A at stage
j» and propagate through the upstream and downstream
linkages within the supply chain to affect firms B, C, and D
at stage j+1 and firms E, F, and G at stage j—1.

The probabilities that firm A supplies products to
firms B, C, and D in the j+1 stage are Pr(/(j)=4|B),
PT(Z(.i)=A|C), and Pr(I(j)=4|D), respectively. From
Equation 7, the quantities of products provided by firm A

j+1

Carbon
reduction

risk

Figure 2. Risk propagation mechanism diagram
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to firms B, C, and D in the ;] stage are respectively:
0,,4|B=Pr(I(j)= 4| B)q,.,(B)
0,,41C=Pr(I(j)=4[C)q,,(C) (8)

0,,41D=Pr(I(j)=4|D)q,,(D)

Thus, the total quantity of products provided by firm A
to the firms in stage j+1 is:
Q5= Y Pr(l(j)=4]5)q;.() 9)

seB,C D

After firm A is subjected to carbon reduction risk
shocks, the probability of firm A supplying products to
firms B, C, and D in stage j+1 becomes Pr(/(j)=4|B)"
Pr(1(j)=4[C)' and Pr(l(j):A\D)'- After being impacted
by exogenous risks, the quantity of products that firm A
supplies to firms B, C, and D in the j+1 stage becomes:

Q,,4|B'=Pr(I(j)=4|B)'q;,(B)
0., 4| C'=Pr(1(j)=4]C)'q,,(C) (10)

Q,,4|D'=Pr(I(j)=A4|D)'q,,(D)

Under the influence of carbon reduction risks, the total
amount of products provided by firm A to firms in stage
j+1 becomes:

) aS'= 2 Pr(l(j)=A|s)'qu(s) (11)
seB,C,D
Similarly, the probabilities that firms E, F and G
in stage j—1 supply products to firm A in stage j are
Pr(1(j-1)=E| 4) Pr(I(j-1)=F | 4),and Pr(I(j-1)=G| 4)
, respectively. The quantity of products that firms E, F, and
G supply to firm A becomes:

QE|A=Pr(I(j-1)=E|4)q,(4)
O,F | A=Pr(I(j~1)=F| 4)q,(4) (12)

0,G|A=Pr(I(j-1)=G|4)q,(4)

The total amount of products provided by firms E, E
and G to firm A becomes:

01~ 3 Pr(i(j-1)=T|4)q,(4) (13)

Following the impact of carbon reduction risk in the
manufacturing industry, firm A is significantly affected. The
quantity of products supplied by firm A to stage j+1 firms
changes, which in turn alters firm A’s demand for products
from stage /-1 firms. Consequently, the market capacity at
stage j shifts from ¢,(4) to 4,(4)". The quantity of products
supplied by firms E, E and G to firm A becomes:

QE|A'=Pi(I(j~1)=E|4)q,(4)

OF|A'=Pr(I(j~1)=F|4)q,(4)' (14)

0,G|4'=Pr(I(j-1)=G|4)q,(4)'

Under the influence of carbon reduction risk, the total
amount of products provided by firms E, F, and G to firm
A becomes:
or'="% Pr(l(j—1)=T|A)q,(A)' (15)

TeE,F.G

In summary, carbon reduction risks raise firms’ unit
product costs, which, in turn, drive up product prices.”
This leads to a reduction in product supplies to downstream
buyers, and the supply contraction further lowers the
procurement demand of the affected firms. For upstream
firms, a decline in downstream supply can also result in
product inventory accumulation at the current stage,
thereby increasing the risk of overload failure. Ultimately,
this gives rise to the bidirectional transmission of risks
both upstream and downstream along the supply chain. It
is evident that carbon reduction risks in the manufacturing
sector undermine the stability of the entire supply chain.

3. Risk propagation simulation
3.1. Parameter settings
3.1.1. Initial load

The initial load ( L?) refers to the resource stock held by
a node firm at the initial stage of supply chain network
formation. It is determined by the firm's organizational
characteristics and is influenced by its node degree and the
number of upstream and downstream partners. In supply
chain network analysis, a firm (node) with a higher degree
maintains more connections with other nodes. Such greater
connectivity indicates more complex interdependencies
within the network structure. This topological complexity
increases the nodes exposure to potential systemic
risks and vulnerability propagation. Accordingly, highly
connected nodes face elevated threat levels due to their
critical role in risk transmission pathways. The initial load
(L)) comprises the initial demand load (”) and initial
supply load (%), which are defined as follows:

Llr) = (kjnZJEw!”ua””’k’) r=123...N (17)
Lf - (k:utZIewL”uwﬁ’”'kl) r=123,..N 19
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Let N denote the total number of nodes in the supply
chain network. ¢ denotes the set of upstream nodes of
firm r, while (" denotes the set of downstream nodes of
firm r. _indicates the degree of the nodes at both ends
of the edge, including both the in-degree £ and out-
degree k" values. k, denotes the sum of the degrees of all
upstream and downstream nodes. a is the parameter that
regulates the distribution of node loads in the network. The
value of o affects the initial load of the nodes. A smaller
a implies a more uniform initial load distribution among
the nodes, thereby enhancing the supply chain network’s
ability to resist external risks.

3.1.2. Node capacity boundary

Nodes in the supply chain network have a capacity
boundary, defined as the maximum load that each node
can bear® This upper limit represents the maximum
operational load a node firm can manage and reflects its
inventory-handling capability.* When the load transmitted
to the focal firm node from various directions within the
supply chain network exceeds its upper capacity limit, the
node will suffer from overload failure." Overload failure
tends to occur in upstream node firms. When downstream
firms are exposed to external risk disturbances, upstream
firms are more likely to face overload failure due to
inventory accumulation. Therefore, this paper assumes
that the upper capacity limit of nodes ( L") in the supply
chain network is proportional to the initial supply load of
the node.

L™ =(1+B)L,0< g <1 (19)

where f denotes the strategic resilience parameter, which
quantifies a firm’s dynamic capability to absorb overload
shocks in the supply chain network. In practical operational
terms, f is directly linked to three core measurable metrics.
First is the ratio of safety stock to average inventory,
which reflects the level of inventory redundancy a firm
maintains. Second is the percentage of critical materials
sourced from multiple vendors, a metric that captures
the degree of multi-sourcing implementation. Third
is the speed of production line reconfiguration, which
measures the extent of flexible production capacity. A
higher value of B indicates that a firm has invested more
heavily in these tangible resilience-building levers. As a
result, the firm faces a lower probability of node failure
when encountering downstream demand disruptions or
inventory accumulation risks. The constraint 0< g <1 is
set based on a practical economic trade-off: the marginal
cost of enhancing resilience through additional inventory,
multi-sourcing, or flexible production increases as f} rises,
and firms will not pursue infinite resilience due to cost-

efficiency considerations.

The lower bound of node capacity refers to the minimum
load required for each node to maintain normal operation,
corresponding to the minimum demand for a node to
achieve a break-even state.”> When the load transmitted
to a node firm from all directions within the supply chain
network is insufficient to meet the node’s minimum
required capacity, the node fails due to underloading.
Underload failure typically occurs in downstream node
firms. When upstream firms are exposed to external risk
disturbances, downstream firms are prone to underload
failure due to insufficient raw material supply. This paper
assumes that the lower bound of node capacity (L") in
the supply chain network is inversely proportional to the
initial demand load of the node.

L™ =yLl0<y<l (20)

where y represents the external dependency parameter,
which gauges a firm’s vulnerability to underload shocks
triggered by upstream supply disruptions. From an
operational measurement perspective, y can be calibrated
using two key quantitative indicators. The first indicator
is the share of procurement value from the single
largest supplier, which reflects the degree of supplier
concentration. The second indicator is the percentage
of key inputs sourced from a single geographic region,
which measures the level of geographic concentration in
supply. A higher value of y implies that a firm relies more
heavily on specific upstream partners or a single supply
region for its core inputs. This high level of operational
reliance elevates the risk of raw material shortages, thereby
increasing the probability of node failure when the firm
is exposed to upstream supply shocks. The range 0<y <1
aligns with real-world supply chain structures: complete
diversification of suppliers (y approaches 0) is often not
feasible due to high coordination costs and economies of
scale in procurement, while full reliance on a single source
(y equals 1) is extremely rare in practice due to obvious
risk exposure.

3.1.3. Node load redistribution

When a node failure occurs in a supply chain network due
to targeted attacks, upstream and downstream firms will
actively seek alternative nodes with comparable resource
capabilities.®® This strategic adaptation enables either the
reinforcement of existing partnerships or the formation
of new collaborative alliances within the supply chain
network. Such relationship restructuring helps mitigate
operational load losses caused by the failed node, thereby
sustaining supply chain network functionality via resource
redistribution.® This adaptive reconfiguration mechanism
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reflects the supply chain network’s resilience in maintaining
operational continuity while redistributing carbon
reduction responsibilities across alternative pathways. The
load redistribution process is implemented as follows:

Let AL, denote the load allocated from node y to
its adjacent node r following the paralysis of a node. &,
denotes the set of all nodes adjacent to node r. Following
the failure of node 7, its supply load will be redistributed
to node e within the same operational phase that
shares comparable supply resource characteristics. This
redistribution mechanism elevates the supply load borne
by node e. In the meantime, the failure of node r will lead
to a lack of suppliers for downstream node y, thereby
causing a decline in the demand load of the downstream
nodes. The reallocation of supply and demand loads is
represented as follows:

s s’ s k:m
L(,’ L,V +L7‘ Zneo— k:u[ (22)

kin
D D' D ,
TFE iy g

¥y z kin
neo,

L} denotes the supply load quantity received by node
¢ under its own supply load condition after undergoing
supply load redistribution from node r. Lf denotes the
demand load quantity at node y under its inherent demand
load status following the demand load redistribution at
node r.

(23)

3.1.4. Node failure determination

Following the failure of adjacent nodes and the subsequent
redistribution of their loads, the loads borne by surviving
nodes must remain within their respective effective load
boundaries.®® Otherwise, cascading failures may arise.
During load redistribution, a node will fail if its effective
load capacity falls below its minimum capacity threshold
or exceeds its maximum tolerable capacity limit. This
failure mechanism reflects the dual constraints imposed
on supply chain network nodes: lower-bound stability
maintenance and upper-bound overload tolerance. The
load capacity received by upstream node firms from failed
nodes is expressed as follows:

Lt+l :Lt +AL:+] (24)

If the load capacity remains within its tolerable
threshold after redistribution by L™ < I'*' < I"*, then the
node can maintain normal operation within the supply

chain network. If either 7' < 2" or L'*' > L™ occurs, the
redistributed load capacity will exceed its load-bearing
capacity threshold, thereby causing the further propagation
of cascading failures.

The load capacity received by downstream node firms
from failed nodes is denoted as:

L"H—l — L*t _AL*H] (25)

If ™" < "™ < '™ is satisfied, the node can maintain
normal operation within the supply chain network.
However, if L' <™ or ["'>[™ occurs, the node
will also fail, thereby causing cascading failures to
propagate further.

Figure 3 illustrates the evolutionary process of
cascade failure. In the initial state, supply chain networks
maintain a stable operational state. Nodes possess a certain
capacity to resist external risks, enabling them to sustain
normal operations when confronted with external risk
shocks. Upon experiencing external carbon reduction
risk shocks, these shocks first target and disable partial
nodes within the supply chain network. Nodes impacted
by the shocks transmit the risk to their adjacent upstream
and downstream firms. These neighboring nodes then
propagate the risk to their own adjacent nodes, thereby
spreading the risk across the entire supply chain network.
It proceeds to the node failure determination stage, where
the scale of failed nodes is assessed. The process terminates
only when no further nodes fail; otherwise, the system
reallocates loads and repeats the cycle until the termination
condition is satisfied.

3.1.5. Measurement of supply chain network
efficiency

To evaluate the impact of carbon reduction risks on
supply chain networks in the manufacturing sector, this
study introduced a robustness assessment framework.®
Specifically, supply chain network efficiency is adopted as a
key performance metric. This metric is defined as the ratio
of functional nodes to the original scale of the supply chain
network under disruption scenarios. Its mathematical
formulation is expressed as follows:

=N (26)
N

where E denotes the supply chain network efficiency, N’

denotes the number of nodes that remain functional within

the supply chain network after being subjected to carbon

reduction risk shocks, and N denotes the number of nodes

in the initial supply chain network that are not exposed
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Figure 3. Cascade failure evolution process

to carbon reduction risk shocks. This metric quantifies the
system’s survivability by measuring its capacity to maintain
structural and functional integrity as carbon reduction
risks propagate. The higher the proportion of non-failed
nodes, the smaller the impact of external carbon reduction
risks on the supply chain network.” This indicates a
stronger overall supply chain network resilience and better
anti-destruction performance.

3.1.6. Measurement of supply chain network
resilience

Based on the aforementioned research on measuring
supply chain network efficiency, we could dynamically
track the efficiency of supply chain networks under carbon
reduction risk shocks. However, relying solely on supply

chain network efficiency curves may overlook the actual
trajectory of operational performance degradation between
the onset of a risk shock and eventual network collapse. One
supply chain network might fail only at a late stage, but its
operational capacity could have deteriorated significantly
well before that point. In contrast, another supply chain
network might ultimately collapse, but maintain relatively
high operational efficiency until just prior to failure. Clearly,
the latter holds substantially greater practical business
value. However, such a distinction remains difficult to
capture using conventional supply chain network efficiency
metrics alone. To fundamentally address this limitation,
this paper proposes a comprehensive, multidimensional
measurement framework designed to precisely quantify the
full performance degradation trajectory. This framework
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comprises four indicators:

(i) Indicator 1: Threshold round of 50% efficiency
(T50). This indicator focuses on the critical turning
point at which the supply chain network transitions
from effective operation to semi-paralysis as carbon
reduction risks propagate through the network.
By setting an efficiency threshold, it captures the
risk transmission round in which the proportion
of effective nodes first falls below 50% of the initial
value, reflecting the phased resilience baseline of the
supply chain network against carbon reduction risks.
We extracted the time series of the proportion of
effective nodes at each round of carbon reduction risk
propagation. The set of time series of the proportion of
effective nodes was denoted as £ ={e e, -, ¢, } , where
¢, corresponds to the initial proportion of effective
nodes. We then computed the 50% degradation
threshold as:

T,, = 0.5¢, (27)

Next, we scanned the sequence E to identify the
earliest round j,i € {1,2,---,n} such that ¢ <7,,.If ¢ <7
, this round was defined as T,,. If the series never fell
below this threshold during the entire simulation, the
case was labeled as threshold not breached.

Indicator 2: Area under the effective node ratio curve

(AUC). This indicator quantifies the overall resilience

of the supply chain network throughout the entire

process of carbon reduction risk transmission. By
calculating the area enclosed by the time-series curve
of the effective node proportion and the horizontal
axis, it integrates dual information on transmission

round length and effective proportion per round. A

larger area indicates stronger overall resilience.

(iii) Indicator 3: Total effective value (TEV). This indicator
focuses on the practical operational stage of the supply
chain under carbon reduction risk impacts. It counts
only rounds in which the proportion of effective
nodes is 250% of the initial value. By summing these
values, it quantifies the cumulative value of effective
operation, reflecting the actual available resilience
level of the supply chain network. A larger TEV value
indicates stronger overall resilience.

(iv) Indicator 4: ADR. This indicator quantifies the overall
decline rate in the effective operational capacity of the
supply chain network during carbon reduction risk
transmission, reflecting the stability of the network in
resisting such risks. A smaller ADR indicates stronger
risk resistance and stability, and provides decision-
makers with more intervention time.

(ii)

3.2. Cascading risk propagation simulation

3.2.1. Risk propagation under different network
structures

Real-world supply chain networks often exhibit
structural characteristics consistent with those of complex
network models. Empirical and theoretical studies suggest
that their topologies can generally be categorized into
three canonical types: scale-free, random, and small-world
networks.®® To systematically investigate the propagation
dynamics of carbon reduction risk within supply chain
networks, this study conducted simulations and analyses
for each of the three network structures. Using Python 3.8,
we generated three types of networks.®” The parameters
were set as o = 0.8, B = 0.3, and y = 0.7. Twenty nodes
were randomly selected as the initial failure nodes under
random attack conditions. In contrast, the 20 nodes with
the highest degree centralities in the supply chain network
were designated as targets for targeted attacks.

Figure 4 illustrates the evolution of supply chain
network efficiency under random and targeted attacks
across three distinct network structures. The x-axis
represents the order of risk propagation, while the y-axis
denotes the proportion of effective nodes. The figure
depicts the efficiency dynamics of scale-free, random, and
small-world networks under external carbon reduction
risk shocks.

The results reveal that the speed and patterns of risk
propagation exhibit significant heterogeneity across the
three distinct network structures.”” When the supply chain
network was exposed to random shocks, the random
network displayed strong robustness and could withstand
risks associated with stochastic disturbances. In contrast,
the scale-free network showed moderate robustness,
whereas the supply chain network collapsed rapidly after
three rounds of risk propagation. The small-world network
possessed the weakest risk resistance; it gradually collapsed
once exposed to random shocks.

Under targeted attacks, small-world networks exhibited
the greatest risk resistance, with some nodes remaining
functional even after multiple rounds of risk propagation.
Random networks ranked second in robustness,
maintaining relatively high resilience in the early stages of
targeted attacks, although their efficiency declined sharply
as the number of risk-propagation rounds increased. Scale-
free networks displayed the weakest robustness, as targeted
attacks led to rapid network collapse.

The targeted attack strategy primarily targets high-
degree nodes within a supply chain network.”? This
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Figure 4. Network efficiency under (A) random attack and (B) targeted attack on different network structures

selective node removal disrupts a large number of adjacent
connections, since each targeted node maintains numerous
neighboring edges. Consequently, the cumulative edge
breakdown impairs network connectivity. Such structural
deterioration triggers rapid system-wide collapse via
cascading failure mechanisms. Therefore, all three network
types are vulnerable to targeted attacks.”

Table 1 presents the measured values of the four
resilience indicators for the three canonical network
structures under both random and targeted attacks. As
shown in Table 1, distinct resilience patterns emerged
across different network structures under random versus
targeted attacks. Under random attacks, the random
network demonstrated the strongest overall resilience:
its T, threshold was never breached, and it achieved the
highest AUC (7.1883) and TEV (8.1333) among all three
network types, indicating sustained high operational
effectiveness throughout the risk-propagation process. In
contrast, although the scale-free network also reached its
T,, at round 5, its substantially lower AUC (2.9833) and
TEV (3.3067) revealed a more rapid decay in effective
functionality. Under the more damaging targeted attacks,
all networks degraded earlier and faster, with the scale-
free network performing worst—reaching T, as early
as round 3 and recording the lowest AUC (1.9767) and
TEV (1.9000)—highlighting its vulnerability due to its
dependence on critical hubs. The random network, while
eventually falling below the threshold at round 7, still
maintained significantly higher AUC (4.9100) and TEV
(5.2633) than the other two structures, underscoring
its superior robustness. Notably, the ADR values were
consistently either 0.1000 or 0.1111 across all scenarios,
suggesting similar average rates of decline. However,
when considered alongside T, AUC, and TEV, it becomes

clear that comparable decay rates do not imply equivalent
operational endurance or cumulative value. This
discrepancy reinforces the necessity of a multidimensional
resilience assessment framework.

3.2.2. Risk propagation under varying numbers of
attack nodes

The impact of different shock types and the number of
shocked nodes on the efficiency of supply chain networks
also varies under different network structures.” Figure 5
illustrates changes in supply chain network efficiency under
random and targeted attacks across the three network
structures, with 10% to 90% of the network impacted.

Figure 5A and 5B illustrate changes in the number
of nodes under random and targeted attacks in the
random network. A comparative analysis revealed that
random networks exhibited extremely low tolerance to
risk shocks.” Specifically, when the intensity of node
shocks increased by 10%, supply chain network efficiency
declined sharply. In particular, under targeted attacks, an
attack on 10% of nodes propagated eight times within the
network. However, when 20% of nodes were targeted, the
supply chain network became fully paralyzed after only
four propagation steps. Furthermore, when the shock
intensity reached 30%, the supply chain network collapsed
after merely three steps of risk propagation.”” Under
random attacks, the random network displayed significant
vulnerability only when exposed to shocks affecting more
than 40% of nodes.

Figure 5C and 5D illustrate changes in the supply chain
network efficiency of the small-world network under
random and targeted attacks with varying numbers of
affected nodes. Unlike random networks, small-world
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Table 1. Network resilience under random and targeted attacks on different network structures

Attack type Network type T, AUC TEV ADR
Random network Threshold not breached 7.1883 8.1333 0.0122

Random attack Small-world network 5 3.7633 3.3433 0.1111
Scale-free network 5 2.9833 3.3067 0.1111
Random network 7 4.9100 5.2633 0.1000

Targeted attack Small-world network 5 3.3367 3.1400 0.1000
Scale-free network 3 1.9767 1.9000 0.1000

Abbreviations: ADR: Average decline rate; AUC: Area under the effective node ratio curve; T, : Threshold round of 50% efficiency; TEV: Total effective
value.

Figure 5. Supply chain network efficiency under varying attack intensities for (A, C, E) random and (B, D, F) targeted attacks. (A & B) Random network.
(C & D) Small-world network. (E & F) Scale-free network.
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networks exhibited a gradual, stepwise decline in supply
chain network efficiency as the number of attacked nodes
increased.” Under random shocks, an attack targeting
50% of nodes propagated five times within the network. In
contrast, under targeted shocks, an attack on 70% of nodes
propagated seven times. These results indicate that small-
world networks exhibit strong resilience against high-
intensity attacks.

By comparing changes in the number of attacked
nodes under random and targeted attacks in the scale-free
network, as depicted in Figure 5E and 5E we observed that
the scale-free network displayed significant vulnerability
under targeted attacks.” Specifically, an attack on only
20% of nodes induced a rapid network collapse. Under
random shocks, scale-free networks exhibited robustness:
increasing the number of attacked nodes did not
significantly reduce supply chain network efficiency. Even
after 80% of the nodes were attacked, the network could
still sustain information propagation for four rounds.

Table 2 presents the resilience profiles of supply chain
networks under varying attack intensities, with the 10%
node attack scenario serving as the baseline perturbation.
The results highlight that both network topology and
attack strategy critically shape systemic vulnerability.
Under random attacks, all three network types exhibited
moderate performance degradation. Notably, the random
network did not breach the T, threshold throughout
the simulation, underscoring its robustness. In contrast,
both small-world and scale-free networks reached T, at
round 5, yet maintained moderate levels of AUC and TEV,
indicating partial functional retention. Targeted attacks,
however, induced substantially more severe disruptions
across all structures, with the scale-free network suffering
the most pronounced collapse—its T, occurred as early
as round 3, accompanied by markedly low AUC (1.9767)
and TEV (1.9000)—a direct consequence of its reliance
on highly connected hubs. Intriguingly, even under
targeted attack, the random network achieved a T, of 7
rounds, outperforming other topologies under random
attack, attesting to the resilience advantage conferred by
its decentralized architecture. Furthermore, the ADR
remained relatively stable across scenarios (ranging from
0.1000 to 0.1429), reinforcing the insight that uniform
decay rates can mask significant differences in operational
endurance and cumulative functionality. This observation
further validates the need for a multidimensional resilience
assessment framework that captures not only how fast a
system degrades but also how long and how well it sustains
effective operations before failure.

3.2.3. Risk propagation under different load
capacities

The strategic resilience parameter B and the external
dependence parameter y jointly affect the load capacity
of nodes.”® Assuming the initial number of impacted
and failed nodes remained fixed at 20, we simulated
changes in supply chain network efficiency under the
three network structures and the two attack modes across
various parameter settings. This study aims to investigate
the propagation of carbon reduction risks within
manufacturing supply chain networks.

Figure 6 illustrates the impact of load-capacity
variations under random and targeted attacks on supply
chain network efficiency in a random network: random
attack with y = 0.7 and f varies (Figure 6A), random attack
with B = 0.3 and y varies (Figure 6B), targeted attack with
y = 0.7 and P varies (Figure 6C), and targeted attack with {8
=0.3 and y varies (Figure 6D). As shown in Figure 6, when
the external dependency parameter y was held constant,
supply chain network resilience increased with increasing
strategic resilience parameter . Conversely, when the
strategic resilience parameter  was fixed, a smaller value
of the external dependence parameter y led to a milder
decline in network efficiency and a lower probability of
network failure and paralysis.”” The results demonstrate
that targeted attacks generate substantially greater
vulnerability relative to random attacks.® These findings
are consistent with conclusions from prior studies using
distinct analytical methods: one® focusing on network
structural configurations and the other on target node
characteristics.®

Table 3 presents the resilience metrics of random supply
chain networks under four distinct attack regimes—f-
random, y-random, [-targeted, and y-targeted—as
the strategic resilience parameter p and the external
dependence parameter y are systematically varied. The
results demonstrate that network performance is highly
sensitive to both internal adaptive capacity and external
interdependence. Under B-random attacks, increasing
consistently improved resilience: T50 rose from round 3
(B =0.1) to round 5 (f = 0.2), and for p = 0.3, T50 was
never breached, with AUC and TEV stabilizing at 3.65 and
4.60, respectively. These findings indicate that a higher
strategic resilience parameter enhances the ability to
withstand random disruptions and substantially postpones
the onset of functional degradation. In contrast, under
y-random attacks, increasing y led to earlier collapse—
T50 shifted from “not breached” at y = 0.1 to round 3
at y = 0.3—with corresponding declines in AUC and
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Table 2. Network resilience under 10% attack intensity

Network type Attack type Percentage of nodes attacked T, AUC TEV ADR
Threshold not

Random Random attack 10% attack breached 2.7383 3.6833 0.0275
network Targeted attack 10% attack 7 4.9100 5.2633 0.1250
Scale-free Random attack 10% attack 5 2.9833 3.3067 0.1429
network Targeted attack ~ 10% attack 3 1.9767 1.9000 0.1429
Small-world Random attack 10% attack 5 3.7633 3.3433 0.1111
network Targeted attack 10% attack 5 3.3367 3.1400 0.1000

Note: The full simulation covers attack scenarios ranging from 10% to 90% of nodes compromised, yielding 54 experimental configurations (6 network—
attack combinations x 9 attack levels). To conserve space, only the results for the 10% attack scenario—the mildest perturbation—are presented here, as
it provides a baseline for comparing intrinsic network resilience under minimal disruption. Under random attacks, the random network does not breach
the failure threshold (i.e., T, is never reached), and risk propagation ceases as early as round 4. Consequently, although its AUC and TEV values are
lower in absolute terms compared to other scenarios, this reflects early stabilization and the absence of prolonged functional degradation.

Abbreviations: ADR: Average decline rate; AUC: Area under the effective node ratio curve; T, : Threshold round of 50% efficiency; TEV: Total effective
value.

Figure 6. Supply chain network efficiency under different load capacities in random networks. (A) p-random attack. (B) y-random attack. (C) p-targeted
attack. (D) y-targeted attack.
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TEV, suggesting that stronger individual firm resilience
cannot offset systemic fragility when partner failures
propagate through dense interdependencies. Similar
patterns emerged under targeted attacks: in [P-targeted
and y-targeted scenarios, moderate strategic resilience
parameter values yielded optimal resilience, while higher
values often accelerated failure, particularly when attacks
exploited relational vulnerabilities. Notably, the ADR
remained largely invariant across configurations (0.1667
or 0.2000), underscoring its limited discriminative power
compared to trajectory-based indicators such as T50, AUC,
and TEV. These results highlight that while enhancing
strategic resilience can bolster robustness against random
shocks, the effectiveness of such strategies depends on
the attack type and the underlying structure of inter-firm
dependencies.

Figure 7 illustrates the impact of load-capacity variations
under random and targeted attacks on network efficiency
in small-world networks. Figure 7A and 7C illustrate the
network efficiency in small-world networks for varying
values of p when y = 0.7. When y was constant, the number
of risk shocks the supply chain network could withstand
gradually increased as the strategic resilience parameter 8
rose.® Moreover, targeted attacks amplified the influence
of parameter changes on supply chain network efficiency.**
When the strategic resilience parameter p increased to 0.5
with y fixed, the resilience of supply chain nodes against
targeted attacks improved by approximately 20%.

Figure 7B and 7D illustrate the impact of changes
in y on supply chain network efficiency when p = 0.3.
When [ was held constant, the network became more
prone to rapid collapse under external risk shocks as the
external dependence parameter y increased. When firms
maintained y at or below 0.5, this exerted a significantly
positive effect on the risk resilience of the supply chain
network.*” In addition, small-world networks failed sooner
and more rapidly under targeted attacks than under
random attacks, highlighting the greater vulnerability of
supply chain networks to targeted disruptions.

Table 4 reports the resilience metrics of small-world
supply chain networks under four attack regimes—f-
random, y-random, P-targeted, and y-targeted attacks—
as the strategic resilience parameter B and external
dependency parameter y were systematically varied. The
results demonstrate that small-world networks exhibit
strong baseline robustness: under (-random attacks,
increasing B from 0.1 to 0.8 consistently delayed or
stabilized functional collapse, with T_ plateauing at 6
rounds for § > 0.3 and AUC/TEV values steadily rising
before saturating near 5.05 and 4.06, respectively. This
confirms that enhancing firms’ strategic resilience capacity
(higher B) effectively mitigates random disruptions. In
contrast, under y-random attacks, a higher y paradoxically
correlated with earlier failure when P was fixed—T50
dropped from 6 (at y = 0.1) to 4 (at y = 0.7)—suggesting
that in highly interdependent settings, even resilient firms

Table 3. Network resilience under different load capacities in random networks

Group Parameter T, AUC TEV ADR
B=0.1 3 1.7333 1.9000 0.2000
B=0.2 5 2.8700 3.3700 0.2000
P-random attack =03 Threshold not breached 3.6250 4.5700 0.0220
B=04 Threshold not breached 3.6500 4.6000 0.0200
y=0.1 Threshold not breached 4.5150 5.4600 0.0183
y-random attack y=02 5 3.1067 3.5233 0.1667
y=03 3 1.8667 1.9000 0.1667
B=01 3 1.6167 1.9000 0.2000
B=0.2 4 2.2333 2.6800 0.2000
Ptargeted attack =03 Threshold not breached 3.6333 4.5800 0.0213
p=04 Threshold not breached 3.6500 4.6000 0.0200
y=0.1 Threshold not breached 3.6333 4.5800 0.0213
y-targeted attack y=02 4 2.7067 2.7367 0.2000
vy=0.3 3 1.7133 1.9000 0.2000

Abbreviations: ADR: Average decline rate; AUC: Area under the effective node ratio curve; T, : Threshold round of 50% efficiency; TEV: Total effective

value.
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Figure 7. Supply chain network efficiency under different load capacities in small-world networks. (A) p-random attack. (B) y-random attack. (C)
(-targeted attack. (D) y-targeted attack. Note: To examine the impact of key parameter variations in supply chain networks, we systematically varied the
strategic resilience parameter 3 and external dependency parameter y over the range [0.1, 0.9]. However, during simulations, we observed that for certain
(B, y) combinations, the system either reached an absorbing state—where risk propagation ceased due to exhaustion of susceptible nodes—or underwent
complete collapse via cascading failure. In both cases, further simulation rounds yielded no new dynamics, as the supply chain network state remained
unchanged. To improve computational efficiency and avoid redundant iterations, the simulation was terminated once convergence or total failure was

confirmed.

cannot fully offset systemic fragility triggered by partner
failures. Under targeted attacks, the supply chain network
showed greater sensitivity to y than to B: under B-targeted
attacks, increasing B improved resilience (T50 remained at
6 for $ = 0.5), whereas under y-targeted attacks, increasing
y beyond 0.5 led to a sharp decline in performance (T50 fell
from 5 to4,and AUC dropped from 3.59 to 2.40), indicating
that targeting highly dependent nodes severely undermines
supply chain network stability regardless of individual
firm resilience. Notably, ADR remained remarkably stable
across all configurations (ranging from 0.0714 to 0.1000),
reinforcing the idea that the average decay rate alone fails
to capture critical differences in operational endurance.
These findings highlight that while small-world topology
confers inherent robustness against random shocks, its
vulnerability under targeted attacks—especially those
exploiting relational dependencies—necessitates careful
balancing of strategic resilience investment and external

dependence risk management.

Figure 8 illustrates the impact of load-capacity
variations under random and targeted attacks on supply
chain network efficiency in scale-free networks. By
comparing Figure 8A and 8C, under random attacks with
vy held constant, the supply chain network exhibited greater
resilience as the strategic resilience parameter  increased.
Compared with random attacks, targeted attacks exerted
a particularly strong impact on supply chains in scale-free
networks. When firms’ external dependence remained
constant, a rise in the strategic resilience parameter § did
not improve supply chain risk resilience.

As shown in Figure 8B and 8D, a decrease in firms’
external dependence parameter y enhanced resilience to
a certain extent, thereby improving the risk-resistance
capacity of the supply chain network.® In contrast, targeted
attacks exposed the vulnerability of the supply chain
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Table 4. Network resilience under different load capacities in small-world networks

Group Parameter T,, AUC TEV ADR
B=0.1 4 2.4133 2.4900 0.0714
=02 5 3.5733 3.3100 0.0714
p=03 6 4.0067 3.9267 0.0714
=04 6 4.1000 3.9467 0.0714
Prrandom attack p=05 6 4.4600 4.0367 0.0714
B=0.6 6 4.6833 4.0533 0.0714
=07 6 4.8200 4.0567 0.0714
=038 6 5.0500 4.0633 0.0714
y=0.1 6 4.0633 3.9133 0.0909
y=0.2 6 3.9700 3.9100 0.0909
y=0.3 6 3.8867 3.8900 0.0909
y-random attack y=04 5 3.6567 3.3500 0.0909
y=0.5 5 3.5733 3.3100 0.0909
y=0.6 4 2.3867 2.4833 0.0909
y=0.7 4 2.3233 2.4833 0.0909
B=0.1 3 2.0433 1.9000 0.0769
p=02 5 3.1933 3.1933 0.0769
=03 5 3.4733 3.2867 0.0769
=04 5 3.5100 3.2900 0.0769
Prargeted attack B=0.5 6 4.1367 3.9367 0.0769
B=0.6 6 4.7300 4.0067 0.0769
B=0.7 6 4.8067 4.0333 0.0769
B=0.38 6 4.8000 4.0367 0.0769
y=0.1 5 3.8133 3.3167 0.1000
y=02 5 3.8000 3.3167 0.1000
y=0.3 5 3.7300 3.3133 0.1000
y=04 5 3.6933 3.3100 0.1000
yargeted attack y=0.5 5 3.5933 3.2933 0.1000
y=0.6 5 3.1933 3.1933 0.1000
y=0.7 4 2.4067 2.4667 0.1000
y=0.8 4 2.4033 2.4667 0.1000

Abbreviations: ADR: Average decline rate; AUC: Area under the effective node ratio curve; T, : Threshold round of 50% efficiency; TEV: Total effective
value.
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Figure 8. Supply chain network efficiency under different load capacities in scale-free networks. (A) f-random attack. (B) y-random attack. (C) p-targeted

attack. (D) y-targeted attack.

network, making the effect of changes in parameter y on
network efficiency less significant. Through a comparative
analysis of load-bearing capacity dynamics across three
distinct network structures, this study reveals that the
fajlure probability of supply chain networks exhibits
an inverse relationship with firms’ strategic resilience
parameter P. Furthermore, the analysis showed that this
failure probability is directly proportional to the external
dependency parameter .

Table 5 presents the resilience performance of scale-free
supply chain networks under four attack scenarios—p-
random, y-random, {-targeted, and y-targeted—with the
non-attack parameter systematically varied in each case.
Under B-random attacks, higher values of  substantially
enhanced network resilience: T50 improved from round
4 to round 6, with AUC and TEV stabilizing around 4.64
and 4.17, respectively. This reflects the protective effect of

greater tolerance or operational buffers against random
failures governed by strategic resilience rules. In contrast,
under y-random attacks, increasing y led to earlier
functional collapse, indicating that stronger individual
crisis response capacity cannot offset systemic risk when
failures propagate through relational dependencies. Under
both targeted attack regimes, the network exhibited
substantially weaker performance: T, collapsed to round
3 across all parameter settings, while AUC and TEV fell
to markedly low levels, indicating minimal sustained
operational capacity. Moreover, the ADR increased relative
to random attack scenarios reflecting a faster and more
severe attenuation of effective functionality. These results
confirm that scale-free networks are especially vulnerable
to targeted disruptions, in which the removal of central
or highly dependent nodes triggers rapid and extensive
cascading failures that cannot be mitigated by adjusting
or y alone.
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Table 5. Network resilience under different load capacities in scale-free networks

Group Parameter T, AUC TEV ADR
B=0.1 4 2.1300 2.5300 0.1000
B=0.2 4 2.5533 2.7033 0.1000
B=0.3 5 2.9833 3.3067 0.1000
B=04 5 3.2833 3.4200 0.1000
B-random attack B=05 5 3.6217 3.4800 0.0983
B=0.6 6 3.9533 4.0200 0.0967
B=0.7 6 4.2683 4.1133 0.0950
B=0.8 6 4.5533 4.1500 0.0927
B=0.9 6 4.6400 4.1700 0.0913
vy=0.1 5 2.9833 3.3067 0.1429
y-random attack y=02 4 2.6300 2.7067 0.1429
vy=03 4 2.1300 2.5300 0.1429
B=0.1 3 1.5700 1.9000 0.1429
B=0.2 3 1.9767 1.9000 0.1429
B-targeted attack B=0.3 3 1.9833 1.9000 0.1429
B=04 3 1.9967 1.9000 0.1429
B=0.5 3 2.0000 1.9000 0.1429
vy=0.1 3 1.9767 1.9000 0.1429
yargeted attack y=0.2 3 1.5700 1.9000 0.1429

Abbreviations: ADR: Average decline rate; AUC: Area under the effective node ratio curve; T, : Threshold round of 50% efficiency; TEV: Total effective

value.

4, Conclusion

Drawing on complex network theory, this study develops
a benchmark model for multi-stage industrial chain
segmentation to investigate the determinants of firm
positioning in supply chain networks. The analysis
identified four key drivers: pricing strategy, production
costs, transportation costs, and investment in carbon
reduction.

The study first establishes the theoretical mechanism
of risk propagation. Carbon reduction risks propagate
through the supply chain by increasing unit production
costs, leading to higher product prices and reduced supply
to downstream firms. This, in turn, depresses procurement
demand. Due to the clustered and complex structure of
supply chain networks, such effects generate bidirectional
risk transmission along both upstream and downstream
directions. Building on this theoretical foundation,
numerical simulations were conducted to examine the

dynamic propagation of carbon reduction risks, yielding
three principal findings regarding network resilience,
efficiency, and adaptive capacity:

(i) Network resilience varies by structure and shock type.
Under random attacks, random networks are most
robust, followed by scale-free networks, while small-
world networks are the least resilient. Under targeted
attacks, however, small-world networks perform
best, followed by random networks, with scale-free
networks being the most vulnerable. Across all types,
random attacks are less damaging than targeted ones.
Targeted attacks cause earlier and faster degradation,
with scale-free networks collapsing most severely due
to their reliance on hub nodes.

Supply chain efficiency declines sharply in random
networks even with a few shocked nodes, while in
small-world networks the decline is more gradual.
Scale-free networks are highly susceptible to

(ii)
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targeted attacks but resilient to random disruptions,
with minimal efficiency loss as the scale of attacks
increases. Across all networks, a 10% random attack
yields moderate performance decline, whereas the
same level of targeted attack—especially in scale-free
networks—triggers severe efficiency loss, with the
50% threshold reached early.

(iii) Supply chain resilience is influenced by firms’ strategic
resilience and their external dependence. Higher
strategic resilience enhances network resilience under
random attacks, whereas greater external dependence
leads to earlier systemic collapse. In random networks,
moderate parameter values generate optimal resilience
under targeted attacks, while excessive values amplify
relational vulnerabilities. In smallworld networks, the
structure is more sensitive to external dependence
than to strategic resilience, and targeting highly
dependent nodes severely undermines stability. In
scalefree networks, the structure is highly vulnerable
to targeted attacks, triggering rapid cascading
failures across all parameter settings. Adjustments
in either strategic resilience or external dependence
alone cannot prevent systemic collapse caused by
disruptions to central nodes.
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