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As the Internet of Things (IoT) grows, securing IoT edge devices has become
increasingly critical, with threats becoming more sophisticated and frequent.
This paper presents a novel security architecture that integrates Lightweight
Virtualization (LV) with enhanced Trusted Execution Environments (TEEs),
designed specifically to strengthen the security of IoT edge devices. Using
ARM TrustZone technology, the proposed approach creates a secure execu-
tion environment capable of meeting the real-time performance requirements
of industrial IoT applications. The architecture provides end-to-end security
through embedded virtualization and trust mechanisms, ensuring protection
from hardware to application layers and reducing the risk of unauthorized ac-
cess and data breaches. Results from rigorous experiments demonstrate the
superior performance of the proposed architecture compared to existing secu-
rity frameworks. The experimental results indicate that the proposed approach
offers a 40.93% average latency reduction over existing methods. Furthermore,
the proposed approach offers a 19.19% average throughput improvement and
a 33.65% reduction in average energy over existing methods.
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1. Introduction edge computing brings data processing closer to

the source, thereby reducing latency and improv-

The rapid growth of the Internet of Things (IoT)
has transformed how data is generated, processed,
and consumed. With billions of interconnected
devices now deployed across domains such as
healthcare, transportation, manufacturing, and
smart cities, the demand for real-time, secure,
and energy-efficient edge computing has become
paramount.’ Unlike traditional cloud computing,
which provides scalable but centralized solutions,
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ing responsiveness. However, this shift also ex-
poses edge devices, often resource constrained,
and heterogeneous to new security and perfor-
mance challenges.?>™

Lightweight virtualization (LV) methods,
such as containers and unikernels, have emerged
as promising alternatives to heavyweight virtu-
alization in edge environments. By minimiz-
ing system overhead, LV allows constrained IoT
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devices to efficiently support multiple applica-
tions and services.’” !0 Further, performance ef-
ficiency alone is insufficient to guarantee robust
protection. Edge devices are increasingly targeted
by sophisticated cyber threats, and traditional
software-based mechanisms often fail to provide
adequate resilience.

Trusted Execution FEnvironments (TEEs),
such as ARM TrustZone, address this by creat-
ing secure, hardware-assisted execution contexts
that isolate sensitive processes and data.!'™'* De-
spite the potential of both approaches, most
prior studies have considered LV and TEEs
in isolation, focusing either on performance
optimization or security enhancement.  This
fragmented perspective limits their applicabil-
ity in large-scale, heterogeneous IoT ecosystems
where both efficiency and security are equally
critical. 1519

This paper addresses the existing research gap
by proposing a novel integrated architecture that
combines lightweight virtualization with TEEs for
IoT edge devices. The proposed framework en-
sures secure execution, process isolation, and opti-
mized resource allocation, thereby offering a holis-
tic balance of security, scalability, and perfor-
mance efficiency.

2. Related works

Many studies on HW-assisted security have fo-
cused on specific technologies or applications.
Zhang et al.?% studied isolated execution environ-
ments such as ARM TrustZone and Intel SGX,
while Al-Omary et al.?! emphasized FPGA-based
Hardware Roots of Trust. Adams and Agesen??
examined Intel and AMD virtualization exten-
sions, while Khan??® reviewed hardware-assisted
control-flow integrity mechanisms. While these
works focus on narrow aspects, they do not pro-
vide an integrated security—performance frame-
work for IoT edge devices.

On virtualization, Madria et al.>* proposed
centralized virtualization through “Cloud of Sen-
sors,” while Santos et al.?® and Sahni et al.?0 in-
troduced Edge Mesh computing to enable cooper-
ative processing. However, these frameworks of-
ten struggle with latency, overhead, and incom-
plete integration of security mechanisms. Fur-
thermore, while these works improved responsive-
ness and distributed intelligence, they often faced
significant challenges in security integration, com-
munication overhead, and adaptability to hetero-
geneous IoT nodes.

More recent Trusted Execution Environment
(TEE)-based approaches, such as ITUS and light-
weight RISC-V secure boot architectures, fo-
cus narrowly on hardware or boot-time isola-
tion, while FPGA-based frameworks like BY-
OTEE and SGX-FPGA attempt to extend trust
models.?"2? However, these solutions remain
fragmented, either emphasizing boot integrity,
isolated enclaves, or secure SoCs, without ad-
dressing the joint requirements of security, per-
formance optimization, and scalability. Table 1
indicates the summary of findings in other exist-
ing works. In contrast, the proposed work differs
in three key ways:

e The proposed approach combines lightweight
virtualization with TEEs in a single architec-
ture, ensuring both secure process isolation and
efficient workload management.

e Unlike prior frameworks that prioritize either
performance or security, our approach demon-
strates improvements across latency, through-
put, and energy efficiency, making it scalable
for diverse IoT environments.

e By designing for heterogeneous IoT networks,
the proposed architecture adapts to varied
device capacities while maintaining resilience
against advanced cyberattacks, something ex-
isting methods either overlook or address only
partially.

3. Proposed methodology

In this paper, we designed a novel security archi-
tecture for IoT edge devices by integrating light-
weight virtualization with Trusted Execution En-
vironments (TEEs). The methodology involved
leveraging ARM TrustZone technology to create
a secure execution environment, ensuring that the
stringent real-time performance requirements of
industrial IoT applications are met. Our architec-
ture employed lightweight virtualization to isolate
critical processes and secure them from potential
threats, while TEEs provided a fortified environ-
ment for executing sensitive operations. The in-
tegration was designed to minimize the overhead
on system resources, particularly in terms of la-
tency and computational load, which are critical
in resource-constrained loT environments. We
implemented and tested this architecture across
various scenarios to measure its effectiveness in
maintaining security without compromising on
performance. Figure 1 represents the proposed
TEE + LV architecture.
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Table 1. Summary of findings, key highlights, and limitations of Various TEE-related research efforts in
related works

Study Author ‘Work on the study Key Highlights of work Limitations
K A fi k ili isolati
w0 eyston.e n open framewor Utilizes memory isolation Lacks detailed
Lee D et al. for architecting trusted and programmable layers .
. . performance metrics
execution environments under untrusted components
. Lacks cryptographic
Enables distinct 1 . .
31 Bahmani R CURE: Secure TEE SoC fables distinct enclaves algorithm acceleration,
. and independent resource . .
et al. Design . affecting encryption
allocation ;
efficiency
HECTOR-V: A heterogeneous Maintains data flow integrity Complexity in
39 Nasahl P . . . .
ot al CPU architecture for a secure and restricts I/O access rights managing 1/O access
’ RISC-V execution environment  using a secure co-processor rights
. Costan V Sanctl{m: Minimal hardware Provifies strong software Limited to specific
extensions for strong software isolation to resist memory
et al. . . attack patterns
isolation access pattern attacks
PU-FPGA PU-FPGA
34 . SGX-FPGA: FPGA-based Secures CPU-FPG CPUTPGA
Xia K et al. TEE communication via PCle arrangement limits
interface system adaptability
Memory Encryption Support Enhances core security Not fully integrated
35 Cilardo A for an FPGA-based RISC-V using the Chacha cryptographic with Physical Memory
Implementation method Protection (PMP)
On the integration of physically .
36 Aitchison C unclonable functions into ARM Generates unique ra ndom . FPGA implementation
et al TrustZone securit; responses through interaction limits scalabilit
’ y with ARM TrustZone Y
technology
BYOTEE: Towards building Uses adjustable hardware and . -
37 Armanuzzaman M . Requires significant
ot al own trusted execution software Trusted resource allocation
’ environments using FPGA Computing Bases (TCBs)
SeVNoC: Security validation Detects security flaws in Focused mainly on
38 Meng X et al. of system-on-chip designs with ~ IP communication in SoC NoC architecture
NoC fabrics designs using NoC architecture  vulnerabilities
OTS scheme-based secure Addresses smart application Potential resource
39 Singh SK et al. architecture for energy-efficient  security challenges in edge overhead during
IoT in edge infrastructure infrastructures implementation
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Figure 1. Proposed TEE + LV architecture

A unique approach secures IoT edge devices
using lightweight virtualization, TEEs, and per-
formance optimization. This solution solves se-
curity and privacy issues across EC-assisted IoT
network layers. Lightweight virtualization pro-
tects critical tasks from malware. To safeguard
essential data, TEEs protect sensitive operations

even if the underlying system is compromised.
The method also includes advanced jamming and
DDoS mitigation to maintain network stability.
Methods safeguard data from physical manipu-
lation, eavesdropping, and side-channel attacks.
To secure data and avoid routing and forgery
attacks, communication protocols are tightened.
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Enhancing loT Edge Device Security and Performance
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Figure 2. Structured and comprehensive approach to enhancing the security and performance of IoT edge

devices

This comprehensive method optimizes IoT edge
device security and performance to address rising
IoT network risks. A new strategy was employed

across all components of the system. Ensure the
architecture fits these requirements:

n
to protect and optimize an IoT edge device net- Aopt = armmin ( E (Li + 1 +E —-5S)) (1)
N . . o A 4 T;
work using lightweight virtualization and TEEs. i=1 ¢

Each task in these tiers is isolated via lightweight
virtualization, reducing the attack surface and
limiting unauthorized access. Figure 2 represents
the structured and comprehensive approach to en-
hancing the security and performance of IoT edge
devices.

3.1. System requirements

Key performance indicators (KPIs) for the sys-
tem determine performance and security levels:
(i) latency (L), (ii) throughput (T), (iii) energy
Consumption (E), and (iv) security.

3.2. System architecture optimization

This optimization function defines the best ar-
chitecture (Ayp) by minimizing latency (L;),
maximizing throughput (7;), minimizing energy
consumption (E;), and maximizing security (S;)

Each performance factor contributes additively to
the optimization objective. Further, the security
improvements are modeled as reducing the “cost”
of the architecture. In view of simplification, lin-
ear aggregation is assumed for modeling. Equa-
tion (1) provides a structured way to evaluate
different IoT edge device configurations, ensur-
ing that security and performance trade-offs are
balanced.

3.3. Resource allocation with lightweight
virtualization

The allocation model ensures fair distribution of
resources among n virtualized instances. The
equation for resource allocation using lightweight
virtualization is expressed as follows:

n
Rtotal - Zi:l Rused,i
n

(2)

Ralloc =
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where Rgjoc represents the allocated resources
per virtualized instance; Riyq indicates the to-
tal available resources; Ryseq; represents the re-
sources used by the i instance; n represents the
total number of instances. There are two general
assumptions are often considered in resource allo-
cation. First, the total resources available are fi-
nite and divisible. Second, workloads are assumed
to have comparable demand. Efficient resource
allocation is particularly critical for constrained
IoT devices, as it ensures fairness and prevents
a single task from monopolizing limited resources
such as CPU, memory, or network bandwidth.

3.4. Security enhancement from TEE
integration

Security after TEE integration depends on three
variables: secure operation time (Tge.), encryp-
tion key strength (Kcp.), and TEE processing
power (Prgg). The calculation of the security en-
hancement provided by TEE integration is given
below

STEE' = f(Tsea KenCa PTEE) (3)

Here, a stronger encryption key directly enhances
security, and more powerful TEEs increase isola-
tion and reduce vulnerability. This equation high-
lights how hardware-assisted isolation adds mea-
surable security benefits to IoT edge systems.

3.5. Performance optimization

This optimization seeks the configuration that
maximizes throughput while minimizing latency
and energy usage. To optimize the system perfor-
mance:

Popt =arm mgx (Ttotal - Ltotal - Etotal) (4)

where P, represents the optimal performance
configuration; Tiotar, Litotal, and Fipq represent
the total throughput, latency, and energy con-
sumption, respectively. Equal weighting is given
to throughput, latency, and energy. We consider
that the non-linear effects (e.g., resource con-
tention) are not modeled. As a result, this di-
rectly links to real-time IoT applications, where
minimizing delay and energy while maximizing
data handling capacity is essential.

3.6. System testing quality

Equal weighting is given to throughput, latency,
and energy. We consider that the non-linear of
the average of performance (P ;) and security

(Stest,i) scores across test scenarios gives an over-
all quality metric. To assess the system’s perfor-
mance and security under testing:

Z?:l (Ptest,i + Stest,i)
n

Qtest = (5)

Equal weighting is given to throughput, latency,
and energy. We consider that the non-linear effect
in this estimation, the performance, and the secu-
rity are equally weighted. Tests are independent
and repeatable. Also, it provides a single evalu-
ation score for comparing test runs and guiding
design refinements.

3.7. Iterative Refinement

These ratios measure percentage improvement in
performance and security over iterations. To iter-
atively refine the system:

Pnew - Snew -

Py
6
Pyq Sold ©)

where AP and AS represent the improvements in
performance and security, respectively; Py ,and
Snew represent the new performance and security
levels; P4, and S, represent the previous per-
formance and security levels. This allows iterative
tuning of IoT edge security frameworks, ensur-
ing each refinement improves system performance
with the following assumptions. Performance and
security metrics are normalized and comparable.
Its previous states are accurate baselines.

Sold

3.8. Deployment cost

The optimal deployment strategy minimizes com-
bined financial cost (Cgeploy) and time (Tyepioy)-
To deploy the system based on optimized config-
urations, the following is given below:

Ddeploy =nmin ( C(deploy + Tdeploy ) (7)

where Dgepioy represents the deployment cost.
In this estimation, the cost and time can be
added linearly, and other non-monetary deploy-
ment risks are not included. Deployment feasi-
bility is often constrained by budget and time-to-
market, so this equation reflects practical rollout
considerations.

3.9. System monitoring and maintenance

The monitoring and maintenance process is de-
signed to ensure continuous accuracy and re-
silience of the proposed architecture. In our study,
monitoring effectiveness is evaluated using Equa-
tion (8) as given below

Z?:l (Pmon,i + Smon,i)
n

Meyy = (8)
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where both performance (Ppon,i) and security
(Smon,i) levels are averaged across multiple mon-
itored instances. This process includes real-time
tracking of latency, throughput, and energy con-
sumption alongside security validations such as
remote attestation and cryptographic verification.

To validate accuracy, extensive MATLAB
simulations were conducted under varying net-
work loads (up to 1000 iterations). The re-
sults showed deviations of less than +5% between
predicted and observed metrics, confirming the
robustness of the monitoring framework. Fur-
thermore, maintenance is handled through iter-
ative refinement (Ap, Ag, Equation 6), enabling
configuration adjustments and corrective actions
when anomalies are detected. Remote attestation
and secure patching mechanisms ensure that IoT
edge devices remain trustworthy over time. This
integrated process provides an accurate, adaptive,
and secure lifecycle management approach for IoT
edge devices. Figure 3 illustrates the monitor-
ing and maintenance workflow adopted in this
study, highlighting data collection, evaluation, re-
finement, and maintenance actions.

3.10. Throughput

Throughput (T') is the rate at which data are
successfully transmitted or processed over a net-
work. It measures system efficiency in terms of
completed tasks per unit time.

(R (9)

7fCO'f’)’L —"_ tprocess

where T indicates the total data size in bits; f.om
and ?process represents the communication time
between the source and sink node and process-
ing time at the intermediate node or sink, respec-
tively.

3.11. Latency

Latency (L) defines the cumulative delay experi-
enced by the data/task from source to sink. Fur-
thermore, it identifies the system response by the
total time consumption for a data packet to travel
from the source to a sink node.

L= tirans + tqueue + 7fprocess + tprop (10)

where tirans and tgyeue indicate the transmission
and queuing delay between source and sink node,
respectively; t,,0p represents the propagation de-
lay of the signal on the IoT network.

3.12. Energy consumption

Energy consumption (Jy;s) estimates the require-
ment of power to complete the task in an IoT

system. Further, it is crucial in battery-powered
devices like IoT sensors.

Jdis = U(Jelec + Jamp) (11)

where Jeee and Jypmp represent the energy re-
quired to send a single bit and receive a single
bit, respectively. U denotes the number of bits in
the message.

3.13. Selective proposed approaches

This paper presents a comprehensive security
framework for IoT edge devices using light-
weight virtualization and trusted execution envi-
ronments.

3.13.1. Architectural design

The suggested architecture uses ARM TrustZone
technology to shield important operations from
susceptible system elements. This protects sensi-
tive processes from unwanted access and tamper-
ing, even in a system breach. To secure IoT edge
devices, the proposed security architecture uses
lightweight virtualization and upgraded TEEs.
The architecture uses ARM TrustZone technology
to separate CPU execution. A virtualized layer
secures execution across application domains, bol-
stering this architecture.

3.13.2. Lightweight virtualization

IoT edge devices separate and manage workloads
using lightweight virtualization. Process com-
partmentalization in secure, virtualized settings
reduces the attack surface. This strategy mini-
mizes system latency and resource use in resource-
constrained contexts, unlike full virtualization.
Lightweight Virtualization layer: an IoT edge de-
vice’s lightweight hypervisor manages VM genera-
tion and operation. A breach of one program does
not affect others since this virtualization layer iso-
lates them. Using TrustZone, the hypervisor func-
tions securely. Figure 4 represents the enhance-
ments of [oT edge device security and efficiency
with a lightweight virtualization approach.
TrustZone divides the CPU into secure and in-
secure areas. Security-critical code and data are
isolated from non-secure attackers in the secure
world, which handles sensitive activities and cryp-
tographic processes. ARM TrustZone-integrated
TEEs protect critical data and operations with
hardware-enforced security. The architecture iso-
lates certain processes in a trusted environment
to secure crucial tasks even if the main system
is compromised. Secure communication between
IoT edge devices and cloud services is achieved by
developing better security protocols. These pro-
tocols encrypt and authenticate devices sending
data from the edge to the cloud, preventing data
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Figure 4. Enhancements of IoT edge device security and efficiency with a lightweight virtualization approach

breaches. Performance improvement is crucial to
making the suggested security architecture viable
in industrial IoT applications. Lightweight virtu-
alization reduces overhead to fulfill industrial IoT
real-time performance needs.

3.13.3. Layers of trust mechanisms

The suggested architecture relies on trust mecha-
nisms to secure the hardware and application lay-
ers. In a secure boost, IoT edge devices boot only
with trusted firmware and applications. Using
TrustZone keys, this process cryptographically
verifies the bootloader, OS, and applications. The
remote attestation allows a central server or cloud

service to validate IoT edge device integrity and
security. Attestation verifies that the device is
working properly and securely. The secure world-
managed keys encrypt IoT edge device data at
rest. This protects sensitive data even if the non-
secure world is compromised. Figure 5 represents
the layers of trust mechanisms.

3.13.4. Performance assessment

System performance, particularly latency and re-
source utilization, is used to evaluate the pro-
posed architecture. These performance measures
are considered:
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e System latency (T): The time delay introduced
by the security measures is a critical factor. The
total system latency (Tiotq) is given by

Ttotal = Tbase + Tsec,wld + Tvir,oh (12)

where Tpqse represents the inherent latency of
the IoT edge device without security measures,
and Tgec wig and T on indicate the latency
added by the operations in the secure world and
the overhead introduced by the lightweight vir-
tualization layer, respectively.

e Resource Utilization (U): The system’s resource
utilization is measured to ensure the architec-
ture does not excessively consume CPU, mem-
ory, or energy resources. The resource utiliza-
tion Uy, is calculated as

Utot = UCPU + Umy + Uengy (13)

where Uy, represents the utilization due to se-
curity and virtualization operations; U,,, indi-
cates the additional memory usage introduced
by the secure world and virtualization layer;
and Upgpgy represents the energy consumption,
which must remain within acceptable limits for
battery-powered IoT edge devices.

4. Experimental results and discussion

Protecting the IoT edge devices is posing a chal-
lenge for developers, researchers, and industry
professionals due to the variety and volume of
threats they face. In this simulation-based exper-
imental study, MATLAB is used to compare the
performance of traditional security frameworks
with an architecture combining lightweight vir-
tualization (LV) and trusted execution environ-
ments (TEE) for IoT edge devices. MATLAB
models and scripts were developed to simulate
network performance, energy consumption, and
latency. The results showed that the integration

of LV and TEE significantly improved system ef-
ficiency.

In MATLAB, a secure environment can be
simulated by defining separate execution flows for
sensitive operations. Functions or models can be
written for trusted operations such as encryption,
authentication, or secure communication. MAT-
LAB can be used to simulate an encrypted com-
munication model by implementing a secure chan-
nel for encryption, ensuring that all sensitive op-
erations are performed within the isolated frame-
work of the TEE. Furthermore, an alternative set
of functions or models can be defined to repre-
sent the non-secure environment, where general
or untrusted applications run. These could be
represented in MATLAB by modeling normal ap-
plication processes that lack high security mea-
sures. Simulating an insecure data transmission
scenario without encryption would fall into this
category, allowing comparison with secure pro-
cesses. Table 2 represents the comparison of the
proposed method’s performance (TEE, LV, TEE
& LV) against existing methods for IoT Edge De-
vices (maximum rounds: 1000)

Table 2. Comparison of the proposed method’s
performance (TEE, LV, TEE & LV) against existing
methods for IoT edge devices (1000 rounds)

Through-

Study Latency put CEnerg>:]
(ms) (kbps) ons. (J)
25 250 550 15
26 220 590 13
27 185 620 10
34 170 650 9.5
38 155 650 9.2
39 165 680 9
HLA with TEE 130 720 8
HLA with LV 135 730 7.5
HLA with TEE and LV 125 750 7
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4.1. Performance analysis of trusted
execution environments (TEEs)

Trusted execution environments (TEEs) provide
an isolated area within a device’s processor, and
their performance is key to IoT security. Sim-
ulations were performed in MATLAB to ana-
lyze various aspects of TEE performance, such
as latency and real-time throughput. Integrat-
ing ARM TrustZone into the MATLAB simula-
tion setup showed a reduction in latency. Fig-
ure 6a arepresents the integration of the ARM
TrustZone, which reduces the 20.71% average la-
tency reduction over existing methods. Figures 6b
and 6c¢ indicate 8.64% of average throughput im-
provement and 12.65% of energy consumption re-
duction against existing methods. Figure 6 rep-
resents the comparison of HLE with TEE for la-
tency and through the energy consumption.

4.2. Performance analysis of lightweight
virtualization (LV)

Lightweight virtualization (LV) is an efficient so-
lution for isolating workloads on IoT devices with-
out the resource overhead associated with tradi-
tional virtualization. Figure 7 represents the com-
parison of HLE with LV over existing methods.
The impact of LV on system performance focuses
on aspects such as latency, throughput, and en-
ergy consumption. Simulations demonstrate the
LV with TEE, the reduced latency from 200-250
ms (using traditional systems) to 120-140 ms,
making it ideal for real-time IoT applications.
Throughput increased from 500-600 to 700-800
Kbps, confirming that LV effectively improves re-
source utilization and performance. As a result,
Figure 7a a represents the integration of the ARM
TrustZone, which reduces the 30.68% average la-
tency reduction over existing methods. Figures 7b
and T7c indicate 10.48% of average throughput
improvement and 22.46% of energy consumption
reduction against existing methods.

4.3. Proposed methodology using LV and
TEEs

In the proposed architecture, ARM TrustZone is
used to integrate the TEE in MATLAB simula-
tions. Figure 8 represents the comparison of HLE
with LV and TEE for latency and through the en-
ergy consumption. The simulation models secure
isolation through ARM TrustZone for sensitive
operations such as encryption and secure com-
munication. The built-in encryption functions
(such as crypt or AES) are adopted to simulate se-
cure communication channels, demonstrating how
ARM TrustZone isolates trusted operations from

unsecured ones. The lightweight virtualization
layer is simulated with the testbed to ensure ef-
ficient execution of multiple isolated workloads
with minimal overhead. Figure 8a represents the
integration of the ARM TrustZone, which reduces
the 40.93% average latency reduction over exist-
ing methods. Figure 8b and Figure 8c indicate
19.95% of average throughput improvement and
33.65% of energy consumption reduction against
existing methods.

4.3.1. Analysis of proposed approach over
scalability, overhead, and resilience to
attacks

Scalability is an essential feature for IoT net-

works, and the proposed system shows a high level

of adaptability. Unlike current methods, which
are often restricted by network size and device
capacity, the proposed architecture is highly scal-
able and can easily expand as IoT networks grow.
This flexibility makes it an ideal choice for evolv-
ing [oT ecosystems. Resource utilization is an-
other area where the proposed method demon-
strates efficiency. The existing systems consume
around 75-85% of resources, but the proposed ar-
chitecture reduces this to 60-70%. By managing

CPU, memory, and other resources more effec-

tively, the new method enhances overall system

performance and ensures that resources are used
optimally without wastage.

In terms of overhead, the proposed method
significantly reduces the additional burden asso-
ciated with virtualization and security processes.
While traditional methods generate an overhead
of 20-25%, the proposed approach lowers this
to 10-15%, allowing IoT edge devices to main-
tain performance without suffering from perfor-
mance degradation due to excessive overhead.
The proposed method enhances resilience to at-
tacks. While existing methods offer only moder-
ate resilience, the new system provides a much
higher level of protection by securely isolating
sensitive tasks and compartmentalizing workloads
through TEEs and LV. Table 3 indicates the com-
parison of the proposed approach over scalability,
overhead, and resilience to attacks.

Beyond the primary performance indicators of
latency, throughput, and energy consumption, it
is also essential to evaluate the proposed architec-
ture in terms of scalability, resilience to emerg-
ing cyberattacks, and the trade-offs between se-
curity and computational overhead. The results
demonstrate that the combined LV and TEE ap-
proach is highly scalable, supporting expansion
across heterogeneous IoT networks without sig-
nificant degradation in system efficiency. Re-
silience is further strengthened through isolation
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Table 3. Comparison of the proposed approach over scalability, overhead, and resilience to attacks
Existin HLA
. & HLA HLA :
Metrics Approaches ' i1 TEE  with LV with
25—-27,34, 38,39 TEE and LV
Limited to
Scalability specific Moderate  Moderate High
IoT n/w
Overhead (%) 20-25 15-20 15-20 10-15
Resilience to Attacks Moderate High Moderate Very High
Resource
75—85 65—75 65—75 60-70

Utilization (%)

of sensitive processes and workload compartmen-
talization, ensuring robust defense against mal-
ware, side-channel attacks, and unauthorized ac-
cess attempts. Importantly, the trade-off be-
tween security and overhead has been carefully
optimized: while conventional methods introduce
an overhead of 20-25%, the proposed system re-
duces this to 10-15%, thereby maintaining real-
time responsiveness in resource-constrained envi-
ronments. This balance highlights the suitabil-
ity of our approach for large-scale, performance-
sensitive IoT deployments.
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4.3.2. Analysis of the overall performance of
the proposed approach

The latency metric, which measures the time de-
lay introduced by each method, shows that the
combination of TEE and LV in HLA results in
the lowest latency, approximately 125 ms. This
demonstrates the efficiency of the combined ap-
proach in reducing processing delays. In con-
trast, the use of HLA with TEE alone produces
a latency of around 130 ms, while HLA with LV
alone leads to a slightly higher latency of 135 ms.
Although all methods show acceptable latency
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for real-time applications, the combined approach
clearly outperforms the others in minimizing de-
lays, making it more suitable for applications that
require immediate responses. For throughput,
which represents the data transfer rate, the com-
bined method of TEE and LV again delivers supe-
rior performance, achieving a throughput of 750
Kbps. This indicates that the combined approach
can handle larger volumes of data more efficiently
compared to the standalone methods. HLA with
LV provides a throughput of 730 Kbps, while HLA
with TEE alone reaches 720 Kbps. The higher
throughput of the combined approach is likely due
to the optimized management of resources and re-
duced overhead, which allows for faster and more
efficient data handling.

Regarding energy consumption, the combined
HLA with TEE and LV demonstrates the lowest
energy usage, consuming only 7 J. This highlights
the energy efficiency of the combined approach,
making it particularly beneficial for resource-
constrained IoT devices, such as those that rely on
battery power. The standalone methods exhibit
slightly higher energy consumption, with HLA
with LV consuming 7.5 J and HLA with TEE us-
ing 8 J. This reduction in energy consumption
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for the combined approach suggests that it op-
timizes resource allocation and minimizes unnec-
essary processing, leading to longer battery life
and reduced operational costs. The combined ap-
proach of HLA with TEE and LV offers the best
balance across all three metricsa€” lowest latency,
highest throughput, and lowest energy consump-
tion. This makes it the most efficient and effective
method for securing IoT edge devices while main-
taining high performance and energy efficiency.
Figure 9 represents the comparison of HLE with
TV, HLE with LV, and HLA with LV & TEE
for latency and through the energy consumption,
respectively.

Lightweight virtualization (LV) and trusted
execution environments (TEEs) improve IoT edge
device security, but they also raise various difficul-
ties that need more discussion. This study showed
that LV and TEEs improve IoT edge device se-
curity and performance by providing a more re-
silient and adaptable architecture that can mit-
igate malware assaults, illegal access, and data
breaches. To maximize this approach’s poten-
tial, some constraints must be overcome. This
analysis recognized the architecture’s reliance on
trusted device security as a major problem. These
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trusted devices are crucial to the system’s secu-

rity; if they’re compromised, it could be compro- 12
mised. TEEs provide a robust layer of protection,

but advanced assaults can still succeed; therefore,
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future research must focus on establishing more
resilient security methods. Lightweight virtual-
ization also increases resource consumption and
delays, especially in resource-constrained environ-
ments. LV is flexible and scalable; however, edge
nodes with low processing capability may cause
performance bottlenecks. Future research should
eliminate these overheads to enable LV deploy-
ment in resource-limited IoT contexts. More thor-
ough ToT edge security testing and assessment
frameworks are needed in the future. This study’s
prototype results match the proposed design, but
more testing in real-world circumstances is needed
to prove the architecture’s robustness and reliabil-
ity. This involves studying how temperature and
aging affect system performance and reliability.
Advanced security features like hardware-assisted
random number generation (RNG) and physically
unclonable functions (PUFs) offer new ways to
secure loT edge devices. However, implementing
these capabilities can be difficult due to acquir-
ing infrastructure complexity, cost, and reliability
difficulties. Future research should improve these
technologies to make them more feasible and cost-
effective for IoT adoption.

4.3.3. Discussion on deployment implications
across domains

Beyond the experimental performance results,
the deployment of LV and TEE-based architec-
tures has significant implications across diverse
IoT domains. In industrial IoT (IIoT), real-time
decision-making in applications such as predic-
tive maintenance, robotic control, and process
automation demands ultra-low latency and high
resilience. Our architecture addresses these re-
quirements, but practical deployment must also
consider legacy equipment integration and re-
source bottlenecks under heterogeneous device
settings. In healthcare and the Internet of Med-
ical Things (IoMT), secure edge processing en-
sures privacy-preserving handling of sensitive pa-
tient data and supports life-critical applications
such as remote monitoring and emergency re-
sponse. However, compliance with regulatory
frameworks (e.g., HIPAA, GDPR), interoperabil-
ity across device vendors, and the catastrophic
consequences of system compromise represent
critical constraints. In smart cities, applica-
tions such as intelligent transportation, surveil-
lance, and energy management require scalable,
fault-tolerant infrastructures. The proposed ap-
proach enhances resilience to attacks and ensures
compartmentalized task execution, yet challenges
such as device density, dynamic traffic patterns,
and the risk of large-scale denial-of-service failures
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remain open concerns. Thus, while our architec-
ture advances IoT edge security and performance,
these domain-specific factors highlight the impor-
tance of real-world validation under practical de-
ployment conditions.

4.4. Advantages over previous approaches

The integration of Lightweight Virtualization
(LV) and Trusted Execution Environments (TEE)
offers clear advantages compared to earlier ap-
proaches that relied on either technology in iso-
lation. First, the combined architecture signif-
icantly improves performance metrics, achieving
a 40.93% reduction in latency, a 19.95% increase
in throughput, and a 33.65% reduction in energy
consumption over existing frameworks. While
previous TEE-based works provided strong isola-
tion, they often introduced higher overhead (20—
25%), and virtualization-only methods lacked ro-
bust hardware-enforced security. Our approach
reduces overhead to 10-15% while maintain-
ing real-time performance. Second, the dual-
layer defense enhances security resilience, as LV
ensures workload isolation while TEE provides
hardware-backed protection for sensitive opera-
tions, thereby mitigating a wider spectrum of at-
tacks, including side-channel exploits and mal-
ware injection. Third, the architecture demon-
strates greater scalability and adaptability, reduc-
ing resource utilization to 60-70% compared to
75-85% in prior works, making it better suited
for battery-powered loT devices. Finally, this in-
tegration improves cost-effectiveness by lowering
both resource consumption and energy usage, en-
abling sustainable deployment in large-scale IoT
ecosystems.

4.5. Managerial implications

The findings of this research provide several
important implications for managers, industry
leaders, and policymakers overseeing IoT-enabled
ecosystems:

(1) The proposed architecture offers a robust
defense against cyber threats by integrat-
ing LV and TEEs. Managers in critical
sectors such as healthcare, smart cities,
and industrial automation can leverage
this to build trust with stakeholders and
strengthen compliance with data protec-
tion regulations.

The architecture supports seamless ex-
pansion of IoT networks with minimal
overhead. This provides managers with
a cost-effective pathway to scale opera-
tions without compromising security or ef-
ficiency.
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(3) Trust mechanisms such as secure boot and
remote attestation enhance the organiza-
tiona€™s ability to meet compliance re-
quirements (e.g., GDPR, critical infras-
tructure standards). This reduces legal
and reputational risks while improving re-
silience to cyberattacks.

As edge computing becomes the founda-
tion of next-generation loT, managers can
utilize these insights to prioritize invest-
ments in lightweight, secure, and scalable
edge technologies that future-proof their
infrastructure.

In essence, the contribution of this research ex-
tends beyond technical innovation by providing
managers with actionable strategies to enhance
security, reduce costs, comply with regulations,
and achieve sustainable growth in IoT-driven in-
dustries.

5. Conclusions

In conclusion, the integration of lightweight vir-
tualization (LV) and trusted execution environ-
ments (TEEs) significantly enhances the security
and performance of IoT edge devices. The pro-
posed method, which combines both LV and TEE,
offers clear improvements in key metrics such as
latency with 40.93% reduction, throughput with
a 19.95% improvement, and energy consumption
with a 33.65% reduction. As demonstrated, the
combination of LV and TEE results in lower la-
tency, higher throughput, and reduced energy
consumption compared to using either technique
individually. This makes the combined approach
particularly well-suited for IoT edge devices that
require real-time processing and efficient resource
management. Fdge computing, when supported
by LV and TEE, enables IoT applications to op-
erate with ultra-low latency and optimized secu-
rity, positioning the edge layer as the backbone
of future IoT ecosystems. By bringing cloud-
based services closer to the network, edge com-
puting not only improves mobility and location
awareness but also strengthens the real-time per-
formance of IoT applications. This research has
provided a detailed comparison of existing cloud-
based and edge-based paradigms, demonstrating
how edge computing can address the limitations
of traditional IoT systems, particularly when cou-
pled with advanced virtualization and security so-
lutions. While the integration of lightweight vir-
tualization and TEEs represents a significant step
forward, certain challenges remain. The need for
further research in areas such as efficient resource
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management, dynamic task scheduling, and scala-
bility is evident. Additionally, the ability to main-
tain high performance across increasingly com-
plex and resource-constrained environments will
be crucial as IoT networks continue to expand.
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