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Distributed denial-of-service (DDoS) attacks have become a major threat to the
stability of critical infrastructure networks, where even short service disruptions
can lead to severe operational and economic consequences. To better capture the
complex dynamics of these attacks, we extend an existing epidemic-based DDoS
model by employing the fractal-fractional (FF) Atangana—Baleanu (AB) operator,
which effectively accounts for memory effects, network heterogeneity, and irregular
traffic patterns commonly observed in cyber environments. Within this framework,
we establish the existence and uniqueness of solutions and examine the Ulam—
Hyers stability of the proposed system. The local stability of both infection-free
and endemic equilibria is assessed to identify the conditions under which the
network can maintain normal operation. Numerical simulations are performed
using the Adams—Bashforth method for various combinations of fractional and
fractal orders. The results show that the FFAB formulation captures slower
decay, extended memory, and more realistic transient dynamics than its classical
counterpart. These findings demonstrate that incorporating FF dynamics offers a
more flexible and accurate representation of DDoS propagation and quarantine-
based mitigation, providing valuable insights for enhancing the resilience of modern
cyber-infrastructure systems.
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1. Introduction

opment, making their reliability indispensable.?
As information and communication technologies

In the modern era, the progress of nations and
the well-being of societies depend largely on the
security and uninterrupted operation of critical
infrastructures (CIs). Power and energy systems,
communication networks, transportation routes,
banking and financial services, water distribution,
medical facilities, industrial production, defense,
and emergency response systems are examples
of these infrastructures. Together, they form the
essential framework that supports national devel-

have advanced, many of these sectors have be-
come increasingly interconnected and dependent
on internet-based control and monitoring systems.
This growing reliance has also widened the expo-
sure of CIs to a variety of cyber risks.?
Contemporary cyber-attacks are capable of dis-
rupting entire networks or targeting specific com-
ponents such as supervisory control and data
acquisition units, process controllers, and dis-
tributed control modules.® These occurrences
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pose a threat to the availability, confidentiality,
and integrity of vital services, and in extreme cir-
cumstances, they may escalate into more serious
security crises. Due to the intricate connections
between these infrastructures, a disruption in one
area might spread to others and, in certain situa-
tions, even affect several nations that have similar
cybersecurity policies. This has made cybersecu-
rity a major national and worldwide concern.*

Distributed attacks are one of the most com-
mon types of cyber threats. A distributed denial-
of-service (DDoS) attack is a notable example,
where attackers compromise numerous devices,
often through malware hidden in email attach-
ments, applications, or media files, and later acti-
vate them to launch a synchronized attack on the
target.® The increasing dependence on wireless
networks has further amplified this risk, as many
wireless systems lack the strong security features
found in wired systems.® Malware spreads rapidly
through daily network activity such as email com-
munication, web browsing, software downloads,
and device sharing. Similar to biological diseases,
malicious code can propagate through the network
and infect devices at high speed.” Understanding
how malware spreads and how it can be stopped
is essential for maintaining a secure and reliable
infrastructure. Quarantine-based defense strate-
gies, inspired by disease control, isolate highly
infected nodes until they are secured, thereby
preventing further spread. The success of such
strategies has made them effective in mitigating
large-scale threats like DDoS.% 19

The development of an epidemic-style mathe-
matical model for cybersecurity has been spurred
by the comparison between the spread of mal-
ware and biological epidemics. Network devices
move between compartments like susceptible, in-
fected, quarantined, and recovered under such a
structure. The traditional models based on ordi-
nary differential equations (ODEs) have proven
effective for analyzing network vulnerability, sta-
bility, and threshold conditions for cyber-attack
scenarios. '

By enabling the differentiation and integration
of non-integer orders, fractional calculus (FC) ex-
pands on classical calculus. Unlike integer-order
models, which typically capture only instanta-
neous rates of change, fractional models incorpo-
rate long-term memory and hereditary character-
istics. This enables fractional systems to reflect
the influence of past state on present behavior,
making FC particularly suitable for modeling pro-
cesses where history plays a decisive role.1?1°
Over time, many different forms of fractional
derivatives have been proposed in an effort to

more accurately describe systems with memory-
dependent behavior.

Classical operators include the conformable
derivatives, '®  Griinwald-Letnikov,!” Caputo-
Fabrizio,'® Caputo,® Hadamard,?® and Erdélyi-
Kober.?! Every derivative has unique mathemat-
ical properties that determine its suitability for
specific applications. For example, the Caputo
derivative offers physically meaningful initial con-
ditions, and conformable derivatives ensure classi-
cal derivative behavior when the order approaches
unity. Despite their advantages, several tradi-
tional formulations face limitations, including sin-
gular kernels, difficulties in handling physical ini-
tial constraints, and a restricted ability to capture
nonlinear memory effects present in many nat-
ural phenomena. These limitations have encour-
aged the development of more general and flexible
frameworks capable of representing complex sys-
tems more faithfully. Among these, the Atangana—
Baleanu (AB) derivative has gained particular at-
tention due to its non-singular, non-local Mittag-
Leffler kernel, which provides smoother memory
effects and improved stability in modeling dy-
namic processes. 22 24

Further advancement came with the develop-
ment of fractal-fractional (FF) operators, which
combine fractional differentiation with fractal
dimensions.?® This allows the modeling of sys-
tems in which both historical dependence and
irregular, non-smooth structures are present. FF
models have shown strong suitability in systems
such as viscoelastic materials, 2527 environmental
dynamics,?® signal propagation, biological pro-
cesses, 2933 and other phenomena where classical
or standard fractional operators may not fully
capture system complexity. 34-36

In cybersecurity research, epidemic modeling
of DDoS attacks has gained traction in recent
years. Zaeem et al.3” presented an epidemic-based
DDoS model in which CI nodes were categorized
into susceptible, infected, quarantined, and recov-
ered compartments. Their study utilized synthetic
data, Adams numerical solvers, and nonlinear au-
toregressive machine learning networks to analyze
the effects of seclusion strategies and understand
infection, quarantine efficiency, and recovery con-
ditions. The performance of their approach was
validated through extensive simulation and con-
vergence analysis using statistical metrics, error
histograms, correlation analysis, and compara-
tive evaluation against other back propagation
learning schemes.

Similarly, Rao et al.?® proposed a quarantine-
based DDoS defense model for CI networks. Their
study examined whether quarantining compro-
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mised nodes could minimize malware spread and
maintain network operation during active attacks.
Through stability analysis at infection-free and
endemic equilibria along with numerical simula-
tions, they demonstrated that quarantine can sig-
nificantly reduce attack propagation and improve
system resilience. Pham et al.3? revisited exist-
ing continuous-time DDoS models and provided
a rigorous proof of global asymptotic stability
for both disease-free and endemic equilibria by
exploiting the cascade structure of the governing
ODE systems. Their approach offers a simpler
and more general framework for analyzing sta-
bility in a wide range of cyber-attack models.
Although these contributions highlight the value
of epidemic models in cyber-defense, the existing
literature has heavily relied on classical, integer-
order differential systems. Such formulations do
not account for the combined effects of long-range
memory and fractal irregularities that naturally
arise in real network traffic. This leaves a clear
gap in constructing models that more accurately
capture the complex dynamics of DDoS propa-
gation. To the best of our knowledge, no prior
work has extended or modified this epidemic type
DDoS model using the FFAB operator.

Motivated by these developments, the present
work reformulates the DDoS epidemic model us-
ing the FFAB derivative. In this framework, we
establish the existence and uniqueness of the so-
lution, analyze Ulam-Hyers (UH) stability, and
further employ the Adams-Bashforth method*°
to perform simulations for various combinations
of fractional and fractal orders. This enables a
more realistic and flexible representation of attack
dynamics and defense mechanisms in complex cy-
ber environments.

From a cybersecurity perspective, the frac-
tional order component of the proposed model
represents the long-term memory and persistence
of DDoS attack traffic, capturing delayed mit-
igation effects caused by filtering latency, net-
work congestion, and adaptive defense mecha-
nisms. Lower fractional order values correspond
to a stronger influence of past attack activity, re-
flecting sustained or recurring attack behaviors
observed in real-world networks. The fractal com-
ponent accounts for network heterogeneity and
irregular traffic patterns arising from distributed
botnets and non-uniform network topologies. By
incorporating both effects, the proposed FF for-
mulation provides a physically meaningful and
interpretable framework for analyzing delayed re-
sponses and persistent attack dynamics, thereby
enhancing its applicability to cybersecurity de-
fense and engineering decision-making.

2. Preliminaries

This section presents the essential definitions re-
quired for the present study. These concepts form
the foundation for a more detailed investigation
of FFAB operators. 2°

Definition 2.1. The FF derivative of the function
y (t), with fractional order #; and fractal order 65,
defined in the Caputo sense with Mittag—Leffler
kernel, is given as follows?®:

AG) d [
- (1—91)dt92/0 y(s)

X exp (-1 ﬁlel (t — s)) ds (1)

where 0 < 61,02, < l,and A(0) =A(1) =1.
Definition 2.2. The FFAB integral of y (¢), with
fractional order #; and fractal order 6s, is given
as follows25:

01,0
OFFABDtl Qy(t) _

0105
A(01)T (6h)

t
X / g0>1 (t — 3)91_1 y(s)ds
0

0 _ 6,—1
RCYCEIY,
A(61)

01,0
gFABJtla 2, (t) _

y(t). (2)

3. Mathematical model and basic
assumptions

The node population in the suggested model is
divided into two categories: the target nodes and
the attacker nodes. The attacker’s main objec-
tive is to identify as many vulnerable nodes as
possible within its own population and use them
to launch attacks on the targeted group. Any
nodes impacted by a DDoS attack are cleaned,
placed under quarantine, and then returned to
the recovered class, as the overall number of the
targeted population is considered constant. This
guarantees that the target population remains
unchanged. One of the two purposes of vulnera-
ble hosts is to find other susceptible nodes. These
vulnerable nodes do not achieve permanent immu-
nity and eventually return to the susceptible class.
Given that attacks on CI may be highly disrup-
tive, the targeted network requires a significantly
stronger defense mechanism.

The formulation of the epidemic model is based
on the following considerations:

(i) The attacking nodes are grouped into four
classes: susceptible, infected, recovered, and
quarantined.
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(ii) In another scenario, the attacking nodes are
divided into two classes, namely, susceptible
and infected.

(iii) The introduction of new nodes into the sys-
tem and the natural loss of nodes not caused
by attack are assumed to be minimal and are
therefore represented by a constant term p .

(iv) Both populations follow bilinear incidence,
indicating that the spread of the attack is
proportional to the sizes of the susceptible
and infectious compartments. The infection
transmission rate is 8,the quarantine rate is
v, and the recovery rate is n.

(v) Recovered targeted nodes revert to the sus-
ceptible class at rate &;.

(vi) Infected attacking nodes return to the sus-
ceptible class at rate e.

A complete list of model parameters and vari-
ables is provided in Table 1. Based on the as-
sumptions and structure illustrated in Figure 1,
the corresponding system of ODEs is expressed
as Equations (3) and (4)38:

ds
7;: —BStI (t) +€th,
dl
d—;:BStl—VIt,
(3)
dQs
s S
dt Y =nQy,
dR
E:th — &Ry,
B 8Sal, — S + el
dt
i (4)

E:ﬁSaIa - (,u + 5) Iav

where S;+1;+Q:+R;=1 and S,+1,=1.
Equations (3) and (4), adapted from Rao et
al.,?® can be written mathematically as follows:

ds
CT;: —BSiI+er (1 = Si—L—Q,),
dl
d—tt:ﬁStI—’yIt,
(5)
Qo
dt Y=,
dl
—=n(1-I)I- I
= (1D T ()
The feasible region of Equation (5)
can be written asQ=S;,1;,Q;, 1€ R :=

{ S > O,It > 0,Q; > O,St+1t+Qt <1LI<L 1}
Using the same ICs as in the previous case,
the model is extended by replacing the classical

integer-order derivative Equation (5) with the
FFAB derivative:

g’FABDf,GSt: —BSil+e, (1—S; — L — Qq),
gFABDfﬁIt:ﬂStI — 71,

9.0
FEAB DY Q=T — nQy,

FFABDUOT —p(1 = D)1 — (u+4¢) L
(6)

The corresponding initial conditions (ICs) asso-
ciated with the above model are given as follows:

St (0) = S0, 1, (0) = Tz, Q¢ (0) = Qq, 1(0) = 1(0-)
7

3.1. Positivity of solutions

Theorem 3.1. For non-negative ICs
St (0), I,(0),Q:(0), and I(0) >0, the so-
lution of Equation (6) remains non-negative for
all t > 0.

Proof. We make use of the generalized mean
value theorem associated with the FF model
derivative.

FPABDIOS, |y — e (1-1-Q) 2 0,
FEABDOLOaT | o = BST >0,

01,02
§FAB D Qi |g—0 =71t > 0,

FFAB 01,0 _
0 D! *I1= = 0.

The non-negativity of the derivative at the
boundaries of all compartments ensures that the
solutions remain non-negative for all £ > 0.

3.2. Existence and uniqueness analysis

We now turn to the fundamental analytical results
concerning the existence and uniqueness of solu-
tions to Equation (6). These results are obtained
using a fixed-point framework. The existence and
uniqueness of the solution to Equation (8) are
established using the FFM framework. For clar-
ity, the e-epidemic DDoS model is formulated as
follows:

01,0 —_
FRABDOS, — 2, (18,),

61,0 _
()FFABDt1 2It = =2 (ta It) )

01,0 —_
[)FFAB-Dt1 th =43 (ta Qt) )

FEABDIPT = = (¢,1) .
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Table 1. Nomenclature

Symbol Description
S Nodes that are vulnerable to attack
I Nodes that are currently carrying out the attack
S, Target nodes that are susceptible to infection
I, Target nodes that have been infected
Qs Target nodes placed under quarantine
R, Targeted nodes that have been recovered
8 Infection transmission rate per contact
I Natural rate of increase and loss within the attacking node population
€ Transition rate at which infected attacking nodes return to the susceptible
class
€t Rate describing how recovered targeted nodes become susceptible once more
v Rate at which infected attacking nodes are shifted into the quarantine group
n Transition rate representing the movement of quarantined nodes into the
recovered class after treatment
Targeted Population £,
R /
> 1
ang il ) l %
jz | | L
Botnet Attacking Population
Figure 1. Schematic representation of the distributed denial-of-service attack model 3
where: by:
_ 92(1*5'1)'592 = 9192
t 92_1 01—1 =
Z1(t,8t) = =BSel+er (1 — St —1:—Qy), < Jos — ) Ei(s,5r) ds,
—_ 0>(1—61)t
=9 (t, It) = ﬁstl—ﬂt, (10) It = It (0) % (t It) + AT (0) ) (91)
B3 (t,Qt) = vLi—nQy, X ft =1 (¢t — §) 1=, (s,1,) ds,
E4(t, 1) =n(1-D)I- (u+e) L

« ft 02—1

I:I(O)+9(l 91)t

A(0v)

Qr = Qi (0) + 2U5p—=
3)9171 —

=3 (87 Qt) dS,

60,0,
24 (1) + x@irmn

Utilizing the FFAB integral operator given
in Equation (2), Equation (6) reduces to a
Volterra integral type of order 0 < 61,62 < lgiven

><ftez\l
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D=~ pagse,(1-8-4-R,).
D 4 =pAi-74.

FREDR= 74, — 1R,

FED  a=n(1-9) s —(u+2)4

Adams-Bashforth method
. 5 " for Fractal-Fractional
wmﬁmm?sm denial of Service attacks
5 E _bnht) anmdaly A model
solution
o  Ulam-Hyers stability
10F | SRR SN I IR e (<] . 22" =TS
t i g 015 SRt A
g . .N 7 m 3 " ¥ 4
s 081\ / Q > 0.10 4
c L0 | & 4
. - - e
§ 04 g . /,
5 g 005 v 3
ERTAN 3 P
00 R e s NG T S, = 0.00
0 20 40 60 80 100 0.00 0.05 0.10

Time (t)

Infectious targeted notes /,

Figure 2. Schematic workflow of the fractal-fractional Atangana—Baleanu distributed denial-of-service model

(H) :For establishing our results, we im-
pose the following conditions: Assume
thatSy, S¢, I, I, Q:, Qrand I, 1 are con-
tinuous functions satisfying the bounds,

I1Sell < pas 11l < pos Qe < pgand || < pa,
where p1, p2, p3,and pg > 0.
Theorem 3.2. Suppose that the inequality 0 <
Bps + €, < 1 is satisfied. Then, the kernel =; ad-
heres to the Lipschitz condition and constitutes
a contraction mapping.

Proof. For S; andgt, we obtain:

|21 50 = (15|
_ H — BSiI+e; (1 — Si—1; — Q)

+8SiI — & (1_St_1t_Qt> ‘

)

< (BI + ) |3 - S

9

< (Bpsa+et) Hst - St” .

Using assumption (H)and taking L1 = Bp4 +
e¢,then we have:

HEl (t,S) — =1 (t, St) H <L HSt - St” . (13)

Hence, the Lipschitz condition L is satisfied
for the kernel 7;. In addition, the inequality
0 < Bpg +e¢ < 1 shows that Z1is a contraction
mapping. In a similar manner, it can be shown
that Lo satisfies the Lipschitz condition for I;
andl;. Then, we obtain:

HEQ (t, It) — EQ (t,it> H = ||BStI—’YIt —ﬁStI + ’YL

< =y -1,

; (14)
By selecting Lo = —+, then we get:
H52 (1) — =5 (t,it>H gLQHIt—LH. (15)

We next verify that the operator L3 satisfies
the Lipschitz condition for Q; andQ;. Then, we
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obtain: Now, from Equation (10), we have
02(1—0,)t%2—1 - 0,05
St = St (0) + %:‘1 (t, St) + W
se00 = (2)

~ t _ 91
= ||[VL—nQ¢ =71 + nQ¢|| , Jo %t —s) L= (s,8:) ds,

0

<ol -0 a0
I =1, (0) + 2502 ‘(’l’ﬁ 2 (t.1) + x5t
Jos® 7 (6= 9" Ea (s, 1) ds,

By choosing L3 = 7, then we get:

Q: = Q¢ (0) + 92(1;?531; —— (t, Q) + 7]\(9911)(;2(91)

[Ean-s(ca)| < oo an o s gy

Finally, we show that the operator L, satisfies 1=1(0)+ 02(1—0,)t%2 "

a Ea () + gl
the Lipschitz condition for I andl as follows: (0:)1(61)

Jos% 71 (t =) 2y (s,1) ds,
) (20
HE4 (t,1) —E4 (tI)H =[n(1-DI-(u+e)l  with ICs, S; (0) = S, L, (0) =
Lo, Qi (0) = Qyo, 1(0) = Io.
Our focus is now turned to the following recur-
sive expression:

~—

-1 (1—1) I+ (n+ )T,
Stm =5:(0) + %51 (¢, St(-1))

= [ (1-1) s (1-7) ~<(1-1) + @ity Jo 5% (6= 9)" 71 E1 (5,54 ds,

Ly =1 (0) + %: (t: L)

0105 t — 01—1 =
BRG] Jo st =) 2 (8, 1y-1y) ds,
(1791)#2—1_

< ‘(U—u—s)—n(Hi)‘ HI—TH, Qi) = Qi 0 HQAT:?’ (8, Q1)
el)r(el)ft s 71 (6 — 5)" 7 By (5, Qun) ds
I,y =1(0) + 205pl= s (t L))

<—(u+9)| (18) DR
+A(91)F(91) ft b1 (t - E4 (S’I(b_l)) dS.
(21)
) Theorem  3.3. Consider the epidemic
By choosing Ly = — (1 + €) , then we get: model-based DDoS attack with FFAB. If
max { Ly, Ly, L3, Ly} < 1, then the model admits
at least one solution.
- - Proof. Let
=4 (1) — 54 (t,It) H < Ly HI - IH . (19)
Wy, = St(LJrl) — St,
Wy, = It(LJrl) - L,
Wi, = Qug1) — (22)
Consequently, the operatorsZ;, =2, =3, and Wy, =I(q1) — L
Zysatisfy the Lipschitz condition and exhibit the
contraction property. Then, we have,
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W1 (8] = HSt(L-‘rl) - StH

02 (1 —61) %=1 _ _
8 A(012)) (E1 (t:S1) =B (£:80))
_1_& /t 1 (f = g)P1
A(61)T (61) Jo
(21 (t,Syw) — E1(t,Sh))
6y (1 — 6;) %21
< b(1-01) IZ1 (£, Suwy) — 1 (£, S|

B A(62)

+ 91&2 /t 392—1 (t o 8)91—1
A0 (61) Jo

|21 (£, Seqy) — E1 (¢, S) || ds,

0o (1 —61) =1 & 010
< L — I
ST AW s SJ*Awmxm)
t
/ g1 (t 3)91_1 Ly HSt — StH ds,
0
< ) (1 791)t92—1 0105
B A(61) A(61)T (61)
t
/ sl (f— )0t ds) Ly HSt — S|,
0
< ) (1 — 91) tf2-1 0. (92 + 1) o1 t02-1
B A(Gl) A(@l)F (91 + 05 + 1)
Ly Hst — S,
o (2= 00) %7t D (6 + 1)t
=7 A AOT (0 + 0> + 1)
L Hst - StH‘ (23)

Since Ly < 1. As t — oo, then we have S; — S;.
In a similar manner,

O(1—9)t~1 | 9D(O+1)t? 01\ ¢
IWall < (2505 + Rt )

AT (+0+1)

L HIt _i,

0(1—9)t0— 1 T (Ot +0-1\ ¢
Wl < (L5 + S )

- Q
0(1—9)tf—1 | IT(O+1)to+e-1\* (24)
[Wa || < < Aw) T A(19)F(19+0+1))
Ly |1, —LSH.
As 1 — oo, then we obtain Wy (t) —

0, with Lo, Ls and L4 < 1. Hence, Equation (6)
admits at least one solution.

Theorem 3.4. The epidemic model-based DDoS
attack with FFAB has a unique solution if

(02 (1 — 91) tf2—1 o.T (92 + 1) t91+02_1)
A(6y) A(G1)T (01 + 02+ 1)
L;<1lfori=1,2,3,4. (25)

Proof. Let S;,I;, Q;, and Ibe another solution
of Equation (6) that satisfies the same ICs as
St, It, Q¢, and I such that

Si =8, (0) + U5, (t St>
91_1 =1 (s, St> ds,

()

ol s (6= 97132 () do

020, t 0,— 1
RENCANCA) Jos

02(1—-0,)t%2~
I =T, (0) + 20502 "=,

Qi = Q: (0) + %53 (t, Qt)

6'1 1 ( Qt)
T = 02 (1—61)t02~

=, <t, i)

21 t 0,— 0,—1 = ~
o 15 ()

026, t 92—1
+x@)ren Jos
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Now,
’ 8= 5| = 62 (1 —(9011))t921
(089-3 (15)

026, / 0.1 0,—1
4+ 2 t — 1
reor@y o © Y

(51 (,S:) — = (t, St» ds|| ,

< ()]

+Awﬁ?wnlfylla_$%q
Ha (t,S¢) — E1 (t, St) H ds,
_0a-9) t0—1
- AW)
[ e s - 8] as
0

) (1 — 91) 01 0105
= ( IO AT (1)

¢
/ g1 (t— 8)01_1 ds) Ly HSt — S|,
0

< ((91 (1 — 92) 21 0. (92 + 1) tf1t62-1 )
- A (61) A(01)T (01 +62+1)

H~1 (t,S¢) — &1

90

L HSt - StH G

L HSt ~5,, (27)

This implies that

S: — S| <0,

6. (02 + 1) t01+9271 ) )
AO)T (1 +6.+1))

(28)

-5

similar way, we can proveIt—It, Qt—Qt,I =L
Hence, the epidemic model-based DDoS attack
with FFAB has a unique solution.

Therefore, ‘

‘—0 Hence, S;=S;. In a

4. Ulam—Hyers stability

In this section, we establish the UH stability of
Equation (6). To proceed, we first present the
necessary definition.

Definition 4.1. Equation (6) has UH
stability if there exist constants & >0, ¢ =
1,2, 3, 4 satisfying the following condition:

For every =; > 0, i = 1,2, 3,4, if:

0,0 -

FPABDIYS, 21 (1,80 < &,
0,0 -

FPABDIL — 2 (1)) < &,
0,0 -

OFFABDtl 2Qt — 43 (t7 Qt)‘ S §37

04,0 —_
FPABDIL -2y (1,1)] < €,

(29)

there exists a solution S;.It, Q, I,of Equation (6)
that satisfies the given model, such that

Se=Si| <mér u -1

‘ < 1282,
Qt — QtH < n3&3,

i <me ™

Remark 1. Suppose that S; represents a solution
of the first inequality in Equation (29). This
holds if there exists a continuous function h; such
that

(i) [h1 ()] < &
(ii) FFABD91 ‘928 == (t St) + by ( )

In a similar manner, corresponding functions
h; for ¢ = 2, 3,4 can be introduced for the remain-
ing classes of Equation (29).
Theorem 4.1. Assume that hypothesis H holds.
Then, Equation (6) is UH stable if

<92 (1 — 91) t9271 0. (92 + 1) t91+9271 >
A(6) AO)T (01 +62+1)
L;<l1lfori=1,23,4. (31)

Proof. Let £ > 0 and S; be arbitrary functions
such that

[Fra2Dp s~z sl <& 62)

According to Remark 1, there exists a func-
tion hysuch that ||h; (¢)|| < §and it fulfils the
condition that

g’FABDHIvGQS == (t St) +hy ( ) (33)
Accordingly, we get
02 (1 - 01)t92—1_‘
S, = S, (0) + SR
t ¢ (0) A(6y) 1(t,50)
0102 /t f>—1 h-lz
p A2 [l o0lE (s,8,)d
A(61)T (61) Jo =) L
05 (1 — 61) 0271 0105
hy (t) +
YO A A Oy
¢
/ s 71 (t — )7 hy (s) ds. (34)
0
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Let S; be the unique solution of Equation
(6). Then

- 0y (1 —601) 0271 _ -
S, (t) = S, (0) + 2(1—01) :1(t,St>

A(6h)
t
+ 1\(0%?‘2(91) /0 st —s) e (S, St) ds.
(35)
Hence,
IS0 — | < 20T ;91”92_1
(61)
121 (t.81) — 21 (,S¢) ]|
0102

t
02-1 (4 _ g)01—1
NGO (01) Jo =)

||E1 (t, St) — =1 (t,St) H ds

0162

02 (1 — 61)15927
A(61)T (61)

1
A Mol +

t
/ %271 (£ — )11 |[hy ()] ds,
(0]

< (92 (1—91)t0271 61F(92+1)t91+9271>

A (61) AO)T (01 +02+1)
Ly |8 — S|
(92 (L—01)t%271 T (0+1)¢0r+02-1 ) ¢
A (61) AODT (0, + 02+ 1) )
(92(1—91)#2*1 alr(62+1)c91+92*1)
||S _3 H < A(61) A(61)T(01+62+1) 1
PP = T (et eSS :
A(01) A(01)T(01+02+1) !
(36)
Then,
} St — St|| <&m (37)
<92(1*91)f’9271+91F(92+1)t91+9271)
_ A(61) A(6)T (01 +05+1)
where m = 1_(92(1791)t9271+91F(02+1)t91+92’1) .
L. A(071) A(61)T(61+62+1) 1
Similarly, we have
HIt — L[| <maéo, Qt_QtH <n3&s, ’I—IH <naéa.

Hence, Equation (6) is UH stable.
5. Basic reproduction number Ry

The basic reproduction number describes the aver-
age number of new infections generated by a single
infectious node over its entire infectious period, as-
suming it interacts only with susceptible nodes.?®
This quantity is a key indicator in both biological
epidemic modeling and cyber-attack analysis, as
it helps determine whether an infection or attack
will spread or die out. The reproduction number
for each population can be evaluated separately
according to its specific transmission dynamics.

From Equations (3) and (4), the infectious
compartments are I;and I, the targeted and at-
tacking populations, respectively. Thus, the in-
fected state vector is:

X= (I, I,)" . (39)

The infection dynamics for the targeted popu-
lation are governed by:

dly

—=3S,1-~1 40
dt BSI—A1, (40)

The rate of new infections entering I;is
Fy, = BS1. (41)

The rate of removal from I;due to recovery or
quarantine is

Vi=1L (42)
At the disease-free equilibrium (DFE)
S=1, I, = 0. (43)

Evaluating the partial derivative of F; with
respect to Ipat the DFE gives

0F;

— =p. 44

o, | B (44)
Similarly,

oV

— =7. 45

T (45)

Thus, the basic reproduction number for the
targeted population is

Ror = 5
Y

(46)
This quantity represents the average number
of newly infected targeted nodes generated by
a single infectious attacker during its infectious
period.
The infection dynamics for the attacking pop-
ulation are given by

dl

d—;:BSaIa — (n+e)l,. (47)
The rate of new infections is
F, = BS.1,. (48)

The rate of removal due to natural death and
defense mechanisms is

Vo= (p+e) . (49)
At the DFE,
Se = 1. (50)
Evaluating the derivatives at the DFE yields
oF, aV,
=B, =p+e. (51)
Mo [ppr Ia |ppr
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Hence, the reproduction number for the attack-
ing population is

B

Ry, = .
Oa [+ e

(52)

By combining these, we found a single repro-
duction number in the host vector model of epi-

demiology as Ry = 4/ (uﬁ)v'

6. Stability analysis

In this section, we examined the stability of the
system from two perspectives: local stability and
global stability.

Theorem 5.1. Within the positively invari-
ant regionf), the system described in Equa-
tion (5) admits two equilibrium points. The first
is the DFE Ey = (St, 1, Qt,1) = (1,0,0,0) ,and
the second is the unique endemic equilibrium
E* = (S§, 1§, Qf,I*), which exists whenever the
inequality 8 > (u + ) holds.

Proof. For the complete proof, see Rao et al.38
Theorem 5.2. For Equation (5), the DFE
Eq is locally asymptotically stable within the
regionQdwhenever Ry, < 1. Conversely, if Ry, >
1, this equilibrium becomes unstable.

Proof. For the complete proof, see Rao et al.?®

7. Sensitivity analysis of the basic
reproduction number (Ry)

Sensitivity analysis is performed to quantify how
variations in model parameters influence the mag-
nitude of Ry. Understanding the relative impor-
tance of each parameter helps identify which con-
trol strategies are most effective in reducing the
spread of attacking nodes. The ratio of the rela-
tive change in the variable to the relative change
in the parameter is known as the normalized for-
ward sensitivity index of a variable with respect
to a parameter. Partial derivatives are used to
define the sensitivity index if the variable is a
differentiable function of the parameter.38
Definition 7.1. The normalized forward sensi-
tivity index of a variable ¢ that depends differen-
tiably on a parameter is defined as:

(53)

Table 2 provides the parameter sensitivity
indices.

The sensitivity results reveal that 3 is the most
influential parameter, exhibiting a normalized in-
dex of +1. This shows that the propagation capa-
bility of attacking nodes is the primary driver of
network compromise. Any increase in 3 propor-

Table 2. Parameter sensitive indices

Parameter Value used Sensitivity index
B 0.4 1.0000

5y 0.35 —0.5000

I 0.15 —0.1667

€ 0.3 —0.3333

tionally raises Ry, making the attack substantially
more severe. The recovery rate v decreases Ry
with a constant elasticity of —0.5, demonstrating
that strengthening node recovery mechanisms ef-
fectively mitigates attack sustainability. Between
the defensive parameters, the neutralization rate
chas a stronger suppressive effect than the natural
removal ratey. This indicates that system-level
defense mechanisms are more impactful in reduc-
ing attack reproduction compared to the natural
decay of attacking nodes. Overall, the results in-
dicate that reducing the attack transmission rate
and enhancing targeted node recovery are the
most impactful strategies for destabilizing the
attacking population and ensuring the network
remains resilient against DDoS activity.

8. Results and discussion

To support the theoretical findings, numerical sim-
ulations are provided in this section. The Adams—
Bashforth method was used to solve the FF DDoS
model given in Equation (6). To reflect realistic
DDoS attack behavior in a Cls environment, two
scenarios were considered, each consisting of two
cases. These cases were considered by varying the
infection transmission rate 5 and the quarantine
rate of infected attacking nodes -, as summarized
in Table 3. The parameter values were taken
from existing studies to guarantee practical rele-
vance. 3%

Example 1. The numerical results for an
unsuccessful DDoS attack are presented in
Figure 3. The system was initialized us-
ing the ICs S;(0)=0.7, 1,(0) =0.2,Q, (0) =
0.1, and I (0) = 0.5,together with the parameter
settings 8 =04,7=0.35,7=04,e =0.3, g, =
0.3, and p = 0.15,reported in Rao et al.?® Under
this configuration, the basic reproduction number
for the attacking population is found to beRgy, <
1, indicating that the attack cannot sustain itself
within the network. Figure 4 depicts how varying
the FF orders 6#; = 65 influences the time evolu-
tion of all compartments. Four distinct FF orders
were examined 61 = 6, = 1,0.95,0.9, and 0.85—
to understand how memory and fractal effects
modify the system’s dynamics.

629



M. Ali et al. /| IJOCTA Vol. 16, No. 2, pp.619-637 (2026)

Table 3. Scenarios and cases for the distributed denial-of-service model

Scenario Case .5 Parameter
B r n € €t
1 1 0.40 0.35 0.40 0.30 0.30
2 0.70 0.35 0.40 0.30 0.30
2 1 0.20 0.20 0.40 0.30 0.30
2 0.20 0.10 0.40 0.30 0.30

In Figure 4A, the susceptible S; shows that
lower FF orders lead to a slower recovery to-
ward equilibrium. When 6; = 0, = 1, the curve
follows the classical behavior, reaching stabil-
ity faster. However, as the FF order 6, = 0, =
0.95,0.9, and 0.85decreases, the trajectory be-
comes more gradual, reflecting a stronger mem-
ory effect in the system and delaying the stabi-
lization of the susceptible population. Figure
4B depicts the infected classl;, where a simi-
lar trend is observed. For integer order, the in-
fection decays quickly, whereas for FF orders
01 = 6, = 0.95,0.9, and 0.85,the decay is notice-
ably slower. This shows that lower orders preserve
more historical influence, causing the infection to
persist longer before dying out.

In  Figure 4C, the  quarantined
populationQinitially increases and then declines.
At 0y = 05 = 1, the decline occurs sharply, but
for smaller orders, the decay is smoother and
more stretched over time. This again highlights
the impact of fractional dynamics in extending
the influence of earlier states, which can better
capture delayed responses in real-world systems.
Finally, Figure 4D displays the attacking classl.
All curves show a decreasing trend, but the rate
of decay is highly dependent on the order. The
classical case approaches zero rapidly, while the
FF case exhibits a prolonged tail, indicating
slower attenuation of the attack intensity.

Scenario 1. Figure 5 depicts Case 1, where
two attack cases were analyzed under different
infection transmission rates and FF orders. Case
1 shows a moderate DDoS attack withg = 0.4,
while case 2 represents a more aggressive attack
scenario withg = 0.7. For each case, the system
dynamics were examined under different FF or-
ders. The graphical results indicate that increas-
ing the FF memory effect slows the decay process
and delays the stabilization of the infected and
quarantined populations, indicating persistent at-
tack influence and delayed mitigation. In compar-
ison with Case 1, Case 2 shows more rapid propa-
gation and higher attack intensity across all state
variables, reflecting the impact of a higher trans-

mission rate. This shows that the FF model effec-
tively captures both varying attack strengths and
memory-dependent dynamics in realistic DDoS
scenarios.

Scenario 2. Figure 6 depicts the impact of

two cases under different quarantine rates of in-
fected attacking nodes and infection transmission
rates v and S for various FF orders. In Case 1,
the infected and active attacking populations de-
cay rapidly to low levels due to stronger quaran-
tine and reduced transmission, and this decay is
faster for lower fractional orders, showing that
memory effects enhance mitigation. In contrast,
Case 2 exhibits higher steady-state levels of in-
fected nodes, indicating weaker control despite
initial transients. Across all subfigures, decreas-
ing the FF order from 6; = 03 = 1,0.95, and 0.9
smooths the dynamics and accelerates conver-
gence to equilibrium, indicating that the FF order
strongly affects both the spread and containment
dynamics. Overall, Case 1 is more effective than
Case 2, and lower FF orders provide better sup-
pression of infection and attack propagation in
Scenario 2.
Example 2. The numerical results for the un-
successful attack are presented in Figure 7. The
system is initialized with S;(0) =0.7, I, (0) =
0.2,Q¢ (0) = 0.1, and I(0) = 0.5,together with
the parameter settings g =0.7,7v=0.35,n=
04,6 =0.3,¢ =0.3, and p = 0.15, adopted
from Rao et al.38 For this configuration, the basic
reproduction number for the attacking popula-
tion is obtained as Ro, = 1.556.38 SinceRg, > 1,
Figure 7 confirms that the system approaches
an endemic equilibrium, indicating its stability.

Figures 8 and 9 show the phase-plane dy-
namics between infectious targeted nodes I; and
quarantine targeted nodes Qfor different FF or-
ders. In Figure 8, since Ry, < 1, all trajectories
move toward the disease-free state, showing that
the infection eventually dies out. Although lower
FF orders result in slower convergence due to
stronger memory effects, the system remains sta-
ble and approaches the origin.
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In contrast, in Figure 9, since Ry, > 1, the
trajectories form closed loops, indicating the pres-
ence of an endemic equilibrium. The loops widen
for smaller FF orders, reflecting prolonged oscil-
lations between infectious and quarantined nodes.
This behavior highlights how memory effects in-
tensify and extend the persistence of infection
when Ry, > 1.

The substantive novelty of the proposed FFAB-
based DDoS model lies in its ability to simulta-

neously capture network heterogeneity and long-
term memory effects, which are not adequately
represented in existing integer order or standard
fractional order DDoS models. Real-world net-
work infrastructures are characterized by irreg-
ular topologies, non-uniform traffic flows, and
delayed mitigation responses caused by filtering
latency, routing congestion, and adaptive defense
mechanisms. While classical models assume uni-
form interactions and instantaneous response, and
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Figure 9. Phase-plane dynamics of infectious targeted nodes versus quarantine targeted nodes when Ry, > 1

for different fractal-fractional orders

fractional order models account only for tempo-
ral memory, the proposed FF formulation incor-
porates both spatial irregularity and persistent
attack influence. This enhanced modeling capa-
bility provides actionable engineering insights for
cybersecurity defense, including optimized tun-
ing of mitigation parameters, improved timing
of intervention strategies, and more effective al-
location of defensive resources in large-scale and
heterogeneous networks.

9. Conclusion

We developed an FF formulation of the DDoS epi-
demic model to better capture the memory and
irregular behavior present in real network traffic.
By incorporating the FFAB derivative, the model
is able to reflect both long-term dependence and
structural complexity, offering a more flexible rep-
resentation compared to classical integer-order
systems. Within this framework, the existence
and uniqueness of solutions were established, and
UH stability was examined to ensure the reli-
ability of the model. The threshold conditions
under which an attack either dies out or persists
in the network were identified by the stability
analysis at the endemic and infection-free equi-
libria. These findings are further demonstrated
by numerical tests conducted using the Adams—
Bashforth method for various combinations of
FF orders. The simulations demonstrated that
lower FF orders introduce stronger memory ef-
fects, slowing the decay of infection and extending

the influence of past states.

Overall, the results demonstrate the utility
of FF operators for simulating the dynamics of
cyber-attacks. The FFAB formulation captures
behaviors that classical models tend to overlook,
such as delayed response, prolonged infection per-
sistence, and more realistic quarantine effects.
These insights may assist in designing stronger
defense strategies and improving the resilience of
modern CI networks against coordinated DDoS
attacks. For future studies, the proposed DDoS at-
tack model may be coupled with network anomaly
detection and monitoring mechanisms to enable
timely identification of attack onset and parame-
ter variations, thereby enhancing its applicability
in data-driven network security and defense plan-
ning frameworks.
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