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Given that power systems are essential to modern life and electricity demand
continues to rise, ensuring their reliable and secure operation has become a
critical priority. Wireless networked control systems (WNCSs), which rely on
wireless channels for communication between controllers, sensors, and actua-
tors, are increasingly deployed in energy systems such as multi-area intercon-
nected power systems to enhance flexibility and scalability. WNCSs are sus-
ceptible to deception attacks and time-varying communication delays that can
compromise interconnection stability and deteriorate performance. This paper
presents an observer-based secure control methodology that models deception
via independent Bernoulli processes with unknown attack probabilities, while
explicitly considering actuation and measurement delays. Using a Lyapunov
stability framework, we established computationally feasible linear matrix in-
equality conditions enabling the co-design of the controller and observer with
proven stability and disturbance rejection. A two-area interconnected power-
system case study validates the approach. The proposed method was tested
with offline gains covering nine scenarios. Results indicate that the method
sustains closed-loop performance across all nine combined attack/delay sce-
narios and recovers quickly even in worst-case conditions, supporting secure
control of WNCSs in realistic adversarial environments.

()

1. Introduction

In a WNCS, sensors collect data from the
plant’s output and transmit this sampled infor-
mation to the control system through a wireless
channel; subsequently, the controller generates
control commands and sends them via the wire-

A wireless networked control system (WNCS) is
a control architecture in which distributed nodes
exchange signals using wireless links. Recent com-
munication studies emphasize rapid, consistent
link-to-link transmission through the channel, re-
ducing time delay. ! Limiting radio propagation
to bounded areas strengthens security and sup-
ports interference control. 2
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less link to the actuators to regulate the dynamics
of the plant. 3

Advances in computation, control, sensing,
and wireless networking have strengthened cou-
pling between feedback controllers, physical, and
cyber processes.  This trend is evident in con-
temporary domains and applications such as the
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Internet of Things (IoT), cyber-physical systems,
and the Internet that require a real-time control
action. 3 The effects of random delays on the
performance of IoT systems were discussed in ear-
lier literature. © An overview of smart grid com-
munication systems, co-simulation tools, and con-
trol has been provided, including their features,
benefits, and drawbacks. *

The rising demand for distributed applications
in manufacturing, power generation, and trans-
portation motivates the adoption of WNCSs. In
addition to the benefits of using mobile nodes in
various applications, WNCSs provide flexibility
in node placement, which decreases the mainte-
nance work required for wired communication. 8
The flexibility, increased safety, and simplicity of
installation and maintenance are just a few bene-
fits of WNCSs.

Figure 1 illustrates a canonical WNCS ar-
chitecture comprising a plant, a control system,
sensors, actuators, and a wireless communication
layer. Sensors relay measurements to the con-
troller over a wireless link; the control system
computes command inputs and returns them to
the actuators over the wireless medium.

The swift expansion of technologies such as
embedded and cloud computing, wireless net-
works, and advanced control has accelerated the
development of WNCSs. Moreover, WNCSs now
play a central role in Industry 4.0’s. ¥ Simultane-
ously, there have been significant advancements
in the integration of modern wireless network-
ing, computing, and control methodologies. A
detailed survey of WNCS from a communications
perspective is presented by Wang et al. 0 Prior
research has explored various aspects, including
sensing design strategies under energy and band-
width constraints, state estimation issues over un-
reliable networks, control strategies to enhance
WNCS performance, and appropriate WNCS ar-
chitecture. By allocating network resources based
on forecasts of the closed-loop efficacy and link
quality at operation, Ma et al. !! presented an
optimal, dynamic transmission scheduling tech-
nique that optimizes the multiloop control perfor-
mance. This strategy serves as a bridge between
the closed-loop performance and the network ar-
chitecture.

Industrial wireless sensor networks encounter
substantial security vulnerabilities, including
blackhole, wormhole, and identity replication
attacks, mnecessitating precise attack detec-
tion. Alzubi '? introduced an Fréchet—hyperbolic
traffic-feature extraction with Dirichlet-based
anomaly detection to overcome these difficulties
and to enhance secure data delivery. Alzubi et
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al. 13 introduced an effective seeker optimization
method within machine learning that optimized
the model-critical parameters to improve perfor-
mance robustness and detection reliability.

1.1. Related works

The resilience of WNCSs against various forms of
cyberattacks, particularly in wireless control en-
vironments, has been the focus of extensive re-
search in recent years. This subsection reviews
related works that address secure control strate-
gies and mitigation approaches. Yuan et al. 4
investigated resilient control for WNCSs under
Denial-of-Service (DoS) attacks, modeling packet
dropouts with a two-state Markov chain. A cross-
layer approach with Nash power and optimal con-
trol strategies was used to maintain system per-
formance. The security of WNCS was examined,
taking into account system disruptions and exter-
nal attacks in the study by Liu et al. ' The gen-
uine transmitter’s power control was taken into
consideration to prevent the attacker from con-
ducting a cyberattack. Additionally, the Stackel-
berg game framework was suggested as a way to
simulate the exchange between the broadcaster
and the attacker. The control technique was de-
signed at the physical layer by combining sliding
mode control and linear quadratic regulator con-
trol. In the study by Cetinkaya et al., '6 the con-
trol input packets were sent over an unprotected
wireless communication channel that is vulnera-
ble to jamming assaults from a controller to a
distant linear plant. It was demonstrated that
even if the attacked system is stable without dis-
turbance, jamming attacks can cause instability
when the system experiences disruption.

Recently, the utilization of numerous alter-
native energy supplies has risen dramatically in
electrical power facilities. Most distributed gen-
erating systems are located near consumption
centers to provide electricity to local customers.
Distributed generating systems encompass many
methods, including microturbines, diesel-powered
engines, hydrogen cells, photovoltaics, and wind-
mills. Integrating clean energy sources intro-
duces uncertainties that challenge the stability
and reliability of multi-area interconnected power
systems. 7 Due to communication limits, load
fluctuations, and dynamic conditions, model-free
controllers offer an effective solution for maintain-
ing stable and dependable grid performance.

An online adaptive policy control scheme was
developed to tackle the complexities of load fre-
quency control in both single- and multi-area
power grids. '® This approach utilizes an optimal
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Figure 1. Model of a wireless networked control system

control framework integrating the Bellman equa-
tion and two neural networks. The first neural
network estimates the value function of the pro-
posed solution, while the second approximates the
optimal control strategy.

Xu et al. 12 analyzed the resilience of switch-
ing network control systems subject to deception
attacks, which were expressed as a Bernoulli pro-
cess with undetermined variables. The switched
controller enhanced efficiency despite specific sub-
systems destabilizing by unknown deception en-
deavours, enabling a robust way to attenuate cy-
ber threats. Shi and Zhang 2° addressed resilient
H,, networked control systems under packet
losses and deception attacks modeled by Bernoulli
distributions, using an observer-based controller.
It ensures stochastic exponential stability and H,
performance, validated through linear matrix in-
equality (LMI)-based synthesis and an uninter-
ruptible power supply simulation example. De-
vanathan et al. 2 presented a finite-time dis-
tributed state estimation-based control strategy
for ToT-enabled microgrids under deception at-
tacks, ensuring stability through Lyapunov anal-
ysis and linear matrix inequalities.

Dynamic event-triggered fuzzy control strate-
gies for stabilizing direct current microgrids un-
der false data injection attacks, network delays,
and premise mismatching were proposed. 2223 Li
et al. 22 introduced a saturated fuzzy non-fragile
controller that significantly reduced communica-
tion by 84.98%, while Li et al. 2 presented a
discrete-time approach with a novel dynamic trig-
gering mechanism that avoided Zeno behavior and
achieved 27.5% communication savings even when
13.5% of data were being tampered with.

Meng et al. ?* focused on safe estimation for
networked control systems in the presence of DoS
attacks, disruptions, and noise. Abdelkader et
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al. 26 examined cyber threats, defense strategies,
and recommendations for improving the relia-
bility and resilience of current power systems.
Huang et al. 26 reviewed reinforcement learning
(RL) approaches for feedback-enabled cyber re-
silience, highlighting key challenges (detection,
adaptability, and generalization) and outlining
future research directions to strengthen resilient
control systems.

The approach proposed in the current study
differs from data-driven and RL-based methods
by offering strong theoretical guarantees on stabil-
ity and robustness under deception attacks. Un-
like RL-based controllers, which require extensive
training data and may lack formal safety assur-
ances, our method is computationally efficient, re-
liable, and grounded in rigorous control-theoretic
foundations.

Table 1 provides a summary of key previ-
ous studies, highlighting their employed methods,
main findings, and inherent limitations. The com-
parison also clarifies how our proposed approach
addresses these gaps and advances the state of the
art in secure WNCSs. In summary, the estab-
lished methods typically focus on single-channel
vulnerabilities, such as measurement-side decep-
tion attacks, often neglecting the simultaneous
impact of disturbances, system faults, and time-
varying delays. Unlike these specialized tools,
our approach provides a unified deception-attack
framework that explicitly models stochastic in-
terference on both sensing and actuation chan-
nels using independent Bernoulli processes. This
comprehensive modeling of concurrent adversarial
effects ensures system stability in realistic, worst-
case environments where standard methods may
fail to account for the full range of potential dis-
ruptions.
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Table 1. Summary of previous studies on resilient control under cyber-physical attacks

Attack . . . e el e Novelty of d
Ref. ac Approach/Method Main contribution Limitations ovetly ot our propose
type approach
Unlike their DoS-only
Two-state . .
. Demonstrates Uses a simplified scheme, our approach
Markov chain .
. robustness dropout addresses deception attacks
14 DoS for DoS modeling; . - . 1
of crosslayer model; scalability to  while also considering
attack Nash .
equilibrium-based control under complex networks disturbances, faults, and
4 DoS conditions not addressed delays in both sensing and
crosslayercontrol .
actuation channels.
. . . E D
Introduces a Relies on idealized xtends befyopd oS
Stackelberg . by developing a secure
game-theoretic attacker model; . o
15 DoS game between . . deception-resilient controller
. design for robust computational .
attack transmitter . o ~ robust against
communication complexity increases .
and attacker . . disturbances and system
under DoS with system size
faults.
Improves upon
oo - Bernoullibased
Switching Improves resilience . .
deception modeling
. controllers; of networked Does not S
19 Deception . . . by also considering
deception systems consider disturbances !
attack : .. disturbances,
odeled as under deceptioninduced and system faults
Bernoulli process instability faults, and attacks
on both measurement
and actuation links.
Provides a unified
Ensures stochastic Models packet deception-attack framework
20 Deception Observer-based exponential losses and deception  that simultaneously
attack Ho, control stability against attacks covers both sensing and
deception attacks separately actuating attacks under
faults and disturbances.
Extends measurement
Finite-time Provides robust Limits attack only modeling by addressing
21 Deception distributed control for IoT-enabled modeling to deception at both
attack stateestimation microgrids under measurement measurement and actuation
based control deception side deception channels, including
disturbances and faults.
Unlike their FDI-focused
False . Reduces
Fuzzy nonfragile L Focuses on FDI works, our method targets
data . communication . .
2293 . . controller with - . only; does not deception attacks with
' injection . and triggering . . . es
event-triggered . consider multiple stochastic probabilities,
(FDI) scheme load while concurrent attacks variable delays, and practical
attack maintaining stability Y5 p

disturbances/faults.

Abbreviations: DoS: Denial-of-Service; IoT: Internet of Things.

1.2. Main contributions

This subsection highlights the main contributions
of our work in advancing WNCSs under deception
attacks. Specifically, we present novel methodolo-
gies that enhance system resilience, ensure stabil-
ity, and maintain performance despite adversarial
disruptions.

This article’s key contributions can be sum-
marized as follows:

(i) Mitigation of a unified research limita-
tion: This work presents a secure con-
trol framework that builds upon existing
studies, which have primarily examined
single-channel vulnerabilities or simplified
dropout models. The proposed approach
considers, within a unified formulation,
the simultaneous presence of dual-channel

601

(i)

(iif)

deception attacks, time-varying communi-
cation delays, and external disturbances.

Improved Stochastic Attack Modeling:
The developed scheme provides a more re-
alistic illustration of adversarial behavior
by explicitly modeling deception attacks
on both sensing and actuation links as sto-
chastic events. These are represented us-
ing independent Bernoulli processes with
variable conditional probabilities, ensur-
ing the system is stable even when attack
frequencies are unknown a priori.

Systematic Mathematical Framework:
We introduce a modeling framework that
integrates combined probabilistic threats
and variable delays into nine distinct,
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tractable scenarios. This systematic syn-
thesis allows for the analysis of complex
concurrent disruptions within a single
mathematical design, enhancing its po-
tential for practical networked applica-
tions.
(iv) Security-Centric Performance Index: The
“security nature” of our algorithm is re-
flected through a mean-square bounded-
ness criterion, which ensures system’s
states remain within a specific scalar
bound despite adversarial signals. This
framework handles system faults and dis-
turbances through robust rejection rather
than explicit diagnosis, maintaining op-
erational stability in the face of signal
corruption.

Rigorous Co-Design and Stability Anal-
ysis: We derive computationally feasible
LMI conditions for the co-design of ob-
server and controller gains. Using Lya-
punova€ “Krasovskii functionals, we pro-
vide a mathematically proof of mean-
square stability, offering a “safety mar-
gin” against stochastic disruptions that
avoids the need for ad hoc, case-by-case
testing.

Practical Validation and Real-Time Fea-
sibility: The proposed controller is vali-
dated using a realistic example of two-area
interconnected power system (TAIPS).
The simulation results demonstrate that
while the optimization is performed of-
fline to handle computational complex-
ity, the resulting fixed-gain implementa-
tion ensures minimal online demand, al-
lowing the system to recover stability even
under worst-case concurrent attacks and
parameter variations.

The remainder of the paper is organized in the
following format: Section 2 includes the formu-
lation of the system model, the control scheme,
and the problem formulation. The main results
are detailed in Section 3. Section 4 provides an
illustrative example, and the conclusions are pre-
sented in Section 5.

2. Problem formulation and the control
scheme

The WNCS to be considered in this article con-
sists of a system, the attached sensors and actua-
tors, an observer-based controller, and a wireless
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network system, as shown in Figure 2. As in most
wireless network systems, the network has the risk
of a delay in the output signal that is transmitted
from the sensors to the controller and/or a delay
in the actuating signal that the control system
sends to the actuators. Moreover, we are consid-
ering the occurrence of a deception attack that
could affect the two communication signals, i.e.,
the output signal and the actuating signal.
The following is an expression for the system
model:
x(k+ 1) =Ax(k) + Bua(k) + Eqd(k)

+ By f(k),
ys(k) =Cux(k)

where z(k) € R, u,(k) € R™, and ys(k) € R™
are the state vector of the system, the input,
and the output, respectively. d(k) € R" and
f(k) € R are the disturbance and the faults
in the system. Also, the system matrices are A,
B, E4, Ey, and C with proper dimensions.

This paper presents a controller designed in
conjunction with an observer, which estimates the
unknown states of the system before applying full
state control. The equations for the observer and
the controller are provided, considering potential
delay and deception attacks on the signal due
to the use of a wireless communication network.
Thus, we have:

(1)

i(k + 1) = Aj(k) + Buc(k) + L(yo(k) - @o(k)),
Jo(k) = Ci(k),
wo(k) = K (k).

where (k) € R, yo(k), and g,(k) € R™ are
the states’ estimation, the output signal received
by the observer, and the output of the observer,
respectively. Moreover, the control signal gener-
ated by the observer-based controller is denoted
by w.(k). Also, the gain of the controller is
K € R"™*" and the gain of the observer is
L € R=>"y,

This article does not adopt explicit fault di-
agnosis or fault estimation; instead, it focuses
on state estimation to facilitate full-state feed-
back control, as shown in Equation (2). The ob-
server is designed to estimate unknown system
states (x(k)), while resilience to faults is achieved
through the co-design of observer and controller
gains (L and K) using LMI conditions. Conse-
quently, the system is engineered to be secured
by rejecting the influence of faults as part of a
broader disturbance-rejection framework, rather
than utilizing a dedicated module to identify or
isolate the specific nature of the faults.
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Figure 2. Model of the proposed wireless networked control

2.1. The deception attack effects

Wireless communications make the system vul-
nerable to cyberattacks at any node. Therefore,
both the output signals and the actuating signals
are affected by the deception attack. The follow-
ing equation describes the output signal received
by the observer:

yo(k) = a1 (k)& (k) +
[(1 = B1(k)C(k)

+ P1(k)Ca(k — 7y)]
with 7; is the delay in the output signal
and has a Bernoulli distribution white sequences
Bi(k). The deception attack’s effect appears
in the modified output signal &,(k), which has
Bernoulli-distributed white sequences a1 (k). The
attack indicator aq (k) is defined as:

Oq(/{?) = {

with an unknown probability distribution given
by Plai(k) = 1] = p and Plag(k) = 0] =1 — p,
where p € [0, 1] is not assumed to be known a pri-
ori. The proposed stability analysis and control
strategy are therefore designed to ensure robust-
ness against the uncertainty in p, addressing the
stochastic nature of wireless communication un-
der potential deception attacks.

The actuating signal generated by the con-
troller is selected to be u, = KZ. When this signal
is transmitted from the controller to the actuator,
it is affected by the time delay in the wireless con-
trol network as well as the cyber deception attack.
The signal received by the actuator is described
by the following equation:

ua(k) = az(k)éu(k) +
[(1 = Ba(K)) K i(k)
+ Ba(k) K (k — 7)]

(1 — (k)
(3)

L

0, otherwise,

(1 — az(k))
(4)

if a deception attack occurs at time k
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where 7, is the delay in the actuating signal
and has a Bernoulli distribution white sequences
Ba(k). Also, the effect of the deception attack
appears in the modified actuating signal &,(k),
which has Bernoulli distributed white sequences
Ozg(k).

Remark 1. Considering the purposefully de-
signed characteristics of deception attacks, we de-
scribe the attack signal as an i.i.d. Bernoulli se-
quence, with the success probability defining the
expected attack to occur. The signal is constrained
within bounded energy limits to capture realistic
behavior. This model reflects the intruder’s design
choices while preserving analytical tractability, as
discussed in previous studies. 27?8

The variables 7, and 77 applied in this paper
are considered to be varying with time and satisfy
predetermined limits as follows:

Tgnin S T S Tgnax

()

min max
Tf <75 < Ty

Remark 2. In our model, we assume that when
there is a deception attack, the transmitted sig-
nal will be maliciously modified and replaced with
the modified version of the original signal. In
the absence of cyberattacks, randomized time de-
lay might eventually happen in the output or ac-
tuation signals, or both, due to the nature of the
wireless medium. Accordingly, there are nine pos-
sible scenarios of the occurrence of the delay in
the signals and the deception attacks as illustrated
in Table 2; each scenario (i) has a probability p;
value, while p; represents the expectation of it. As
seen in the table, scenario 9 corresponds to the
nominal situation without attacks or delays. On
the other hand, scenario 1 captures the worst situ-
ation, where both the measurements and actuating
signals are manipulated by attacks.
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Table 2. Scenarios of delay and deception attacks affecting the system

Scenario (i) Attack (OS) Delay (OS) Attack (AS) Delay (AS)

X X X X X NSNS

00 O Uik W~

9 X

X X X NSNS

v N
X v
X X
v -
X v
X X
v -
X v
X X

Note“-” denotes not applicable

Abbreviations: AS: Actuating signal; OS: Output signal.

2.2. Wireless networked control with
deception attack

This section attempts to figure out the WNCS
framework while taking into account how a decep-
tion attack might affect the transmission network.
The error in estimation is calculated by defining

e(k) = x(k) — 2(k). Subsequently, we can articu-
late z(k+1) and €(k+1) in the following manner:
a(k+1)=[A+ (1 - az(k)(1 = B2(k))BK]|z(k)
(6)
= [(1 = az(k))(1 — Bo(k)) BK Je(k)+
(1 — as(k))B2(k)BK |z(k — 7p)
— [(1 — ag(kz))ﬁg(k)BK]e(k‘ — 1)+
ag(k)B&u(k) + Eqd(k) + Ef f (k)
e(k+1) = [(1 — az(k))(1 — B2(k)) BK
— (1= a1(k))(1 = Bu(k))LC (7)
— BK + LClx(k) —

[(1 — a2 (k)(1 = Ba(k) BK
+ A+ BEK — LC]e(k)

+ [B2(k)(1 — (k) BK|x(k — )

— [+ Ba(k) (1 — az(k)) BK]e(k — )

+[ = B1(k)(1 — a1 (k) LC]w(k — 77)

+ ag By (k) — a1 LEy (k)

+ Eqd(k) + Eg f ()

Suppose that ((k) = [zT(k) €'(k)]T, com-
bining Equations (6) and (7), we deduce:

Gk +1) = A;¢(k) + Bj¢(k — 7) (8)
+C;iC(k — )
+E&i&uy(k) + Djd(k) + F; f(k),

j=1,---,9
[€u(k) gy(ka, and j

,9}, where j serves as an index denoting

using  &uy (k)
1,
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each scenario within the system, with the sub-
sequent contents:

A 0
LC—-BK A+ BK-LC
A+ BK —BK

LC A-LC
[ 4 0
—BK A+ BK-LC
[a+BK BK
0 A—-LC

for j =1,2,4,5

for j = 3,6

for j=17,8

for j =9

[ o
—LC 0
0

for j =4,5,6
for others

BK
BK

—BK

for j =2,5,8
—BK

for others
for j =1
for j =2,3
I J ,

for j =4,7

for others

Ey E
SN

Remark 3. The left-hand side of Equation (8),
Cj(k+1), describes the dynamic update of the sys-
tem state under one of the nine potential cases.
Each case relates to a specific set of coefficient
matrices associated with delays and deception at-
tacks, as outlined in Table 2. Conversely, the
right-hand side ((k) indicates the extended model
state representation, expressed as [x7 (k); €T (k)]7,
which incorporates both the plant states and the
estimation error.

Remark 4. The false information injected by the
attacker is assumed to be state-independent ar-
bitrary bounded energy signals and to satisfy the
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27,28

;{yguy < Qg (9)
This assumption prevents arbitrarily fast varia-
tions in the injected signal and ensures that the at-
tack behavior remains physically plausible within
the communication network.

Also, a restriction is imposed on the frequency
of deception attacks to guarantee that the system
retains sufficient attack-free intervals for correc-
tive control actions. This restriction is consis-
tent with existing studies on secure control of net-
worked systems and is necessary for establishing
stability in the presence of stochastic or adversar-
1al events.

Definition 1. System (8) is defined as
01, 02,03, 04,05, secure for known scalars
01,02,03 > 0,04 > 0,05 > 0; if €' (k)e(k) < of,
Eaybuy < 03, d"(k)d(k) < 03, and fT(k)f(k) <
03, the evolution of the considered system’s dy-
namics is bounded by E|C(k)||> < 02,Vk in the
mean square’s sense.

following condition:

The security nature of the proposed scheme is
fundamentally reflected in its performance index
through a mean-square boundedness criteria, as
formally established in Definition 1. Rather than
utilizing a traditional cost function focused solely
on error minimization, the algorithm defines “se-
curity” as the ability to maintain the system’s
state (E||¢(k)||?) within a specific scalar bound.
This bound must hold even in the presence of
defined levels of measurement error, stochastic
deception signals, disturbances, and faults, effec-
tively making the performance index a measure
of stochastic resilience across nine different ad-
versarial scenarios.

In summary, the system’s dynamics are mod-
eled as linear time-invariant and subject to
bounded disturbances. Time delays and decep-
tion attacks occurring in wireless networks are
represented as independent Bernoulli processes
with established probability distributions within
practical operational ranges. To reflect realistic
scenarios, the attack’s dwell time and inter-arrival
time are constrained within defined intervals to
represent actual responses. Furthermore, it is as-
sumed that the observer has complete knowledge
of system dynamics and is capable of estimating
unidentified states.

The proposed controller is designed to main-
tain stability under varying network conditions,
as demonstrated in this section. While this study
focuses on deception attacks in a fixed topology,
the theoretical framework can be extended to
mobile nodes and dynamic topologies. Future
work will explicitly address scenarios including
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unmanned aerial vehicle networks and mobile
WNCSs to validate resilience under mobility and
time-varying connectivity.

3. Results

We aim to develop a controller formulated in
Equation (2) ensuring the networked process
Equation (8), operating under wireless network
communication, is maintained secure concerning
01, 02, 03, 04, 05, as stated in Definition 1. We used
p; and E[p;] for denoting each probability and its
expected value, respectively, with j =1,---,9.
The Lyapunov function presented below was
utilized for establishing the main theorems:

5
V(C(R) =D Vi(¢(k)) (10)
=1
with
9
VilKk)) = Y T (R)IP((R), P >0
Jj=1
(11)
9 k—1
Va(Ck) = > ¢T(1)Q;¢(1), Q;=QF >0
j=1i=k—ds
9 k—1
Vs(C(k) = > ¢T(1)Q;¢ (i)
Jj=1i=k—d,
g APl gy
ik = > > > Qi)
J=l=—d P42 i=k+1-1
(12)
9 —d;;“i“—&—l k—1
Vs(Ck) = > Y Y F0)Qi¢(i)(13)

j=1 l=—dox 42 j=k 411

The presented controller synthesis utilizes the
expected values of attack probabilities. This ap-
proach remains robustly significant within the
proposed mean-square stability framework. By
designing the controller based on expected val-
ues (pj), we established a mathematically rigor-
ous foundation for ensuring stochastic security de-
spite the random nature of Bernoulli-distributed
deception attacks. Furthermore, the implemen-
tation of the Lyapunov functional approach pro-
vides a necessary safety margin, allowing the sys-
tem to maintain stability even when the actual
operational attack frequency deviates from the
estimated expectations used during the design
phase.
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Remark 5. The chosen Lyapunov function Equation (10) provides rigorous stability guarantees under deception attacks
that stochastic characteristics within the framework, offering a unified and adaptable tool for analyzing WNCSs subject
to uncertainties. Also, the Lyapunov methods allow the treatment of cyberattacks in a single mathematical framework,
avoiding the need for case-by-case ad hoc stability tests. However, this approach may involve significant computational
complexity and potential conservatism in stability conditions, which is left for future work.

Theorem 1. For the scalars 01, 02, 03, 04, 05 > 0 and for a given observer-based controller as formu-
lated in Equation (2) and has gains K and L for the controller and observer, respectively, the system
Equation (8) is 01, 02, 03, 04, 05 secure if there are matrices P, RJT = Qj, SJT =S5;>0,7=1,---,9
and scalars g1 > 0 and ¢o > 0 that satisfys the LMI given below:

Tj <0
%43 < Q2 (14)

eigmin (P) (qo—l) -
where

Y, = | ° ‘

7 ° ° ° T44j T45] T46]
J . J o Ts5; Ysg,
° ° ° ° ° Tee;

Yi; = pj[AjPA; — P+2Q;+ (Atp+ An)Q;], Y12 = Al p;PB;,
Yis; = AjpPC;, Yuj=Al p;PE;, Y155 = Al p;PD;,

Yis; = Al p;PFj, Yooj=B]pjPB;— p;Q;, Yas;j =B/ p;PC;

Yo = B p;PE;, Yas; =Bl p;PD;, Yas; = B p; PF;,

Ya3; = CTp;PCj— p;Q; Tayy = Crp;PE, Tas; =Clp;PD;,

Y365 = CjpiPFj, Yay =& piPEj—al, Yus; =& p;PD;,

Yi; = & p;PFj, Yss; =D] p;PD; — I, Ys¢; =D} p;PF;,

Yos; = FpPFj—csl, (15)

with 6% = <107 + 205 + 5303
See Appendix A1l for the detailed proof of Theorem 1.

Remark 6. The transmitted signal through a wireless network communication changes with a certain
boundary as a result of the deception attacks. The scalars pj,j = 1,---,9 in Theorems 1 are computed
by selecting related numbers by calling random generators. Then, they are used to calculate the states
and the error trajectories. ?? Other methods in the literature do not have this feature for securing
WNCSs.

max min X min

Theorem 2. For the provided scalars o1, 02, 03, 04, 05 > 0, a delay bounds TV, T, T, T
and pj, 3 =1,..,9, matrices X, Y, Z, ( >0, j=1,..,9, and scalars 1,52,53 > 0. The overall system
Equation (8) is 01, 02, 03, 04, 05 secure if there exist a controller with gain K and observer with gain
L together have a control scheme as Equation (2) and satisfy the LMI given by:

%43 2
{2<0 ond o < a3 (16)
where:
[ i X+¢; 0 0O 0 0 0 T
. —5Q;, 0 0 0 0
. Q0 0 0 g
Q= . . ° gl O 0 J (17)
. ° ° o Gl 0
° ° ° ° ° —g3l
L b —ﬁjX ]
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with
-~ [X 0
X — [ 0 X ] , (18)
ggj = Zﬁj./\/lj + ﬁj(ATb + ATf)M]' (19)
~ N T
i T T T T T T
;= A" B cI' & o FI| (20)
[ xAT 0 .
ZT _yTRT xAT yypT _gr|> =LA
XAT +yTBT _yTRT ]
7T xaAT _gr|  I=30
ar_)
J X AT 0 ,
yTBT XAT 4yTRT_zr| 1 =18
(X AT yyTBT  yTRT ,
0 xaAT _gr| 779

Moreover, gain K =YX~ and gain L = ZX'CT.
Proof. Select ©; to be:
T
0;=[4 B; ¢ & D; Fj
In this case, Equation (15) is rewritten in the following expressions:
Y; =T, +p0;P6F <0 (21)
Y; = diag{—p; P + ¢1,—;Q;, —;Qj, —l, —s2I, —3I } (22)
where ¢1 = 2p;Q; + pj(Af + Ap)Q;. Now, define P71 as X and by applying Schur complements, T
in Equation (21) is rewritten in the following form:
[ LERRC ] <0 (23)
o —p;X
Multiply matrix inequality Equation (22) by diag[X,I, I,I,1,1,I] from right and left and by

implementing Equation (18) M; = X@;X, and matrix inequality Equation (17) subject Equation
(20) is obtained.

The proposed framework provides rigorous theoretical guarantees and is particularly effective for
offline control design. Nevertheless, its practical implementation may be constrained by substan-
tial computational demands and difficulties in integrating with existing communication and control
infrastructures.

Remark 7. Theorem 2 outlines the methodology to design a 01, 02,03, 04, 05 Secure observer-based
controller Equation (2) that has gained K and L for a discrete-time WNCS Equation (1) that has
an overall description in Equation (8) while considering the occurrences of deception attacks on both
measurements and actuating signals.

The proposed controller in this article functions as a regulatory framework designed to guarantee
mean-square stability across a comprehensive spectrum of adversarial conditions. Rather than being
validated against a single, static interference type, the system is engineered using a mathematical
foundation that accounts for nine distinct scenarios involving concurrent delays and deception attacks.
This ensures that the networked system maintains operational security and performance even when
the specific timing and frequency of stochastic disruptions remain unpredictable.

Remark 8. The previous discussion highlights that this paper primarily focuses on linear plants in

the simplified form of Equation (1). Nevertheless, the proposed approach is not limited to linear

systems. It can also be applied to nonlinear systems that are linearized into this form, thereby covering
607
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a wide range of practical applications, including a TAIPS, as detailed in Section 4. Furthermore,
all theorems and stability conditions derived in this paper remain valid for nonlinear systems that are
expressed in this form.

f(z(k)) = Az(k) + Bu(k) + N(x,u) (24)
where N(x,u) is a nonlinear function satisfying a specific boundary condition. The extension of this
method to other forms of nonlinear systems is left for future research.

4. Illustrative example: Two-area interconnected power system

The observer-based control scheme is comparatively straightforward to implement with conventional
state feedback and estimation methods, thereby minimizing the computing burden. The methodology
is extremely flexible, capable of addressing stochastic deception threats and fluctuating delays in
parallel, making it appropriate for practical WNCSs. The research example investigating a TAIPS
illustrates that the technique efficiently maintains stability against extreme attack scenarios with
minimal adjustment, showing resilience and practical utility.

AP, = R(A8, - 88) [

Ry
AP, (s)
APreh(s)/ g APy ‘ 1 ‘ APy 1 AR, i 1 AQ,(s)
—(Sy | (%)
@ ‘ T+tps 1+ 1,45 ) 4 2H,;s + D,
T &)
12 &
APref, (s) APy, ‘ 1 i AP, 1 AP, ¥ 1 AQ,(s)
I ) y \
< 14715 } 141,58 \z/ 2H,s + D,
—APLy(s)
-1
R,

Figure 3. A block model of a two-area interconnected power system

A demonstration of TAIPS is implemented in this section to verify the usefulness of the presented
control scheme, as illustrated in Figure 3.

In a TAIPS, frequency control is achieved through primary and supplementary speed control. 2
Primary speed control provides an initial coarse frequency adjustment, enabling generators within
a control area to respond to load variations and share them proportionally to the capacity of each
one. The response speed is primarily bounded by the inherent delays of time in both the system
and the turbine, typically ranging from 2 to 20 seconds, depending on the turbine type. Once the
primary control stabilizes the system, supplementary speed control refines the frequency adjustment
by eliminating any remaining frequency error through integral action. The supplementary control
operates at a slower pace, engaging only after the primary control has taken effect, with response
times typically around one minute. 29

An unregulated, a TAIPS is depicted in Figure 3. Here, f represents the frequency of the system
(Hz), R; denotes the regulation coefficient (Hz/pu), Ty, T3, and T}, are the time constants of the
governor, the turbine, and the power system, respectively. The depicted system could be formulated
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in the form of Equation (1) and has the following states and input matrices:
z = [Apge(t); Afi(t); Apgr(t); Az (t); Afa(t); Apga(t); Azya(t)];
[Apcl (t); Apeo (t)]

U =

States 1 to 4 of the system

States 5 to 7 of the system

10
time (s)

10
time (s)

Figure 4. States of the two-area interconnected power system without any attack

States 1 to 4 of the system

States 5 to 7 of the system

IIIIX1 i
_X2
—: .. ‘” ' — X -
[} .. Q. _X4
_-‘. -
w
0 6 8 10 12 14 16 18 20
time (s)
lllIX5 |
_X6
] X7 -
0 6 8 10 12 14 16 18 20
time (s)

Figure 5. States of the two-area interconnected power system affected by deception attacks in the forward

path
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Now, by utilizing the parameters, one can get the system matrices shown in Equation (26): 2

[ 1.0003  0.0590  0.0009
—0.0008  0.9672  0.0308
—0.0490 —0.0015 0.8825

A = ]0.0055  0.0002 0

0.0002 0 0

0 0 0

0 0 0

g - [0 o0 0 00

0 0.0020 0.1175 0 0

C = 00000 0 1]

An observer-based controller, as in Equation
(3) is implemented to achieve the stability of the
system that is running on a remote station. A
wireless network communication system is used
for sending and receiving signals among system
items. The deception attacks could affect the
measurement and actuating signals, as shown in
Figure 2. The observer and controller gains were
determined using MATLAB (MathWorks, Inc.,
United States) and YALMIP based on the im-
plementation of Theorem 2, and were obtained as
follows:

[—0.0068 —0.0157] [ 0.0128 ]
—0.0035 —0.0233 —0.0027
0.0001  —0.0379 —0.0125
K = [—0.0531 0.0248 L= |-0.0057
—0.0148 —0.0005 —0.0109
—0.0234 —0.0017 0.0174
—0.0382 —0.0003 0.4562

It is worth mentioning that the computational
cost of the method primarily depends on the size
of the system matrices and the number of switch-
ing modes considered. Specifically, the computa-
tional complexity of LMI-based synthesis scales.
For the TAIPS case study considered, the com-
plete optimization process required 12.96 hours
of computation time on a standard workstation
(Intel Core i7, 1.3 GHz, 8 GB RAM), indicating
that the method is computationally feasible for
the design of the offline controller.

While we acknowledge that the offline opti-
mization for the TAIPS case study required 12.96
hours on a standard workstation, it is critical
to distinguish between design-time and run-time
complexity. Because the proposed controller and
observer use fixed gains (K and L) derived once
during the design phase, the online computa-
tional demand remains minimal, ensuring the sys-
tem can provide real-time control actions even on
resource-constrained wireless nodes. This trade-
off is often acceptable in critical infrastructures

—0.0600 0 0 0
0 —0.0001 0
0.0013 —0.0051 —0.0002 0
0.9998  —0.0005 0 0 ;
0.06 0.9995  0.0590 0.0009
0 —0.0008 0.9672 0.0308
—0.0015 —0.0489 —0.0015 0.8825

0
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0.0020 0.1175]"

I

0
(26)

like power systems, where the priority is rigor-
ous stability guarantees against concurrent at-
tacks rather than rapid re-design cycles

Since the proposed controller is designed of-
fline and implemented in real-time with fixed
gains, the online computational demand remains
minimal. Future work will investigate scalable
formulations and distributed optimization tech-
niques to further enhance computational effi-
ciency and applicability to large interconnected
systems.

The simulations are carried out on a discrete-
time linear WNCS model with specified pa-
rameter values and controller gains satisfying
the Lyapunov-based stability conditions. Attack
scenarios include bounded deception signals in-

(27) jected into communication channels. Random-

ness is introduced through random realizations
based on the specified distributions of attack se-
quences.

The simulation environment was implemented
in MATLAB/Simulink, where the attack pro-
cesses were modeled through the switching vari-
ables aj(k), as(k), B1(k), and Ba(k), each gen-
erated as Bernoulli-distributed sequences with
probabilities specified in Table 2. To cap-
ture a comprehensive range of conditions in
WNCSs, four representative attack scenarios
were considered, and the corresponding system
state responses were obtained through MAT-
LAB/Simulink simulations.

Figure 4 illustrates the system’s performance
in the absence of deception attacks, demonstrat-
ing stable operation with well-regulated frequency
and power deviations. The system maintained its
dynamic response within acceptable limits, ensur-
ing effective coordination among interconnected
areas. This scenario serves as a benchmark for
evaluating the impact of deception attacks on sys-
tem stability.

Figure 5 shows the effect of a deception at-
tack targeting measurement signals, where incor-
rect data were fed into the control system, leading
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Figure 6. States of the two-area interconnected power system with the actuating signals subjected to
deception attacks
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Figure 7. States of the two-area interconnected power system affected by deception attacks in both signals
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Figure 8. Two-area interconnected power system states with deception attacks in both signals with

variations in matrix A

to deviations in frequency and power. The re-
sponse was degraded, exhibiting oscillations and
delayed settling times due to the corrupted mea-
surements influencing the control actions. How-
ever, the system maintained stability within a rea-
sonable time.

Figure 6 presents the system’s behavior un-
der a deception attack affecting actuating signals,
where control commands sent to actuators were
manipulated. This resulted in a more pronounced
disturbance compared to Figure 4, as incorrect ac-
tuation disrupts the system’s ability to regulate
power flow effectively.

Figure 7 shows the worst-case scenario, where
deception attacks compromised both measure-
ment and actuating signals. The system exhib-
ited large frequency oscillations and poor damp-
ing characteristics. But even in this worst-case
scenario, the designed observer-based controller
succeeded in bringing the system back to stabil-
ity.

Finally, the worse-case scenario was repeated
with a 0.5% modification applied to the system
matrix A. As illustrated in Figure 8, the sys-
tem still achieved stability, though with a longer
settling time. It is also important to note that

a promising future direction is to investigate the
system’s robustness under different variations and
to refine the controller design accordingly.

Remark 9. Although we demonstrate the frame-
work using a power system example, it is directly
applicable to a wide variety of WNCSs that either
have a linear form or can be transformed into the
form in Equation (1), such as intelligent trans-
portation systems, smart grids, and loT-enabled
healthcare systems. Its foundation on state-space
modeling and stability analysis makes it adaptable
to different domains where stochastic deception
attacks compromise communication. Nonetheless,
the expansion of this methodology to nonlinear dy-
namics and the assurance of scalability in exten-
sive networks are critical avenues for future inves-
tigation. Future reserach can could focus on ex-
tending the approach through hierarchical or dis-
tributed control strategies to ensure feasibility in
industrial IoT and smart grid applications.

As demonstrated in this section, the proposed
method was validated on a TAIPS under various
attack scenarios. Unlike previous studies, the pro-
posed approach successfully addresses all possible
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cases of delays and deception attacks. Further-
more, it demonstrates the controller’s capability
to restore system stability even under worst-case
conditions.

While the proposed method demonstrates
strong performance, it is limited by its focus on
linear system models. The computational com-
plexity of the proposed approach may also hinder
its use in large-scale or real-time systems. Fu-
ture work will aim to extend the method to non-
linear and time-varying systems. Extending the
approach to nonlinear systems through nonlin-
ear input-to-state stability Lyapunov functions,
sum-of-squares or dissipativity methods, or hy-
brid Lyapunov techniques may enhance its ro-
bustness. Moreover, incorporating nonlinear ob-
servers, adaptive learning layers, and distributed
verification can improve scalability and enable
broader use in real-world nonlinear WNCSs.

5. Conclusions

A WNCS is a feedback control architecture that
exchanges signals among distributed nodes via
wireless channels. Stated differently, the WNCS’s
controller interacts with sensors and actuators
wirelessly. This paper examined the risk of cyber-
attacks on WNCSs, potentially resulting in insta-
bility and system failure. We proposed a control
method for a class of WNCS subject to decep-
tion attacks, where deception attacks were mod-
eled as stochastic processes with variable condi-
tional probabilities and affect both the measure-
ment and actuating signals. Consequently, the
presented control mechanism is better suited for
real-world applications that may involve multi-
ple methods from concurrent adversaries. This
formulation incorporates a comprehensive set of
deception-attack scenarios, such as the time de-
lays, disturbances, and faults that occur in the
signals. The proposed control scheme is devel-
oped to tackle different deception-attack scenar-
ios that could affect the system, especially wire-
less delay, and disturbance. Finally, a case study
of a TAIPS was used to assess the effectiveness of
the new controller. A realistic model was used to
consider the simple and worst scenarios of the de-
ception attack and prove the presented scheme’s
validity. The proposed method successfully pre-
served the stability of the selected system in the
nominal situation and in the case of cyber decep-
tion attacks.

The present study concentrates on deception
attacks in order to develop a rigorous theoreti-
cal basis and to validate the effectiveness of the
proposed approach. Future research will aim to
examine the robustness of the framework in the
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presence of hybrid and adaptive attack scenar-
ios, as well as to extend the controller design
to enhance resilience against multiple concurrent
threats, particularly under resource-constrained
operating conditions.
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Appendix
Al. Proof of Theorem 1

The difference of V;(¢(k)) is evaluated for the overall system equation (8) as follows:

E[AVI(C(R))] = E[VA(G(k + 1))] = Va(C(K))
9

Z [ VAT, PA; — P (k) + 2¢T (W) AT p, PBiC(k — 1)

+ 2g T(k)AT p;PCi¢(k — 1) 4+ 2¢T (k)AJ p; PEj&uy (k) + 2¢T (k).AT p; PD;d(k)
+ 2" (k) AT p; PF; f (k) + ¢ (k — 74) (k)B] p;PB;¢(k — 75)

+ 27 (k — 74) (k) B] p; PC;¢(k — 1) + 2¢T (k — 74) (k) B} p; PE;&uy (k)

+2¢" (k= 74) (k) B} pi PD;d(k) + 2¢" (k — 74) (k) B} p; PF; f (k)

+ (k= m)(k)C] i PCiC(k — 7)) + 2T (k — 1) (K)C] pj PEj€uy (k)

+2¢"(k — 1) (k)C] p; PDjd(k) + +2¢" (k — 1) (K)C] p; PF; f (k)

+ &y (R)E] piPEEuy (k) + 264, (K)E] i PD;d(k) + 264, (K)E] piPF; f (k)

+d" (k)D] p; PD;d(k) + 2d" (k)D] p; PF; f(k) + [T (k)F] p; PF; f(k)]

Simple calculations for AVo—AV5 results in:

BIAVA (GO < Sy 3| (Q0(8) — ¢k = 7)Qulk - )

S e 025600
9
E[AV3(C(RDI < Y 4j [ (k) — CT(k — d2)Q;C(k — 7)
~
i

Jo—dimin
.S <T<z'>c2j<<z'>]
i=kt1—dmax

and

9
EAVI(CEN] = 3 4 [(d‘;lax T (R)QyC (k)
j=1
k—dipin
S <T<z'>@j<<z'>}

i=k41—dPax

9
E[AVA(C(R)] = 3 45 [(d?“ T ()Q,CH)
j=1
k—dinin
S <T<z'>c2j<<z‘>}

i=k+1—dmax

(A1)

(A3)

(A4)

(A5)

The combination of Equations (A1)-(A5) and considerations of d” (k)d(k) < o2, fT(k)f(k) < 03,

C(k)T (k)¢ (k) < 02, and €T (k)e(k) < oF will lead to:
E[AV(C(k))] <

9
3 [CT(k)ﬁj ATPA; — P+2Q; + (Ary + An)Qy] (k)

j=1
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+2¢T (k) AT p; PB;¢(k — 5) + 2¢T (k) AT p; PC;¢(k — 7)

+2¢7 (k) AT p; PEjuy (k) + 2¢T (k).AT p; PDjd(k)

+ 207 (k) AT p; PF; f (k) + T (k — 74) (k)(B] p; PB; — p;Q5)¢ (k — 75)
+2¢7(k — 75)(k)B] p; PCi¢(k — 1) + 2T (k — 74) (k) B] pj PE;&uy (k)
+2¢" (k — 77)(K)B] p; PD;d(k) + 2¢" (k — 74) (k) B] p; PF; f (k)

+ (T (k= 7)) (K)(C] p3PC; — pjQ)¢(k — )

+2¢" (k — ) (k)C] pj PEjuy (k) + 2" (k — 1) (k)C] p; PD;d(k)

+ 20" (k =) (K)C] p; PF; [ () + &0y () (E] piPE} — a1 T)éuy (k)

+ 260, (K)E] p; PD;d(k) + 260, (k)E] p; PF;f (k)

+ d"(k)(D] p; PD; — w2I)d(k) + 2d" (k)D] p; PF; f (k)

(
(
(
(

T BPF - I f0) (A6)
Let:
Q(k) = [¢T(k); T (k — 7p); ¢ (k — mp); &0y (K); A7 (R); f7 (k)] (A7)
Then, Equation (A6) is rewritten in the following form:
9
EAV (W) < 3 |97 (0T,000 + ¢ (A%)
From Equation (A7), it follows:
E[AV (k)] < —eigpin(~OE[|¢(K)[]*] + 62 (A9)
Moreover, when the energy-like functional’s concept V (k) is considered, one has:
V (k) < eigpa(P)E[IIC(K)I] (A10)

)
Let us define a scalar ¢ > 1. By considering Equations (A9)-(A10) we obtain:

E[¢" ™V (k 4+ 1)] — E[¢*V (k)] = ¢* T E[AV (k)] + ¢"TE[V (k)] — s"E[V (k)]
< " Y| = eigin (—QE[[[C(F)|]?] + 92] +¢"(q— DE[V (k)]
< M@ E[[IC(R)IP] + 162 (A1)
with h(Q) = _eigmm(_Q)q + (q - 1)elgmax(P)

A integer s is considered, the two sides of Equation (A1ll) are summed with respect to k during
the period 0 to s — 1, this leads to:

s—1
g —¢°
BTV (5)] BV (0)] < ko) Y B[] + 21 =L (A12)
k=0
Becuase h(1) = —eig,,;,(—) < 0, h(qo) = 0 for a scalar g > 1, and lim,_,o = +00, a scalar ¢
can be obtained using the following inequality:
s qo(1 — 45
BlgV (5)] - BV (0)] < 2= B2 (A13)
Note:
Elgy V (s)] > eigmin(P)GE[I1C(5)]7]
> eigmin(P)GE([le(s)|7] (A14)
Therefore:
(a5 — 1)¢°
E[lle(s)IP] < 0 (A15)

QS_I(CIO - 1)elgmm(P)
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Considering Equation (A6), one can show that E|e(s)||> < 02, and using Definition 1, one can

conclude that the system is o1, 02, 03, 04, 05 secure, thereby completing the proof.
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