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ABSTRACT

Topology awareness and scalable, adaptive network control have become critical
with the development of 5G/6G, the Internet-of-Things, vehicular networks,
and edge computing. Traditional rule-based and centralized networking models
are unable to support dynamic topologies, heterogeneous traffic models, and
demands with strict quality-of-service requirements. Structural and topological
dependencies are encoded using graph neural networks (GNNs) and combined
with deep reinforcement learning (DRL) to make decisions sequentially. Exploiting
rewards is an avenue toward intelligent end-to-end network optimization. This
review is a systematic examination of modern GNN–DRL models implemented in
routing, congestion control, chaining of service functions, vehicular communication,
and the optimization of optical networks. It also highlights their performance
strengths, including topology awareness, cross-topology generalization, high sample
efficiency, and high scalability, as well as their weaknesses, such as inference
overhead, inconsistent benchmarking practices, low real-time deployability, and
sensitivity to noisy or partial state observations. The main findings of this review
are: (i) a coherent taxonomy of GNN-based, DRL-based, and hybrid GNN–DRL
effective designs; (ii) comparative analysis of algorithms, architecture components,
and learning pipelines; (iii) generalized performance trends in major areas of
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intelligent networking; and (iv) a collection of grounded research directions to be
followed in the future, lightweight architecture, transfer learning pipeline, fault-
tolerant learning, and unified evaluation frameworks. Finally, this review focuses
on enabling resilient infrastructure through intelligent, scalable, and autonomous
end-to-end networking solutions.
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Imprecision, uncertainty, and conflicting criteria often complicate the process
of identifying the optimal conclusions in real-world decision-making scenarios.
This paper suggests a novel multi-criteria decision-making (MCDM) framework
that combines a hybrid logarithmic precursor chain-driven objective weight-
ing–preference ranking organization method for enrichment of evaluations tech-
nique with linear DIOPHANTINE fuzzy sets to address uncertain frameworks.
The selection of the location of a Sustainable Emergency Service Station and
the selection of an investment portfolio are two real-world and socially signif-
icant decision-making challenges where traditional MCDM approaches fail to
address the uncertainties. Our suggested fuzzy-based paradigm demonstrates
the adaptability of both infrastructure design and financial decision-making.
The results provide the optimal solutions based on our requirements, even un-
der unpredictable conditions. The outcomes of sensitivity analysis and com-
parative analysis demonstrate how well the suggested approach handles am-
biguous and imprecise data, particularly when expert opinions are presented
in a linguistically or incompletely articulated manner. This work provides a
solid, scalable, and precise method for resolving MCDM issues in the face of
ambiguity, offering improved support to decision-makers in a range of fields.

Keywords:
Linear Diophantine fuzzy set
Distance measure
LOPCOW
PROMETHEE
Sustainable emergency service station
Investment portfolio

AMS Classification 2010:
06D72, 03E72, 08A72, 15B15

1. Introduction

Data are frequently ambiguous, partial, or im-
precise in many real-world decision-making situ-
ations because of human judgment, measurement
constraints, or a lack of accurate information.
This intrinsic ambiguity makes it more difficult to
choose the best option, particularly in situations
when there are linguistic or subjective evaluations
involved. To overcome these difficulties, Zadeh 1

introduced fuzzy set theory that can handle ambi-
guity and partial truth in information. To better

capture the subtleties of uncertainty, this funda-
mental concept has evolved to incorporate more
sophisticated models. For instance, intuitionis-
tic fuzzy set (IFS) 2 offers an intense modeling
structure by including a value of hesitancy in ad-
dition to membership(MD) and non-membership
degrees (ND). The domain available to decision-
makers is later expanded by pythagorean fuzzy
sets (PFS), which build upon IFS and permit the
squared total ofMD andND to lie between 0 and
1. 3 Furthermore, the q-Rung orthopair fuzzy set

*Corresponding Author
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1. Introduction

Highly adaptable and dynamic communication in-
frastructures require smart, flexible, and scalable
control infrastructures that can meet dynamic
topologies, heterogeneous traffic characteristics,
and strict quality-of-service (QoS) requirements.
Conventional rule-based networking designs are
typically unable to satisfy these needs because
they lack scalability (they are inflexible) and
cannot make inferences in highly dynamic con-
texts.1,2 Although several studies have examined
graph neural networks (GNNs) and deep rein-
forcement learning (DRL), there is no integrated
review of how these two concepts can be com-
bined to achieve complete end-to-end networking.
Current reviews either (i) are limited to a study of
GNN modeling, (ii) look at DRL-based control, or
(iii) do not address scalability, generalization, and
real-time deployment issues. New network mod-
els, including 5G/6G, Internet-of-Things (IoT)
networks, vehicle-to-vehicle communications, and
multi-access edge computing, provide further in-
centive to the use of data-driven, learning-enabled,
and autonomous optimization models.3,4

Graph neural networks and DRL are two tech-
nologies that have become highly promising in
the next-generation intelligent networking world.
GNNs offer a principled system for represent-
ing and modeling communication networks, their
topologies and interactions, and the structural
correlations between nodes.5,6 Complementary
to this, DRL provides strong sequential decision-
making, and networks can optimize routing, re-
source distribution, congestion, and spectrum
management via reward-based learning on their
own.7

Both GNNs and DRL are complementary, and
neither can attain the capabilities of the other.
GNNs provide a topology-aware representation of
the network, capturing node relationships, node
dependencies, link congestion patterns, and global
network behavior.8 DRL, on the other hand,
is a sequential decision-maker that enables au-
tonomous routing, scheduling, and resource op-
timization through reward-based policies. GNN
embeddings serve as effective state representa-
tions for DRL agents when combined, enabling

generalization to unseen topologies, reducing state
ambiguity, and improving policy stability. This
synergy creates a coherent, end-to-end intelligent
system that can optimize large, dynamic, and het-
erogeneous networks much more efficiently than
GNNs or DRL.

Recent studies have demonstrated that adopt-
ing GNN-based topology representations in DRL
controllers can improve decision-making in most
networking tasks. Graph embeddings have been
applied to enhance the performance of DRL mod-
els for routing optimization, virtual network func-
tion (VNF) placement, wireless resource alloca-
tion, and multi-domain network control, where
structural dependencies are usually ignored by
traditional DRL agents.9 As a result of such em-
beddings, DRL agents can obtain more informa-
tion about congestion, bottlenecks, and optimized
actions by making informed topology choices. Be-
sides, GNN–DRL was found to be more scalable
and resilient in large and distributed network envi-
ronments, enabling collaborative decision-making
and improving its generalization to novel network
environments.10

Although there has been major progress, the
current studies are still rambling. The majority of
studies either focus solely on GNN-based topology
modeling or solely on DRL-based control, without
providing an integrated view of their capabilities
for working together to create intelligent end-to-
end networking.10,11 Scalability, generalization
capability, constraints on real-time inference, and
evaluation practices are also diverse across cur-
rent approaches, making it difficult to compare
results across works. This fragmentation and lack
of methodological coherence underscore the need
for a general review that combines both GNN
and DRL paradigms.12

Figure 1 shows a general interaction between
GNNs and DRL in optimizing autonomous net-
works. The capacity of GNNs to model node de-
pendencies, linkages, and the topological structure
of communication networks has made them effec-
tive models of communication networks. GNNs
can produce expressive embeddings for a wide
variety of tasks, such as traffic prediction, rout-
ing estimation, anomaly detection, and link-state
inference, through message-passing mechanisms.
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Figure 1. High-level framework of GNN–DRL integration for intelligent end-to-end networking
Abbreviation: QoS: Quality of service.

Recent intelligent networking studies investi-
gate GNNs and DRL independently but do not
comprehensively compare their combined capabil-
ities to enable end-to-end autonomous network
operation.13 Although 5G/6G, IoT, and vehicular
systems are adopting it rapidly, the current liter-
ature lacks consistent benchmarking, scalability
testing, and real-time testing of this approach,
leaving the GNN and DRL integration opaque
across studies.14

The main contributions of this review are:

(i) An extensive overview of the GNN-based,
DRL-based, and hybrid GNN–DRL models
for intelligent end-to-end networking in key
application fields.

(ii) An integrated GNN–DRL taxonomy that
hierarchically categorizes the existing ap-
proaches according to learning paradigm and
networking task, which has not been previ-
ously reviewed.

(iii) An end-to-end framework based on topology-
aware representation learning, adaptive DRL-

based control, and closed-loop feedback of
autonomous networking.

(iv) A cross-domain comparative study that cov-
ers routing and congestion control, service
function chaining (SFC), vehicular networks,
optical networks, and IoT networks, and iden-
tifies gaps in scalability and benchmarking.

(v) Critical architectural and evaluation require-
ments discovery in existing research, result-
ing in grounded research directions to scal-
able and deployable intelligent networking
systems.

The paper is structured as follows: Section 2
gives background on the foundations of GNNs
and DRL. Section 3 provides the methodology
framework, combining GNN-based representation
learning and DRL-based adaptive control. Sec-
tion 4 discusses areas of application and com-
parative knowledge. Section 5 describes available
challenges and future research directions. Section
6 concludes the paper.
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2. Background and fundamental concepts

Intelligent learning-based networking systems are
becoming popular for managing complex, dy-
namic, and large-scale communication scenar-
ios.15 Modern networks require models that can
learn structural dependencies, adapt to dynamic
traffic patterns, and make autonomous decisions
in cases of uncertainty. This section provides an
overview of GNNs and DRL, and explains how
they can be used to enable end-to-end intelligent
networking.

2.1. Graph neural networks in networking

Graph neural networks can be seen as a structured
framework for modeling communication networks,
where nodes, links, and topologies naturally form
graphs. As emphasized previously,16 GNNs, in-
cluding graph convolutional networks (GCNs),
graph attention networks (GATs), adaptive graph
encoders, and spatial-temporal GNNs, are effec-
tive at capturing node-to-node relationships, link
attributes, and topology-conscious dependencies.
The features of GNN render them applicable to
the following tasks: routing estimation, traffic
forecasting, anomaly detection, and link-state in-
ference. By means of message passing and aggrega-
tion, GNNs produce expressive embeddings that
can be generalized to different (or unseen) net-
work structures.17 Research has shown their great
abilities in topology-sensitive representation learn-
ing and in modeling graph-based functionality for
networking problems.18 However, GNNs are also
good at learning structural patterns but do not
include sequential decision-making or adaptive
real-time control per se, which implies they must
be complemented with alternative techniques.

2.2. Network control deep reinforcement
learning

Deep reinforcement learning has also emerged as
an enabling factor in autonomous network con-
trol, enabling sequential, reward-driven decision-
making in dynamic and uncertain environments.
Deep Q-networks (DQNs), proximal policy opti-
mization (PPO), deep deterministic policy gradi-
ent (DDPG), and asynchronous advantage actor-
critic (A3C) algorithms have demonstrated sig-
nificant routing, congestion control, resource al-
location, and spectrum management efficiencies
by learning optimal policies through interaction
with the environment.19,20 In contrast to static or
rule-based controllers, DRL agents can adapt to
traffic variability, topology changes, and heteroge-
neous QoS requests without explicitly modeling

the network.21,22 DRL has been demonstrated to
be useful for software-defined networking (SDN)
routing, IoT resource allocation, bandwidth con-
trol, and even for activities such as intrusion and
distributed denial-of-service (DDoS) detection,
with significant improvements in throughput, la-
tency, and stability.23 Furthermore, it is common
for DRL agents to fail to generalize when net-
work structures greatly change or when raw state
representations do not reflect graph-based rela-
tionships.21 The topology-sensitive encoders, like
GNNs, which yield structure-based representa-
tions of states that enhance the robustness and
learning capabilities of DRL, are highlighted by
this limitation.24

2.3. Current graph neural network–deep
reinforcement learning models and
applications

Recent work has shown that combining topol-
ogy representations via GNNs with a DRL policy
improves decision-making across many network-
ing areas.25,26 GNN embeddings also enable DRL
agents to reason about structural dependencies
that classical DRL approaches do not consider,
enhancing routing optimization, VNF placement,
wireless resource allocation, and multi-domain
network control. These are enhanced representa-
tions of states that help DRL agents identify con-
gestion points, bottlenecks, and the best courses
of action. Moreover, hierarchical and multi-agent
GNN–DRL models have demonstrated higher scal-
ability and robustness in large, distributed, and
dynamic networked settings.22 These hybrid mod-
els are a synthesis of two paradigms: topology-
aware representation learning in GNNs and adap-
tive control in DRL, thereby enabling more effi-
cient and generalizable network intelligence.

2.4. Limitations of the existing literature

Despite the promise of hybrid GNN–DRL models,
a number of drawbacks exist in the contempo-
rary literature. Most research assesses its meth-
ods only on small or artificial topologies with
few traffic variations, which limits their applica-
bility to real-world, large-scale networks.27 The
high cost of training and inference, which is high
in both GNNs (due to message passing in an
iterative manner) and DRL (because of policy
updates), complicates deployment in high-latency
settings, such as vehicle-to-everything (V2X) and
industrial IoT.28 Furthermore, current techniques
are susceptible to noisy measurements, biased ob-
servability, adversarial constraints, and have link
failures, thereby diminishing their accuracy in
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Figure 2. Taxonomy of intelligent networking solutions using GNNs and DRL
Abbreviations: C-V2X: Cellular vehicle-to-everything; DRL: Deep reinforcement learning; E2E: End-to-end;
GNN: Graph neural network; IoT: Internet-of-Things; QoS: Quality of service; SDN: Software-defined
networking; VNF-FG: Virtual network function-forwarding graph.

realistic settings.29 The diversity of evaluation
practices across studies remains disparate, with in-
consistent datasets, topologies, performance mea-
sures, and comparisons to other studies, hindering
reproducibility.30

Table 1 presents a synthesis of representative
GNN–DRL-based networking solutions reported
in the recent literature, including their applica-
tions, learning components, and contributions.
This comparison shows how various studies used
graph representations with reinforcement learn-
ing policies to solve routing, resource allocation,
congestion management, and multi-domain opti-
mization.31 It is also evident in the variety of tasks
and architectures employed in the field, as the
table shows a clear foundation for understanding
the design trends and performance properties of
hybrid GNN–DRL models, as shown in Figure 2.

The current research literature can be grouped
into two basic dimensions. The first dimension
concerns the learning paradigm and comprises
three main model types: DRL-only, GNN-only,
and hybrid GNN–DRL models, which can be com-
bined to achieve end-to-end intelligent control.
The second dimension is associated with the net-
working task, wherein the previous research has
mainly focused on other core operational func-
tions, including routing optimization, congestion
management, resource allocation, traffic predic-
tion, and network security.32,33 This two-sided

taxonomy can offer a systematic perspective on
the relationships among various methodological
decisions with specific networking goals, thereby
allowing one to see more clearly the advantages
and weaknesses within the scope of current re-
search. Figure 2 presents the conceptual repre-
sentation of this taxonomy.

3. Intelligent networking frameworks

This section provides the methodological back-
ground for analyzing, interpreting, and unifying
the available DRL-based GNN-based intelligent
networking solutions. The methodology provides
a systematic framework for consistently analyz-
ing a variety of architectures, learning processes,
and networking applications. It establishes the
network model, outlines the architectures of GNN
and DRL components, explains how the two
paradigms interact within the hybrid architec-
ture, and provides the end-to-end workflow for
the analysis throughout the paper.

3.1. Network model and problem
definition

The methodological framework governed how
models were assessed in the following sections.
Uniform criteria for scalability, latency, gener-
alization, and robustness were used to evalu-
ate all GNN-only, DRL-only, and hybrid GNN–
DRL studies. A communication network could
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Table 1. Representative hybrid GNN–DRL solutions for end-to-end networking

Reference Scenario/Network
type

Task Learning com-
ponents

Key contribution

[ 13] Packet-switched net-
works

Routing opti-
mization

GNN state en-
coder + DRL
policy network

First routing use case
where GNN embeddings
feed a DRL agent, im-
proving generalization
across topologies

[ 14] Multi-objective
communication
networks

Generic routing
optimization

Modular GNN–
DRL framework

Unified method (GROM)
that supports multiple
routing objectives and
network settings

[ 15] Software-defined op-
tical networks

Routing & spec-
trum assignment

GNN topol-
ogy encoder +
actor-critic DRL

End-to-end GNN–DRL
routing method (GDRL-
SFCR) that improves
blocking probability and
delay

[ 16] Computing force
networks

Joint compute–
network alloca-
tion

GNN resource
graph + DRL
agent

GNN–DRL scheme that
jointly manages traffic
and computing resources
under topology variation

[ 17] Network func-
tion virtualiza-
tion/Service func-
tion chaining

Virtual net-
work function-
forwarding
graph embed-
ding

GNN representa-
tion + DRL pol-
icy

Considers structural,
node, and link con-
straints in embedding
service chains into
substrate networks

[ 18] Cellular vehicle-to-
everything vehicular
networks

Radio resource
allocation

Connectivity
graph GNN +
DRL scheduler

Meets ultra-reliable, low-
latency requirements for
V2V/V2I links using a
GNN–DRL controller

[ 19] Multi-domain
communication
networks

Traffic pre-
diction &
optimization

GNN predictors
+ DRL-ready
models

Thesis arguing for inte-
grating GNN traffic pre-
diction with DRL for
closed-loop optimization

[ 20] Optical communica-
tion networks

Routing & spec-
trum assignment

GNN-assisted
DRL

Shows that GNN-
encoded topology
improves DRL sample
efficiency and robustness
across network instances

Abbreviations: DRL: Deep reinforcement learning; GDRL: Graph Deep Reinforcement Learning; GNN:
Graph neural network; GROM: Graph Representation of Optical Networks ModelSFCR: Service
Function Chain Routing; V2I: Vehicle-to-infrastructure; V2V: Vehicle-to-vehicle.

be mathematically represented as a graph G(V,
E ), where V denotes the nodes (routers, base
stations, switches, or servers) and E denotes the
communication links between them. The feature
attributes of each node ?? ∈ V are the length
of its queue, traffic load, delay, central process-
ing unit (CPU) utilization, buffer occupancy, and
the bandwidth capacity, propagation delay, jit-
ter, level of congestion, or spectrum availability
of each link ?? ∈ E. By modeling the network
as a graph, these features allow it to better cap-
ture spatial relationships, structural dependencies,
and dynamic state variations than traditional flat

feature representations.
The objective of the intelligent controller in this

context is to maximize the performance of the
end-to-end network decision through the choice
of action, including path update, resource assign-
ment, flow scheduling, or congestion control, de-
pendent on its perceived graph state. To be ef-
fective in decision-making, the learning model
should capture spatial relationships, temporal
variations, and structural constraints within the
network. The graphical representation of the net-
work can be used as a topology-aware backbone
to facilitate more advanced learning processes,
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especially when combined with GNN-based state
encoding and DRL-based adaptive control. Such
a formulation allows the controller to decipher the
conditions of the global network and the rationale
for relational patterns, and to make coordinated
decisions that align with QoS goals.

3.2. Topology encoding using graph neural
networks

Graph neural networks are used to model the
structural perception of the system. A typical
GNN layer performs:

hi(k) = AGGREGATE(hj(k−1) : j ∈ N(I))
(1)

Graph neural networks can compute both local
and global structural information via the message-
passing mechanism, thus allowing the downstream
DRL agent to typically operate on a rich, topo-
logically structured state representation rather
than raw metrics. This improves generalization
to unseen topologies and reduces the need for
handcrafted network features.

3.3. Adaptive control using deep
reinforcement learning

The DRL component serves as a decision-making
engine. At each time step, the agent observes the
GNN-encoded network state st, chooses an action
(at), and receives a reward, reflecting performance
goals such as throughput maximization, latency
minimization, or fairness improvement. A DRL
policy is often expressed as:

πθ(at|st) (2)

Depending on the task, various DRL
algorithms—DQN, DDPG, PPO, and A3C—can
be used. The incentive function is designed to
ensure quality of service objectives and stability,
for example:

rt=−α ·Delay+β · Throughput−γ · Packetloss
(3)

This adaptive learning approach allows the
controller to optimize network behavior over time
without relying on predetermined heuristics or
explicit traffic models.

3.4. End-to-end intelligence multi-layer
integration

The multi-layer integration end-to-end intelli-
gence in current communication networks, in
which the various layers of learning are tightly
coupled to work together in the perception of
network conditions, rationalize structural depen-
dencies, and implement optimized control de-
cisions. The suggested multi-layer architecture

integrates graph-based representation learning,
reinforcement-based policy optimization, and real-
time environmental feedback, forming a single in-
telligence loop capable of adapting to a changing,
large-scale, and heterogeneous network environ-
ment.

3.4.1. Layer 1: Graph construction and
feature extraction

At the first layer, the graph construction and fea-
ture extraction processes convert the raw network
state into a structured graph G = (V,E) aug-
mented with node-level and link-level properties
such as queue occupancy, latency, load distribu-
tion, and bandwidth availability. The GNN per-
ception layer processes these features and, via iter-
ative message passing, generates topology-aware
embeddings that reflect local neighborhood in-
teractions and global structural patterns. These
embeddings offer a succinct yet descriptive view of
the context around the operation of the network.

3.4.2. Layer 2: Graph neural
network-based perception

The second layer, the DRL policy optimization
module, uses the GNN-encoded embeddings as
the state input. Using value-based, policy-based,
or actor-critic learning methods, the DRL agent
identifies the best control policies, e.g., route ad-
justments, flow scheduling, congestion reduction,
or resource distribution, after optimizing long-
term reward. The state representation obtained
with the GNN is much more effective at enabling
the agent to generalize across different topologies
and various traffic conditions.

3.4.3. Layer 3: Deep reinforcement
learning policy optimization

The third layer defines environment interaction
and feedback, in which the chosen actions are
implemented within the network, leading to up-
dates to states and performance metrics (e.g.,
throughput, delay, jitter, or loss). These results
enable giving instant feedback on the policy to
improve and update the GNN–DRL layers. The
structure is closed-loop, allowing it to be contin-
uously learned, corrected, and adapted without
human intervention.

3.4.4. Layer 4: Environment Interaction
and Feedback

A multi-layer intelligence pipeline is generated,
in which GNNs provide structural insights, DRL
makes adaptive decisions, and the feedback loop
between the environment and the system guar-
antees continuous optimization. This combined
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Figure 3. Unified graph neural network (GNN)–deep reinforcement learning (DRL) framework
Abbreviation: QoS: Quality of service.

method will enable real-time and autonomous net-
working that can respond to unexpected changes,
scale effectively across large networks, and re-
main resilient to failures and shifting traffic pat-
terns. The resulting architecture can be used as
a broadly applicable methodological framework
that facilitates comparative analysis and subse-
quent findings in this paper.

Figure 3 describes the process of transforming
real network data (topology, traffic, metrics, and
QoS) into a graph, then using a GNN to create
state embeddings for the graph, including nodes,
edges, and the entire network. This is then sent to
the DRL module, which applies these embeddings
to make intelligent decisions, such as routing, re-
source allocation, scheduling, spectrum allocation,
or power control. The action submitted is then im-
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Table 2. Key components of intelligent GNN–DRL networking frameworks

Layer Role Techniques used Main outcome

Network graph con-
struction

Converts the network to
a graph

Topology modeling, fea-
ture extraction

Structured graph input

GNN-based encoder Learns topology-aware
representations

GCN, GAT, Graphs
AGE, GIN

Node/edge embeddings

DRL controller Decision-making DQN, PPO, DDPG,
SAC

Optimized routing, allo-
cation

Closed-loop interaction Continuous learning Reward-based updates Adaptive self-
optimization

Multi-layer integration End-to-end intelligence Cross-layer coordina-
tion

Holistic network opti-
mization

plemented in the Execution Layer, which modifies
the actual network. The output or feedback of the
network is relayed to the DRL agent, thereby re-
fining the policy over time. This approach renders
the entire pipeline a closed-loop, intelligent learn-
ing system that continuously optimizes network
performance, as shown in Table 2.

4. Application domains (routing,
congestion, service function chaining,
vehicle-to-everything, and optical
networks)

This section outlines key application areas where
integrated GNN–DRL frameworks have achieved
substantial gains in network intelligence. The pre-
ceding chapters have explained the foundations of
architecture; here, the practical implications are
discussed. The following insights are associated
with representative tasks, including routing opti-
mization, resource allocation, congestion control,
traffic prediction, and SFC.

Table 4 presents a qualitative coverage com-
parison of GNN-based, DRL-based, and hybrid
GNN–DRL models in intelligent end-to-end net-
working. The table highlights that GNN-based
models provide complete topology awareness and
strong scalability by capturing structural depen-
dencies within network graphs; however, they lack
sequential decision-making capabilities and offer
only partial end-to-end control and adaptability.
In contrast, DRL-based models excel at sequen-
tial decision-making and real-time adaptability
through reward-driven policy learning, but exhibit
only partial topology awareness and moderate
scalability due to limitations in their structural
representation. Hybrid GNN–DRL models inte-
grate the strengths of both paradigms, achieving
complete coverage across topology awareness, se-
quential control, scalability, real-time adaptability,
and holistic end-to-end optimization. This com-

parison clearly demonstrates why hybrid GNN–
DRL architectures are better suited to large-scale,
dynamic, and autonomous networking environ-
ments.27,29

4.1. Comparative terminology landscape

The nomenclature for GNN-based, DRL-based,
and hybrid GNN–DRL models is inconsistent in
intelligent end-to-end networking studies. Similar
concepts are defined by different names across
studies; this is one of the causes of ambiguity
when comparing methodologies, comprehending
architectures, and interpreting results. Thus, a
comparative terminology map is needed to stan-
dardize vocabulary, define conceptual frames, and
harmonize definitions across studies. In this sub-
section, a systematic comparison between the key
terms employed in the three broad methodological
categories is presented: (i) DRL-based, (ii) GNN-
based, and (iii) hybrid GNN–DRL models. By
matching terms, researchers can see how various
communities (networking, machine learning, wire-
less communications, and graph learning) share
a common core component. This helps prevent
confusion during interpretation and facilitates
communication across fields.

These acronyms encompass a wide range of con-
cepts, technologies, learning models, optimization
algorithms, and networking architectures that un-
derpin modern intelligent communication systems,
as shown in Table 5. These include core ma-
chine learning terms, such as artificial intelligence
(AI), deep neural networks, convolutional neural
networks, GNNs, and DRL, as well as specific
variants, such as GAT, GCN, and message pass-
ing neural networks (MPNNs), which represent
different graph-learning approaches. It also lists
widely used DRL algorithms—including DDPG,
DQN, PPO, A3C, and multi-armed bandit—that
support autonomous decision-making in network
control. In addition, essential networking and
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Table 3. Summary of related work and contributions to GNN–DRL-based end-to-end networking

Domain GNN DRL End-
to-end
network-
ing

Network
optimiza-
tion

Network
manage-
ment/
contr

Reference Year

Intelligent wireless net-
working using GNNs (re-
source optimization &
new trends)

✓ ? ✓ ✓ ? [ 22] 2021

Graph-based learning
models for modern
communication networks

✓ ? ? ? ✓ [ 23] 2022

GNN-enabled automa-
tion for network control
and orchestration

✓ ? ? ? ? [ 24] 2024

DRL–GNN integration:
challenges, insights, and
open research issues

✓ ✓ × × × [ 25] 2023

DRL applications in com-
munication and network-
ing

× ✓ × × ✓ [ 26] 2022

Graph-driven reinforce-
ment learning for net-
working: applications &
future scope

✓ ✓ ? × × [ 27] 2025

Notes: ? indicates partial support.
Abbreviations: DRL: Deep reinforcement learning; GNN: Graph neural network.?

Table 4. Qualitative coverage comparison of learning paradigms in intelligent end-to-end networking

Learning
paradigm

Topology
awareness

Sequential
decision-making

End-
to-end
control

Scalability Real-time
adaptabil-
ity

GNN-based models Complete No Partial Complete Partial
DRL-based models Partial Complete Partial Partial Complete
Hybrid GNN–DRL
models

Complete Complete Complete Complete Complete

Abbreviations: DRL: Deep reinforcement learning; GNN: Graph neural network.?

communication concepts, such as QoS, quality
of experience, service level agreement, radio ac-
cess networks, mobile edge computing (MEC),
SDN, network function virtualization (NFV),
VNF, software-defined wide-area network (SD-
WAN), and SFC, are included to contextualize
system-level behavior in end-to-end networking
environments. Several emerging domains and spe-
cialized technologies—such as unmanned aerial
vehicle networks, vehicular edge computing, non-
orthogonal multiple access, channel state infor-
mation, and advanced frameworks like topology-
aware graph neural networks and graph-enhanced
DRL optimization—are also represented, indicat-
ing the breadth of interdisciplinary research.

4.2. Contribution-level comparison

The rapid development of intelligent networking
research has led to a vast and varied body of liter-
ature that advances research across various areas,
including representation learning, routing per-
formance, traffic prediction, congestion control,
spectrum assignment, VNF placement, and end-
to-end autonomy. These, however, exhibit wide
variation in their scope, methodology, learning
elements, and learning performance goals. Thus,
comparison at the contribution level is also neces-
sary to clearly define the progress each technique
makes in the field and to position hybrid GNN–
DRL architectures relative to existing methods.
Although most of the studies reviewed report
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Table 5. Acronyms and descriptions relevant to intelligent end-to-end networking with GNN and DRL

Acronym Description

AI Artificial intelligence
CNN Convolutional neural networks
CSI Channel state information
DDPG Deep deterministic policy gradient
DNN Deep neural networks
DQN Deep Q-networks
DRL Deep reinforcement learning
GAT Graph attention networks
GCN Graph convolutional networks
GNN Graph neural networks
ITU International Telecommunication Union
MEC Mobile edge computing
MLP Multi-layer perceptron
MPNN Message passing neural networks
MPTCP Multi-path transmission control protocol
NFV Network function virtualization
NOMA Non-orthogonal multiple access
PPO Proximal policy optimization
QoS Quality of service
QoE Quality of experience
RAN Radio access networks
SDN Software-defined networking
SFC Service function chaining
SLA Service level agreement
UAV Unmanned aerial vehicles
VEC Vehicular edge computing
VL Virtual link
E2E End-to-end networking
SD-WAN Software-defined wide-area network
VNF Virtual network function
MAB Multi-armed bandit
A3C Asynchronous advantage actor-critic
TopoGNN Topology-aware graph neural networks
GEO-DRL Graph-enhanced DRL optimization

quantitative improvements in latency, throughput,
and scalability, a direct numerical comparison is
not feasible due to heterogeneous benchmarking
configurations.

Table 6 presents a refined and structured sum-
mary of existing studies on intelligent end-to-end
networking using GNNs, DRL, and their inte-
grated approaches. The table categorizes prior
work into four major areas—GNN-based net-
working, DRL-based decision-making, integrated
GNN–DRL models, and network-wide manage-
ment frameworks, allowing a clearer understand-
ing of how each technique advances modern com-
munication networks. Within GNN-based solu-
tions, studies applying GCN, GAT, and MPNN
architectures highlight the strengths of graph
learning for routing, link prediction, and traf-
fic modeling, emphasizing improved structural
awareness and predictive capability. DRL-focused

works demonstrate how DQN, DDPG, and PPO
enable autonomous optimization of routing, re-
source allocation, and congestion management
in uncertain or dynamic environments. The inte-
grated category showcases hybrid models in which
GNNs enhance DRL agents by embedding topo-
logical features directly into the learning process,
thereby improving routing performance, adapt-
ability, and multi-agent coordination. Finally, the
network-wide management segment covers SDN-,
MEC-, and NFV-enabled implementations that
deploy or support these intelligent learning mecha-
nisms, ensuring low-latency inference, scalable op-
timization, and flexible control. Overall, Table 6
synthesizes the state of the art by illustrating
how each technique, individually and collectively,
contributes to building intelligent, fully optimized
end-to-end networking solutions.
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Table 6. Refined summary of existing studies and their contributions to intelligent end-to-end networking using
GNN and DRL

Category Proposed
work
22− 25

Key tech-
nique/approach

Refined contribution

GNN-based net-
working solutions

GCN-driven
routing opti-
mization

Graph convolutional
models for learning
network structures

Demonstrates that GCNs can ef-
fectively capture topological de-
pendencies, enabling more reliable
and efficient end-to-end routing
decisions

GAT-enhanced
link prediction

Attention-based mes-
sage aggregation

Provides finer-grained structural
learning, resulting in more adap-
tive and accurate link-state esti-
mation in dynamic networks

MPNN for traffic
modeling

Message passing neural
operations on network
graphs

Offers robust traffic forecasting ca-
pabilities that support proactive
and intelligent resource provision-
ing

DRL for network
control & decision-
making

DQN-based path
selection

Value-based learning for
routing actions

Enables autonomous route opti-
mization through real-time policy
learning in complex and uncertain
network environments

DDPG-oriented
resource assign-
ment

Actor-critic DRL for
continuous action con-
trol

Achieves optimal resource utiliza-
tion through continuous decision
refinement for bandwidth, power,
and compute distribution

PPO-supported
congestion
regulation

Policy-gradient DRL
with stable updates

Enhances congestion control
by providing stable, high-
performance flow regulation
across varying network conditions

Integrated GNN–
DRL models

GNN-guided
DRL routing

GNN-generated fea-
tures embedded in DRL
policy networks

Significantly boosts routing
quality by integrating topological
awareness into the decision-
making process of DRL agents

DRL with
graph-based
embeddings

Topology-informed em-
beddings generated via
GNNs

Improves end-to-end adaptability
by enabling DRL agents to oper-
ate with a richer, structure-aware
representation of the network

Hybrid multi-
agent GNN–
DRL architec-
ture

GNN-enabled relational
modeling within multi-
agent DRL

Facilitates intelligent coordination
and scalable control across dis-
tributed network nodes

Network-wide
management &
optimization

SDN-integrated
DRL controller

Programmable SDN
environment combined
with DRL logic

Enhances global network man-
agement through real-time, data-
driven decision-making and flexi-
ble control policies

MEC-powered
GNN/DRL
inference

Deployment of learning
models at edge servers

Reduces latency and improves the
responsiveness of intelligent net-
working tasks via computation of-
floading

NFV-enabled
learning frame-
work

Virtualized function-
executing GNN/DRL
modules

Ensures agile deployment, rapid
updating, and scalable operation
of learning-driven network opti-
mization mechanisms

4.3. Domain-specific comparative insights

Domain-specific comparative knowledge illus-
trates the behavior of DRL-only, GNN-only, and
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hybrid GNN–DRL systems across various network
settings, including data-center networks, internet
service provider (ISP)-scale topologies, vehicu-
lar networks, optical networks, and IoT-based
resource-constrained systems. One of the most
important findings in cross-domain research is
that DRL-only algorithms are effective for dy-
namically constrained decision-making problems,
such as adaptive routing in fast-evolving V2X
networks or congestion control in data-center net-
works, but they do not generalize when network
structure changes. On the other hand, GNN-only
models prove effective for tasks that depend on
structure, such as traffic forecasting, topology
inference, and link failure localization, because
they can encode graph dependencies. Neverthe-
less, GNNs cannot offer real-time control or policy
adaptation. The hybrid GNN–DRL models out-
perform both paradigms across all the studied
areas. In data center and ISP networks, the hy-
brid architecture provides topology-aware control,
enabling the DRL agent to respond more quickly
and accurately to changing loads. GNN-enhanced
representations in V2X and IoT topologies, with
topology dynamics and resource constraints, rank
high in reducing ambiguity in state representa-
tion and improving policy stability. The hybrid
method enhances QoS-conscious resource provi-
sioning in optical networks through structural
reasoning, in addition to long-term optimization.
Generally, the domain-specific analysis establishes
that the hybrid GNN–DRL system is the most
transferable, robust, and performance-efficient so-
lution, and it applies to the complex, large-scale,
and latency-sensitive networking environments.

Table 7 provides an overview of influential
and domain-specific studies that apply GNN and
DRL techniques to intelligent end-to-end net-
working. Each work is classified by network do-
main, with corresponding insights into how GNNs
help extract structural or contextual information
and how DRL agents leverage this knowledge to
make optimal decisions. In end-to-end routing,
for instance, the GNN model dynamically topolo-
gies while DRL selects high-throughput paths,
demonstrating the synergy between topological
learning and adaptive decision-making. In access
networks, GCN-based feature extraction enables
more accurate channel-condition prediction, sup-
porting DRL-driven resource allocation to im-
prove spectral efficiency. Transport-layer studies
blend MPNN-based traffic forecasting or GAT-
enabled topology encoding with DRL schedul-
ing or routing policies to reduce delay and boost
throughput. Core network efforts integrate DRL
logic into SDN controllers enhanced by GNN-

derived global states, enabling efficient rule config-
uration and virtual link management. Edge com-
puting and vehicular networks further showcase
hybrid GNN–DRL frameworks that manage of-
floading, mobility, and cooperative V2X decision-
making with reduced latency and improved QoS.
IoT network studies extend these ideas to dense,
dynamic environments by using GNN-informed
states to help DRL agents allocate channels and
time slots effectively. Altogether, Table 7 demon-
strates the scope of applicability of GNN-based
state modeling and DRL-based optimization. The
allocation shows that this paradigm has been
steadily embraced at various levels of end-to-end
networking, including inaccessible access, trans-
port, core, and new vehicular and IoT networks,
highlighting its applicability as an architecture
and not a supremacy in intelligent network design.

4.4. Algorithmic and architectural
comparison

Algorithms: Dynamically Random Walk (DRA).
Models Architectures: Graph Neural Network

(GNN), Fully Connected (FC) and Hybrid GNN.
Deep Reinforcement Learning has also consid-

ered hand-engineered models of network states
and sequential learning as a common feature of
Deep Reinforcement Learning (DRL)-only sys-
tems. There are value-based algorithms (Deep
Q-Network (DQN) and Double Deep Q-Network
(Double DQN)) and policy-based algorithms
(Proximal Policy Optimization (PPO) and REIN-
FORCE) or actor-critic models that are typically
trained using these systems.

Despite the high adaptability of these DRL
algorithms, they tend to be unstable in conver-
gence and have a poor generalization in the case
of network topology and traffic distribution vari-
ations. Graph Neural Networks (GNNs), on the
other hand, are useful in the graph-structured
network setting since they are able to capture
graphical connections between nodes and links.
Nevertheless, GNNs do not necessarily contain
a decision-making process and thus cannot inde-
pendently optimize the long-term control prob-
lems without combining it with reinforcement
learning techniques. Hybrid GNN–DRL models
leverage these advantages because GNN modules
serve as structural encoders, producing topology-
sensitive embeddings that are passed to the policy
or value networks of the DRL. This offers a more
discriminative representation of states, thus pro-
viding a larger sample, less training variability,
and greater cross-topology generalization. Archi-
tecturally, hybrid models introduce hierarchical
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Table 7. Selected comprehensive works on intelligent end-to-end networking using GNN and DRL

Network
domain

Key remarks State Actions Reward Reference Year

End-to-end
routing

Integration of
GNN-based
topology learn-
ing with DRL
for adaptive
path selection

GNN-extracted
node/link embed-
dings representing
dynamic topology

Selection
of optimal
routing
path

Maximizing end-
to-end through-
put

[ 1] 2024

Access net-
work opti-
mization

DRL agent sup-
ported by GCN
for channel qual-
ity prediction
and resource
assignment

GCN states encod-
ing CSI, interfer-
ence, and connec-
tivity

Allocation
of trans-
mission
power and
channel
blocks

Improved spec-
tral efficiency
and reduced
delay

[ 3] 2022

Transport
network
scheduling

GNN-assisted
traffic forecast-
ing enables DRL
to make proac-
tive scheduling
decisions

Temporal–spatial
traffic states
learned via
MPNN

Adjusting
flow
schedul-
ing and
queue
priority

Average delay
reduction across
flows

[ 4] 2022

Transport
network
routing

Attention-based
GNN generates
topology-aware
embeddings for
DRL routing
policy

GAT modes
capturing the
local/global
structure of the
network graph

Selection of
next-hop
routing
decisions

Path-level
throughput
improvement

[ 11] 2024

Core
network
(SDN)

DRL embedded
in the SDN con-
troller with GNN
modeling the full
network state

SDN global view +
GNN graph-state
extraction

Optimal
configu-
ration of
routing
rules and
virtual
links

Maximizing net-
work utility with
low overhead

[ 12] 2023

Edge com-
puting & of-
floading

Hybrid GNN–
DRL framework
for computa-
tional task
offloading at
edge nodes

GNN state cap-
turing server load,
mobility, link qual-
ity

Selecting
the of-
floading
node and
resource
allocation

Reduced energy
consumption
and latency

[ 13] 2023

Vehicular
networks
(V2X)

Multi-agent
DRL with
GNN interac-
tion graph for
cooperative
decision-making

Vehicle interaction
graph and neigh-
bor influence en-
coded by GNN

Joint rout-
ing, speed
adjustment,
and lane
switching

Stabilized V2X
communication
and improved
QoS

[ 15] 2023

IoT net-
work man-
agement

GNN-enhanced
DRL for han-
dling dense IoT
deployments

State includes
topology evo-
lution, device
density, and link
status

Allocation
of channels
and trans-
mission
slots

Maximizing QoS
under device mo-
bility

[ 18] 2024

processing pipelines in which spatial reasoning
is performed by the GNN and temporal opti-
mization by the DRL module. In algorithms and
architectures, the hybrid paradigm consistently
shows better robustness, improved learning sta-

bility, and more efficient performance, making it
the most appropriate choice for next-generation
intelligent networking systems.

Table 8 provides a detailed and topic-oriented
synthesis of representative studies that apply

807



M. Kamran et al. / IJOCTA Vol. 16, No. 3, pp.794-815 (2026)

T
a
b
le

8
.
R
ep
re
se
n
ta
ti
ve

st
u
d
ie
s
on

in
te
ll
ig
en
t
en
d
-t
o-
en
d
n
et
w
o
rk
in
g
u
si
n
g
G
N
N

a
n
d
D
R
L

R
e
fe
re

n
c
eC

o
n
tr
ib
u
ti
o
n

ty
p
e

K
e
y
m
e
th

o
d

A
lg
o
ri
th

m
(s
)N

e
tw

o
rk

d
o
m
a
in

S
u
m
m
a
ry

o
f
c
o
n
tr
ib
u
ti
o
n

1
R
ou

ti
n
g
op

ti
m
iz
at
io
n

G
C
N
-b
a
se
d
to
p
o
lo
g
y
le
a
rn
in
g

in
te
gr
at
ed

w
it
h
D
R
L

G
C
N

+
D
Q
N

E
n
d
-t
o
-e
n
d
ro
u
ti
n
g

P
ro
p
os
es

a
G
C
N
-a
ss
is
te
d
D
R
L
m
o
d
el

th
at

ex
tr
ac
ts

to
p
ol
-

og
y
em

b
ed

d
in
gs

an
d
en

ab
le
s
in
te
ll
ig
en
t
ro
u
te

se
le
ct
io
n
to

m
a
x
im

iz
e
th
ro
u
g
h
p
u
t
u
n
d
er

d
y
n
a
m
ic

co
n
d
it
io
n
s.

2
R
es
ou

rc
e
al
lo
ca
ti
on

G
ra
p
h
-a
w
a
re

ch
a
n
n
el

q
u
a
li
ty

p
re
d
ic
ti
on

G
N
N

+
P
P
O

W
ir
el
es
s
a
cc
es
s
n
et
w
o
rk
s

U
ti
li
ze
s
g
ra
p
h
re
p
re
se
n
ta
ti
o
n
s
o
f
in
te
rf
er
en
ce

a
n
d
C
S
I

to
g
u
id
e
a
P
P
O

a
g
en
t
fo
r
o
p
ti
m
a
l
a
ll
o
ca
ti
o
n
o
f
p
ow

er
,

b
a
n
d
w
id
th
,
a
n
d
ch
a
n
n
el

b
lo
ck
s.

3
T
ra
ffi
c
p
re
d
ic
ti
on

M
P
N
N

fo
r

sp
a
ti
o
-t
em

p
o
ra
l

fo
re
ca
st
in
g

M
P
N
N

T
ra
n
sp
o
rt

n
et
w
o
rk
s

In
tr
o
d
u
ce
s
a
n
M
P
N
N

m
o
d
el

ca
p
a
b
le

o
f
fo
re
ca
st
in
g
tr
a
f-

fi
c
co
n
g
es
ti
o
n

p
a
tt
er
n
s,

en
a
b
li
n
g
p
ro
a
ct
iv
e
en
d
-t
o
-e
n
d

sc
h
ed
u
li
n
g
d
ec
is
io
n
s.

4
R
ou

ti
n
g
en

h
an

ce
m
en
t

A
tt
en
ti
o
n
-b
a
se
d

g
ra
p
h

le
a
rn
-

in
g

G
A
T

+
D
R
L

T
ra
n
sp
o
rt

la
ye
r

D
ev
el
o
p
s

a
G
A
T
-d
ri
v
en

D
R
L

p
o
li
cy

th
a
t

le
v
er
a
g
es

at
te
n
ti
on

-w
ei
gh

te
d
to
p
ol
og
y
in
fo
rm

at
io
n
to

im
p
ro
ve

h
op

-
b
y
-h
o
p
ro
u
ti
n
g
a
cc
u
ra
cy
.

5
S
D
N

co
n
tr
ol

G
lo
b
a
l
n
et
w
o
rk
-s
ta
te

ex
tr
a
c-

ti
on

v
ia

G
N
N

G
N
N

+
A
ct
o
r-
cr
it
ic

C
o
re

S
D
N

n
et
w
o
rk
s

In
te
g
ra
te
s
G
N
N

st
a
te

m
o
d
el
in
g
w
it
h
D
R
L

to
o
p
ti
m
iz
e

S
D
N

ro
u
ti
n
g
ru
le
s,

a
ch
ie
v
in
g
lo
w

la
te
n
cy

a
n
d
im

p
ro
v
ed

n
et
w
o
rk

a
d
a
p
ta
b
il
it
y.

6
T
as
k
offl

oa
d
in
g

T
o
p
o
lo
g
y
-a
w
a
re

D
R
L
o
ffl
o
a
d
-

in
g
fr
am

ew
or
k

G
N
N

+
D
D
P
G

E
d
g
e
co
m
p
u
ti
n
g
(M

E
C
)

P
re
se
n
ts

a
G
N
N
–
D
D
P
G

a
rc
h
it
ec
tu
re

to
in
te
ll
ig
en
tl
y
o
f-

fl
o
a
d
ta
sk
s
to

ed
g
e
n
o
d
es

b
y
le
a
rn
in
g
m
o
b
il
it
y
p
a
tt
er
n
s,

lo
a
d
d
is
tr
ib
u
ti
o
n
,
a
n
d
w
ir
el
es
s
q
u
a
li
ty
.

7
C
o
op

er
at
iv
e
co
n
tr
ol

M
u
lt
i-
a
g
en
t

le
a
rn
in
g

w
it
h

G
N
N

in
te
ra
ct
io
n
gr
ap

h
s

M
A
-D

R
L
+

G
N
N

V
eh
ic
u
la
r

n
et
w
o
rk
s

(V
2
X
)

U
se
s
G
N
N

to
ca
p
tu
re

ve
h
ic
le
-t
o-
ve
h
ic
le

re
la
ti
on

sh
ip
s
an

d
im

p
ro
ve

co
or
d
in
at
ed

ro
u
ti
n
g,

la
n
e
sw

it
ch
in
g,

an
d
co
m
m
u
-

n
ic
a
ti
o
n
re
li
a
b
il
it
y.

8
C
h
an

n
el

as
si
gn

m
en
t

S
tr
u
ct
u
ra
l
g
ra
p
h
fe
a
tu
re
s
fo
r

d
en
se

Io
T

G
N
N

+
Q
-

le
a
rn
in
g

Io
T

n
et
w
o
rk
s

A
p
p
li
es

G
N
N
-a
ss
is
te
d
Q
-l
ea
rn
in
g
to

a
ss
ig
n
ch
a
n
n
el
s
effi

-
ci
en
tl
y
in

d
en

se
Io
T

d
ep

lo
y
m
en
ts
,
re
d
u
ci
n
g
co
ll
is
io
n
s
an

d
en
h
a
n
ci
n
g
Q
o
S
.

9
E
n
d
-t
o
-e
n
d

co
n
g
es
-

ti
on

co
n
tr
ol

H
y
b
ri
d

tr
a
ffi
c
re
p
re
se
n
ta
ti
o
n

m
o
d
el

G
N
N

+
P
P
O

M
u
lt
i-
d
om

ai
n
en

d
-t
o-
en

d
n
et
w
o
rk
s

E
n
h
an

ce
s
co
n
ge
st
io
n
co
n
tr
ol

b
y
le
ve
ra
gi
n
g
G
N
N
-d
er
iv
ed

g
ra
p
h
em

b
ed

d
in
g
s
th
a
t
re
p
re
se
n
t
q
u
eu

e
st
a
te
s
a
n
d
p
a
th

co
n
g
es
ti
o
n
le
v
el
s.

1
0

V
ir
tu
a
l
n
et
w
o
rk

m
a
p
-

p
in
g

G
ra
p
h
m
a
p
p
in
g
a
n
d
re
so
u
rc
e

p
la
ce
m
en
t
u
si
n
g
D
R
L

G
C
N

+
D
D
P
G

V
ir
tu
a
li
ze
d

n
et
w
o
rk
s

(N
F
V
)

E
m
p
lo
y
s
G
C
N

em
b
ed
d
in
g
s
co
m
b
in
ed

w
it
h
D
R
L
to

im
-

p
ro
ve

v
ir
tu
al

n
et
w
or
k
p
la
ce
m
en
t
d
ec
is
io
n
s
u
n
d
er

re
so
u
rc
e

co
n
st
ra
in
ts
.

1
1

Q
oS

op
ti
m
iz
at
io
n

G
N
N

su
p
p
o
rt

fo
r

m
u
lt
i-

ob
je
ct
iv
e
D
R
L

G
N
N

+
A
3
C

C
o
re

n
et
w
o
rk
s

Im
p
ro
v
es

Q
o
S

m
et
ri
cs

(l
a
te
n
cy
,

ji
tt
er
,

th
ro
u
g
h
p
u
t)

th
ro
u
g
h
a
n
A
3
C

p
o
li
cy

g
u
id
ed

b
y
G
N
N
-b
a
se
d
to
p
o
lo
g
y

a
b
st
ra
ct
io
n
.

1
2

L
in
k
fa
il
u
re

re
co
ve
ry

G
N
N
-a
w
ar
e
D
R
L
fo
r
re
si
li
en

ce
G
A
T

+
D
Q
N

B
a
ck
b
o
n
e
n
et
w
o
rk
s

U
se
s
G
A
T
-g
en
er
a
te
d
st
ru
ct
u
ra
l
sc
o
re
s
to

h
el
p
th
e
D
R
L

a
g
en
t
re
ro
u
te

tr
a
ffi
c
q
u
ic
k
ly

a
ft
er

li
n
k
fa
il
u
re
s.

1
3

P
ow

er
co
n
tr
ol

G
ra
p
h
-b
as
ed

st
at
e
d
is
tr
ib
u
ti
on

m
o
d
el
in
g

M
P
N
N

+
P
P
O

W
ir
el
es
s
a
cc
es
s

E
n
ab

le
s
en
er
gy

-e
ffi
ci
en
t
p
ow

er
al
lo
ca
ti
on

b
y
m
o
d
el
in
g
in
-

te
rf
er
en

ce
p
at
te
rn
s
w
it
h
M
P
N
N

an
d
op

ti
m
iz
in
g
d
ec
is
io
n
s

v
ia

P
P
O
.

1
4

P
at
h
co
m
p
u
ta
ti
on

H
ie
ra
rc
h
ic
al

G
N
N

en
co
d
er
s

H
G
N
N

+
D
Q
N

M
u
lt
i-
ti
er

n
et
w
o
rk
s

In
tr
o
d
u
ce
s
h
ie
ra
rc
h
ic
al

gr
ap

h
en

co
d
er
s
th
at

ca
p
tu
re

co
re
-

ed
g
e
to
p
o
lo
g
y
fo
r
m
o
re

a
cc
u
ra
te

D
R
L
-b
a
se
d
ro
u
ti
n
g
.

1
5

In
te
ll
ig
en
t

lo
a
d

b
a
l-

an
ci
n
g

D
R
L

w
it
h

n
ei
g
h
b
o
rh
o
o
d
-

aw
ar
e
G
N
N

st
at
es

G
N
N

+
D
D
P
G

S
D
-W

A
N

U
se
s
G
N
N

to
ca
p
tu
re

W
A
N

li
n
k
d
ep

en
d
en
ci
es

a
n
d
su
p
-

p
or
ts

D
R
L
in

b
al
an

ci
n
g
tr
affi

c
in
te
ll
ig
en
tl
y
ac
ro
ss

m
u
lt
ip
le

p
a
th
s.

808



A comprehensive review of intelligent end-to-end networking solutions through the integration of graph

Figure 4. Mapping of contribution types
Abbreviations: DRL: Deep reinforcement learning; E2E: End-to-end; GNN: Graph neural network; IoT:
Internet-of-things; MEC: Mobile edge computing; NFV: Network function virtualization; QoS: Quality of
service; SD-WAN: Software-defined wide-area network; SDN: Software-defined networking; V2X:
Vehicle-to-everything.

GNN and DRL techniques to intelligent end-
to-end networking across multiple network do-
mains. Collectively, the table showcases how
GNN models—such as GCN, GAT, MPNN, and
heterogeneous graph neural network—are used
to extract topology-aware, interference-aware,
or congestion-aware state representations, while
DRL algorithms—such as DQN, PPO, DDPG,
actor-critic, A3C, and Q-learning—perform opti-
mal decision-making over these learned represen-
tations.

The summarized contributions shown in Fig-
ure 4 span a wide range of networking challenges:
routing optimization through GCN-enhanced
DRL; resource allocation in wireless access
networks using graph-informed PPO; spatio-
temporal traffic prediction via MPNN; transport-
layer routing improved by GAT-driven policies;
SDN rule optimization using GNN-based global
state extraction; intelligent MEC task offload-
ing via GNN–DDPG; cooperative vehicular con-
trol using multi-agent DRL with graph represen-
tations; IoT channel assignment through GNN-
assisted Q-learning; end-to-end congestion control
using GNN–PPO embeddings; virtual network

mapping using GCN–DDPG; QoS optimization
using GNN-supported A3C; resilient rerouting af-
ter link failures with GAT–DQN; energy-efficient
power control via MPNN–PPO; hierarchical GNN
encoders for multi-tier path computation; and in-
telligent SD-WAN load balancing through GNN–
DDPG integration.

4.5. Comparative strengths and
limitations

Table 9 provides a comparative evaluation of dif-
ferent model categories—GNN-based, DRL-based,
hybrid GNN–DRL, multi-agent GNN–DRL, and
hierarchical topology-aware GNN frameworks—
used in intelligent end-to-end networking. The ta-
ble highlights each model type’s core capabilities,
major strengths, and critical limitations, offering
a clear understanding of where each approach
excels and where challenges remain.

Table 9 outlines the relative advantages and
disadvantages of various learning models for net-
work intelligence applications. GNN-based net-
works, such as GCN, GAT, and MPNN, are effec-
tive models that can capture both structural and
relational dependencies within network graphs,
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Figure 5. Comparative scalability and adaptability of GNN, DRL, and hybrid-based network intelligence
models
Abbreviations: DRL: Deep reinforcement learning; GNN: Graph neural network.

thereby properly modeling topology, predicting
traffic, and estimating link states. However, they
cannot make sequential decisions independently
and need retraining to keep up with changes in
network topology. Conversely, the use of DRA-
based methods, including DQN, DDPG, PPO,
and A3C, is highly efficient for real-time decision-
making, including routing, scheduling, resource
allocation, and congestion control, with minimal
structural awareness and potential instability in
multi-dimensional or complex state spaces.

Figure 5 presents a qualitative analysis of
the scalability and adaptability of various cat-
egories of intelligent networking models: GNN-
based, DRL-based, hybrid GNN–DRL, multi-
agent GNN–DRL, and topology-aware hierar-
chical GNN models. The findings indicate that
GNN-based approaches have moderate scalability
but low adaptability, as they are more predic-
tive than adaptive, exhibit weaker topological
trends, and require larger networks. In contrast,
DRL-based approaches offer greater adaptability
but lower scalability for large and dynamic net-
works. Hybrid GNN–DRL models exhibit more
balanced performance, with significantly higher
adaptability and greater scalability, combining
the strong capabilities of topology-sensitive repre-
sentation learning and reward algorithms. Multi-
agent GNN–DRL systems offer good configura-
bility and moderate scalability, but the coordina-

tion overhead grows with network size. Topology-
aware hierarchical GNN architectures, in turn,
are the most scalable, offering multi-level graph
abstraction and high adaptability. In general, the
comparison shows that hierarchical and hybrid ar-
chitectures are the better-performing approaches
for large-scale, dynamic, and autonomous end-to-
end networking.

5. Future research directions

Some future research directions are listed as fol-
lows:

(i) Develop standardized and open benchmark-
ing suites that enable fair comparisons across
routing, congestion, vehicular networks, IoT,
and optical domains.

(ii) Train lightweight GNN controllers for real-
time operation with lower inference cost and
latency, ready for deployment.

(iii) Advance generalization mechanisms across
topologies to enable model transfer between
networks without retraining.

(iv) Combine robustness to ensure partial ob-
servability, dynamic traffic, link failures, and
sensor noise.

(v) Add privacy-sensitive and safe learning levels
to mitigate adversarial manipulation, bias,
and data leakage in decision-making pro-
cesses.
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(vi) Make GNN models interpretable and intro-
duce decision modules composed of DRL
components that give clear policy explana-
tions rather than control pipelines that are
not interpretable.

(vii) Standardize benchmarking models to facili-
tate comparability based on latency, through-
put, and scalability between intelligent net-
working solutions on a common quantitative
basis.

6. Conclusion

This review provides a solid and thorough
overview of intelligent end-to-end networking sys-
tems enabled by both GNNs and DRL. It col-
lected the existing literature, the developmental
trends in architecture, and empirical findings, and
showed the interrelations between these two com-
plementary paradigms in creating autonomous
and adaptive networking. The review shows that
hybrid GNN–DRL models achieve superior long-
term results compared to single-paradigm solu-
tions by leveraging GNNs to provide topology-
sensitive representations and DRL to execute real-
time, reward-based control across a variety of
tasks, including routing, congestion reduction, re-
source allocation, and service coordination. The
findings also indicate that GNN–DRL models
are better in terms of generalization, scalability,
robustness, better latency-throughput trade-offs,
better resilience to congestion, and faster conver-
gence. All of these benefits demonstrate the fun-
damental importance of state encoding in graph
form to improve the stability, sample efficiency,
and flexibility of DRL-based controllers. Accord-
ing to the review, a communication framework for
homogeneous closed-loop architectures that co-
ordinate GNN-based perception and DRL-based
control in a feedback loop is needed.

Despite the development, some difficulties re-
main, including scaling hybrid models to ultra-
large topologies, achieving real-time inference un-
der very strict latency constraints, integrating
cross-layer and multi-domain information, ad-
dressing security vulnerabilities, and establish-
ing a standard benchmarking infrastructure. Ad-
dressing these drawbacks will be important for
deploying GNN–DRL systems across emerging
5G/6G networks, IoT systems, optical systems,
vehicular networks, and edge computing. Finally,
the combination of GNNs with DRL represents a
paradigm shift toward completely self-contained,
self-optimizing, and self-protecting networking
ecosystems. The knowledge, categories, and study
lines outlined in the presented review provide

a solid foundation for future work to develop
scalable and reliable AI-based networking sys-
tems that could meet the requirements of next-
generation communication systems.

Acknowledgments

None.

Funding

This work was funded by the Faculty of Engi-
neering and Quantity Surveying, INTI Interna-
tional University Colleges, Nilai, Negeri Sembilan,
Malaysia.

Conflict of interest

The authors declare they have no competing in-
terests.

Author contributions

Conceptualization: Muhammad Zain ul Abideen,
Junaid Asghar
Formal analysis: Muhammad Kamran, Muham-
mad Farman, Salwa Muhammad Akhtar, Aseel
Smerat
Investigation: Muhammad Zain ul Abideen, Ju-
naid Asghar, Aseel Smerat
Methodology: Muhammad Zain ul Abideen, Ju-
naid Asghar
Writing–original draft: Muhammad Zain ul
Abideen, Junaid Asghar
Writing–review & editing: Muhammad Kamran,
Muhammad Farman, Mohamad Hafez, Salwa
Muhammad Akhtar

Availability of data

Not applicable.

AI tools statement

All authors confirm that no AI tools were used
in the preparation of this manuscript.

References

1. Ksentini A, Nikaein N. Toward enforcing network
slicing on RAN: flexibility and resource abstrac-
tion. IEEE Commun Mag. 2017;55(6):102-108.
https://www.doi.org/10.1109/MCOM.2017.
1601119

2. Giordani M, Polese M, Mezzavilla M, Rangan
S, Zorzi M. Toward 6G networks: use cases and
technologies. IEEE Commun Mag. 2020;58(3):55-
61.

812



A comprehensive review of intelligent end-to-end networking solutions through the integration of graph

https://www.doi.org/10.1109/MCOM.001.
1900411

3. Chen Z, Ma X, Zhang C, Wen Z, Li L. Tera-
hertz wireless communications for 2030 and be-
yond: a cutting-edge frontier. IEEE Commun Mag.
2021;59(11):66-72.
https://www.doi.org/10.1109/MCOM.011.
2100195

4. Gong S, Lu X, Hoang DT, et al. Toward smart
wireless communications via intelligent reflecting
surfaces: a contemporary survey. IEEE Commun
Surv Tutor. 2020;22(4):2283-2314.
https://www.doi.org/10.1109/COMST.2020.
3004197

5. Gkarmpounis G, Vranis C, Vretos N, Daras P.
Survey on graph neural networks. IEEE Access.
2024;12:128816-128832.
https://www.doi.org/10.1109/ACCESS.2024.
3456913

6. Akyildiz IF, Kak A, Nie S. 6G and beyond: the
future of wireless communications systems. IEEE
Access. 2020;8:133995-134030.
https://www.doi.org/10.1109/ACCESS.2020.
3010896

7. Tam P, Ros S, Song I, Kang S, Kim S. A sur-
vey of intelligent end-to-end networking solu-
tions: integrating graph neural networks and deep
reinforcement learning approaches. Electronics.
2024;13(5):994.
https://www.doi.org/10.3390/electronics13050994

8. Li X, Chen M, Liu Y, Wang L. Federated multi-
agent deep reinforcement learning for resource
allocation of vehicle-to-vehicle communications.
IEEE Trans Veh Technol. 2022;71(8):8810-8824.
https://www.doi.org/10.1109/TVT.2022.3173057

9. Chen H, Wang J, Li D, Zhang Z. A tutorial
on terahertz-band localization for 6G commu-
nication systems. IEEE Commun Surv Tutor.
2022;24(3):1780-1815.
https://www.doi.org/10.1109/COMST.2022.
3178209

10. Yang X, Chen J, Wang H, Liu X. A survey
on smart agriculture: development modes, tech-
nologies, and security and privacy challenges.
IEEE/CAA J Autom Sinica. 2021;8(2):273-302.
https://www.doi.org/10.1109/JAS.2020.1003536
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