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This study investigates compliance with Saudi Arabia’s Personal Data Protec-
tion Law (PDPL) for fifth generation (5G) networks, focusing on legal data
protection requirements and technical network performance. The PDPL man-
dates robust security, consent, and timely data access for personal data pro-
cessing, critical for 5G networks handling sensitive information. Using user-
equipment applications, this study evaluates 5G network performance through
latency tests (targeting round-trip times below 50 ms) and security assessments
(verifying Transport Layer Security encryption and Extensible Authentication
Protocol Authentication and Key Agreement). Results demonstrate that Saudi
Telecom Company’s 5G network in Saudi Arabia can achieve PDPL compli-
ance by balancing low latency for data availability with strong encryption for
confidentiality and integrity, aligning with Communications, Space & Technol-
ogy Commission regulations. This is the first empirical evaluation of PDPL
compliance for Saudi’s 5G networks combining network performance and legal
frameworks.
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1. Introduction

The rapid deployment of fifth generation (5G)
networks in Saudi Arabia, led by providers such
as Saudi Telecom Company (STC), has enabled
ultra-low latency, high data rates, and support
for data-intensive and latency-sensitive applica-
tions. While these capabilities are central to

From a system-level perspective, the PDPL
establishes a set of constraints that shape net-
work behavior and performance. Core PDPL
principles—data confidentiality, integrity, and
availability—can be interpreted as design con-
straints within a constrained performance op-
timization problem. Enforcing confidentiality
through strong encryption mechanisms introduces
processing and signaling overhead, which may im-

digital transformation initiatives under Saudi Vi-
sion 2030, they also introduce new challenges re-
lated to personal data protection, particularly
under Saudi Arabia’s Personal Data Protection
Law (PDPL).! In high-performance communica-
tion systems such as 5G, legal requirements for
data protection cannot be treated independently
of network design; rather, they directly influence
system performance, security overhead, and oper-
ational efficiency.

*Corresponding Author

pact latency. Similarly, integrity and authenti-
cation requirements impose control and signal-
ing procedures that affect attachment time, re-
source utilization, and overall system responsive-
ness. Consequently, 5G network design under
PDPL compliance requires balancing regulatory
obligations with performance objectives such as
low latency, high availability, and efficient data
accessibility.
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This study examines PDPL compliance
within STC’s 5G non-standalone (NSA) network
by integrating legal analysis with empirical sys-
tem performance evaluation at the user equip-
ment level.  Specifically, latency, jitter, and
security-related parameters are analyzed to as-
sess how regulatory constraints influence network
performance in practice. The analysis focuses on
PDPL requirements related to data availability
and integrity (including Articles 3 and 14) and
evaluates how these requirements interact with
measurable network performance and security be-
havior.

In the context of Article 14: Transport
Layer Security (TLS) version 1.3 plays a crit-
ical role by providing forward secrecy and ro-
bust cryptographic key exchange, thereby en-
suring data confidentiality during high-speed 5G
transmissions. However, such security mecha-
nisms also introduce computational and signal-
ing overhead, illustrating a fundamental per-
formance—security trade-off inherent in compli-
ant network design. Complementarily, Extensi-
ble Authentication Protocol Authentication and
Key Agreement (EAP-AKA), as specified by 3rd
Generation Partnership Project (3GPP) for 5G
NSA architectures, enables mutual authentica-
tion between user equipment and the network.
This mechanism enhances data integrity and pre-
vents impersonation attacks, while influencing at-
tachment procedures and control-plane perfor-
mance.

By framing PDPL compliance as a system-
level constraint rather than a purely legal require-
ment, this work contributes an interdisciplinary
evaluation framework that links regulatory obli-
gations to measurable network performance indi-
cators. The findings provide actionable insights
for operators, regulators, and system designers by
demonstrating how acceptable latency and relia-
bility can be maintained while satisfying stringent
data protection requirements. More broadly, the
study highlights how regulatory constraints can
be systematically incorporated into performance-
aware design and evaluation of next-generation
communication networks.

1.1. 5G technology overview

Fifth generation technology introduces significant
advancements over previous generations, particu-
larly through its NSA and SA modes, network
slicing, and enhanced Internet of Things (IoT)
connectivity. The NSA mode, deployed by STC
in Saudi Arabia, relies on a 4G LTE anchor (e.g.,
Band 3/1800 MHz) to support 5G New Radio
(NR) layers, offering improved latency compared

to legacy 4G, though end-to-end round-trip time
(RTT) observed at the user-equipment level typ-
ically ranges from tens of milliseconds depending
on core routing, encryption, and application-layer
overhead. In contrast, SA mode operates inde-
pendently using a 5G core, promising ultra-low
latency (1-4 ms) and enabling advanced features
like edge computing.

Network slicing allows virtualized network
partitions tailored for specific use cases (e.g.,
healthcare, smart cities), enhancing resource ef-
ficiency but increasing security risks due to po-
tential misconfigurations. This study focuses on
NSA mode, with plans to explore SA in future
tests. The architectural shift to cloud-based 5G
amplifies data processing capabilities but also in-
troduces vulnerabilities, such as unauthorized ac-
cess to slices, necessitating robust encryption and
authentication as mandated by PDPL Article 14.
Figure 1 illustrates the NSA architecture, high-
lighting the 4G-5G integration.

1.2. Background on Saudi Arabia’s
Personal Data Protection Law

Saudi Arabia’s PDPL was issued by Royal Decree
No. M/19 on September 16, 2021, marking the
Kingdom’s first comprehensive data protection
legislation. Developed under the Saudi Data and
Artificial Intelligence Authority (SDAIA) as part
of the Vision 2030 agenda, the law was amended
by Royal Decree No. M/148 in March 2023 and
came into effect on September 14, 2023, with
full enforcement commencing on September 14,
2024.1:2

The PDPL applies to all processing of per-
sonal data within Saudi Arabia and extraterri-
torially when involving data of Saudi residents
(Article 2). SDAIA serves as the supervisory au-
thority responsible for enforcement, compliance
monitoring, and issuance of supplementary guide-
lines. Violations may result in fines of up to
SAR 5 million or imprisonment for serious of-
fenses such as unauthorized disclosure of sensitive
data.?3

Several PDPL articles are directly relevant to
this study and are referenced throughout:

i Article 3 establishes that the PDPL
shall not prejudice any provision grant-
ing greater protection to personal data un-
der other applicable laws or international
agreements, reinforcing the principles of
data integrity and availability in 5G oper-
ations.

ii Article 10 requires that personal data be
collected directly from the data subject
and processed only for its original purpose,
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Figure 1. Non-standalone mode fifth generation architecture. Source: 3rd Generation Part-

nership Project

Abbreviations: EPC: Evolved Packet Core; E-UTRAN: Evolved Universal Terrestrial Radio
Access Network; MME: Mobility Management Entity; NB: NodeB; S-GW: Serving Gateway.

with exceptions permitted only under spe-
cific conditions including explicit consent.

iii Article 14 mandates that controllers im-
plement all necessary organizational, ad-
ministrative, and technical measures—
encryption— to protect personal data from
unauthorized access, disclosure, or misuse.

iv Article 28 restricts cross-border data trans-
fers unless adequate protection or approved
safeguards, such as Standard Contractual
Clauses (SCCs), are ensured in the receiv-
ing jurisdiction.

Compared with international frameworks, the
PDPL shares core principles with the Euro-
pean Union’s General Data Protection Regula-
tion—such as purpose limitation and accountabil-
ity—but differs in its capped fines, the absence of
explicit data portability rights, and its alignment
with Islamic privacy principles.* A detailed com-
parative analysis is presented in Section 7.

1.3. Objectives

This research delineates four primary objectives
to systematically evaluate PDPL compliance in
5G networks, integrating legal imperatives with
technical validation to foster secure, scalable data
ecosystems in Saudi Arabia. These objectives

are informed by the PDPL’s foundational prin-
ciples and are supported by PricewaterhouseC-
oopers (PwC) guidance on PDPL compliance,?
the National Data Management Office (NDMO)
data management standards,” and SDAIA’s pri-
vacy policy guideline®:

i To assess PDPL compliance for 5G net-
works, emphasizing data protection re-
quirements under Articles 3, 10, 14,
and 28. This involves mapping PDPL’s
core tenets—such as legitimate process-
ing and consent mechanisms—to 5G’s dy-
namic data flows, ensuring alignment with
the PwC guide’s summary of enforce-
ment mechanisms, including SDATA over-
sight and fines up to SAR 5 million for
violations.? The objective extends to classi-
fying 5G data risks as high-risk per NDMO
standards, requiring Data Protection Im-
pact Assessment for potential breaches in
real-time transmission.®

ii To evaluate technical performance us-
ing latency tests (target RTT < 50ms)
and security assessments (TLS 1.3 en-
cryption and EAP-AKA authentication).
Here, empirical metrics validate availabil-
ity and integrity, drawing from NDMO
Standards’ requirements for real-time data
handling and risk classification in mobile
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networks, including encryption controls to
prevent interception.> The PwC guide fur-
ther informs this by stressing processor
obligations for pseudonymization in 5G
scenarios.?

iii To analyze STC’s 5G network metrics and
propose mitigations for any compliance
gaps. This objective scrutinizes signal
quality and encryption efficacy, proposing
policy enhancements per the privacy pol-
icy guideline’s framework for iterative risk
assessment and data minimization in 5G
deployments, such as public policy classifi-
cation to enhance transparency.® It aligns
with PwC’s emphasis on joint controller-
processor accountability to bridge gaps in
cross-border 5G data flows.?

iv To provide empirical evidence from user
equipment apps for scalable data protec-
tion frameworks in Saudi Arabia. By lever-
aging app-derived data, this fosters adapt-
able models, echoing the PwC guide’s call
for processor accountability and NDMO’s
auditing standards to build resilient 5G
ecosystems, including lifecycle manage-
ment from collection to destruction.® The
privacy policy guideline reinforces scalabil-
ity through guideline-based policy elabora-
tion for evolving 5G threats.5

Collectively, these objectives bridge PDPL’s
regulatory pillars with practical 5G testing, en-
abling a forward-looking compliance strategy for
Vision 2030 in Saudi Arabia.

2. Related work

Recent research in 5G and beyond communica-
tion systems has increasingly focused on opti-
mization, control, and performance modeling to
address the growing complexity of secure and
latency-sensitive networks. Resource allocation
and system optimization have been formulated
as multi-objective problems balancing through-
put, latency, and computational overhead. Maga-
nti and Rao’ propose an optimized network frag-
mentation and resource allocation framework for
5G core networks, demonstrating measurable im-
provements in latency and system efficiency un-
der constrained resources. Similarly, Yuan et al.?
introduce a multi-objective optimization strategy
for computing resource allocation in 5G networks,
showing how latency, energy consumption, and
performance reliability can be jointly optimized.

Adaptive control mechanisms have also been ex-
plored using reinforcement learning, where net-
work latency is minimized through dynamic pol-
icy learning under changing traffic and security
conditions.”

In parallel, several studies have examined the
trade-off between security mechanisms and sys-
tem performance. Hybrid cryptographic frame-
works for 5G and B5G networks illustrate how
enhanced encryption and authentication schemes
introduce additional computational and latency
overhead, reinforcing the need for performance-
aware security design.'® These works collec-
tively frame secure 5G operation as an opti-
mization problem in which confidentiality, in-
tegrity, availability, and latency act as compet-
ing system constraints—an approach directly rele-
vant to regulatory compliance-driven network de-
sign.

Within this broader optimization and con-
trol context, prior studies on data protection
in telecommunications highlight the intersection
of legal and technical aspects. Alkhamsi and
Algahtani'' developed a compliance framework
for Saudi Arabia’s PDPL using deep learning
models such as MARBERTv2 and AraELEC-
TRA to analyze privacy policies on Saudi web-
sites, achieving high F1-scores (93.32 % for MAR-
BERTvV2) by translating legal requirements into
measurable data management standards. Al-
samara and Farouk!'? compared Al transparency
in public and private law, arguing for integrated
regulatory frameworks—such as the European
Union Artificial Intelligence Act—to address data
protection risks in 5G environments and empha-
sizing operator accountability.

Formal verification research, such as the study
by Ko et al.,'? provides mathematical proof that
specific 3GPP authentication extensions satisfy
strong security properties under TLS 1.3, of-
fering valuable insights for PDPL-compliant de-
ployment. Complementing this, the Saudi Pri-
vacy Policy Dataset highlights significant varia-
tion in how data controllers describe security, con-
sent, and retention practices under PDPL, while
not addressing network-level enforcement metrics
such as latency, authentication delay, or encryp-
tion behavior in operational 5G networks.'4

Public and health-related studies concern-
ing 5G deployment in Saudi Arabia further am-
plify legal and technical compliance pressures,
indicating that regulatory frameworks must ad-
dress not only technical safeguards but also pub-
lic perception, transparency, and trust.'® Sarab-
deen and Ishak? demonstrate the alignment of
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PDPL with Islamic privacy principles, empha-
sizing human dignity and public interest protec-
tions that extend naturally to advanced technolo-
gies such as 5G networks. Regulatory guidance
from the Communications, Space and Technology
Commission (CST, formerly CITC) reinforces the
importance of standardized security mechanisms
such as EAP-AKA authentication in national 5G
deployments.'6

Several recent studies have specifically exam-
ined PDPL compliance and data privacy prac-
tices within Saudi Arabia’s digital ecosystem. Al-
hazmi and Daghistani'”conducted a large-scale
audit of privacy practices across 723 popular
Saudi websites prior to PDPL enforcement, re-
vealing that approximately 85% of cookie-using
websites lack cookie banners and 39% do not pro-
vide privacy policies, indicating widespread non-
compliance with PDPL requirements for user no-
tification and consent. Alkhamsi and Algahtani'®
proposed a data privacy governance framework
for PDPL compliance within data management
ecosystems, addressing organizational and tech-
nical controls required for data controllers and
processors under the law. In the health tech-
nology domain, Sabur and Showail'® evalu-
ated the privacy and security practices of mo-
bile health applications in Saudi Arabia, find-
ing significant variation in PDPL compliance
across healthcare apps and highlighting the need
for privacy-by-design principles in health-related
data processing. Additionally, Madhusudhanan
and Jose?® provide a comprehensive survey of
privacy-preservation techniques for securing data
across the lifecycle in dynamic environments,
including edge computing and 5G infrastruc-
ture.

Recent studies also continue to address pri-
vacy preservation frameworks and compliance
methodologies for next-generation networks like
5G. For example, Oluchukwu et al.?! intro-
duce a modular privacy-first framework that in-
tegrates automation and encryption mechanisms
designed for regulatory compliance like GDPR
and PDPL.

From a network security perspective, Alnash-
wan et al.??2 developed a privacy-aware secure
handover protocol for small cell networks in 5G-
enabled mobile communication, proposing au-
thenticated key exchange mechanisms that ad-
dress both intra-region and inter-region handover
scenarios while preserving user privacy. These
studies collectively demonstrate growing schol-
arly attention to PDPL compliance across mul-
tiple application domains, yet none integrate reg-
ulatory compliance assessment with empirical 5G

network performance evaluation at the user equip-
ment level, which constitutes the primary contri-
bution of the present study.

Recent studies have explored advanced en-
cryption frameworks and optimization mecha-
nisms, particularly in the context of secure and
efficient communication systems.

Quantum key distribution (QKD) protocols,
as demonstrated by Ain et al.,?3 introduce novel
encryption mechanisms resistant to eavesdrop-
ping by leveraging quantum entanglement and
protocols like BB84 and E91. These approaches
align with the need for robust encryption under
PDPL Article 14.

Multilayer encryption frameworks, such as
the one proposed by Sajid et al.,?* integrate
advanced encryption standard encryption with
steganographic techniques (least significant bit)
to enhance confidentiality and security for sensi-
tive data without significant processing overhead.
This complements the need for encryption stan-
dards like TLS 1.3, which is evaluated empirically
within this article.

Overall, existing literature demonstrates sub-
stantial progress in either legal compliance model-
ing or technical optimization and security analy-
sis, yet limited work integrates regulatory data
protection requirements directly into empirical
5G performance evaluation.

To the best of the authors’ knowledge, this
study is the first to systematically evaluate PDPL
compliance in the context of a specific mobile
operator’s 5G NSA network—in this case, STC.
By integrating legal obligations (e.g., Articles
3, 10, 14, and 28) with live network perfor-
mance metrics (e.g., latency, jitter, encryption,
and authentication), this study bridges the gap
between regulatory compliance and technical per-
formance. Unlike prior policy-driven studies, this
research empirically validates compliance require-
ments through app-based testing on STC’s oper-
ational 5G network, setting an example for future
evaluations of Saudi mobile operators’ compliance
under real-world conditions.

3. Security considerations

An in-depth exploration of 5G security threats
provides essential context for evaluating PDPL
compliance and technical performance in Saudi
Arabia’s telecommunications landscape. The ad-
vent of 5G introduces transformative capabili-
ties such as ultra-low latency, massive connec-
tivity for IoT devices, and network slicing, but
it also significantly expands the attack surface
compared to 4G.'® The critical risk involves at-
tacks on 5G infrastructure and services, such

1161



Tareck Alsamara and Eyad Al Samara / IJOCTA, Vol.16, No.3, pp.1157-1178 (2026)

as distributed denial-of-service (DDoS) assaults
that exploit the increased bandwidth to over-
whelm core networks, leading to unavailability
and potential data breaches.?>?6 Device-specific
threats target endpoints like smart city sensors
or consumer gadgets, enabling malware injec-
tion or eavesdropping through weak authenti-
cation mechanisms.?®> The cloud-based architec-
tures inherent to 5G amplify risks from miscon-
figurations or virtualization flaws, potentially al-
lowing lateral movement by attackers within the
network.?” Legacy systems integrated with 5G
pose additional migration risks, including exposed
routers that facilitate unauthorized access.? Ad-
vanced persistent threats (APTs) have evolved to
target critical infrastructure, employing sophisti-
cated methods like zero-day exploits in 5G net-
work slicing.?® Privacy concerns also escalate due
to the massive data collection enabled by 5G,
risking surveillance or profiling without adequate
safeguards, a concern addressed by PDPL’s em-
phasis on data subject rights.! Saudi Arabia’s
PDPL mitigates these threats through Article 14,
which mandates security measures like TLS 1.3
encryption, and Article 28, which regulates cross-
border data transfers to prevent interception in
high-speed environments.!! The National Insti-
tute of Standards and Technology (NIST) 2025
guidance on 5G security principles recommends
adopting zero-trust models and regular security
audits to counter these evolving threats.?” Ac-
cording to a 2025 Ericsson Consumer Lab re-
port, a significant portion of Saudi 5G users ex-
press willingness to pay more for performance
assurance in latency-sensitive applications, un-
derscoring that availability and network reliabil-
ity are not just regulatory issues but also con-
sumer demand drivers.?? These challenges un-
derscore the need for robust testing and reg-
ulatory alignment, which this study addresses
through its methodology by evaluating encryp-
tion, authentication, and latency in STC’s 5G
network.

4. Methodology

This study employs a mixed-methods approach
blending legal analysis of PDPL and CST regu-
lations with empirical technical testing using An-
droid applications on a mobile handset connected
to STC’s 5G NSA network in Riyadh. Testing
was conducted during off-peak hours to reduce
congestion-related effects and improve measure-
ment stability while maintaining real-world op-
erating conditions. The methodology integrates
qualitative legal review with quantitative app-
based metrics to provide a holistic assessment

of PDPL compliance in 5G environments, where
data flows at high speeds demand both regulatory
adherence and technical robustness.

4.1. System model and performance
framework

The methodology is structured around a system-
level performance evaluation framework in which
regulatory requirements imposed by the PDPL
are interpreted as operational constraints on a
5G communication system. From an optimiza-
tion and control perspective, the 5G network
can be modeled as a constrained system where
performance objectives—such as minimizing la-
tency and ensuring service availability—must be
achieved while satisfying security and data pro-
tection constraints.

Let the system performance vector be defined
as:

P = {Latency, jitter, availability, security overhead}

PDPL requirements introduce constraints on
this system, including:

o Confidentiality constraint (PDPL Article
14): enforced through encryption mecha-
nisms such as TLS 1.3.

e Integrity constraint (PDPL Article 3): en-
sured through authentication mechanisms
such as EAP-AKA.

e Availability constraint (PDPL Article 3):
reflected in latency and jitter thresholds
suitable for real-time services.

Within this framework, network operation
can be viewed as a constrained performance
trade-off problem, where stronger security mecha-
nisms may increase processing and signaling over-
head, potentially impacting latency and availabil-
ity. The empirical measurements collected in this
study serve to evaluate whether acceptable perfor-
mance is maintained under these regulatory con-
straints in an operational 5G NSA environment.

4.2. Legal framework analysis

Personal Data Protection Law compliance was
evaluated against key articles: Article 3 (le-
gitimate purpose and availability), Article 10
(data access rights), Article 14 (security mea-
sures, e.g., encryption), and Article 28 (cross-
border transfers).! This involved a detailed re-
view of PDPL’s requirements for data process-
ing in telecommunications, such as ensuring ex-
plicit consent for data collection under Article
10 and implementing encryption to protect sensi-
tive personal information during transmission as
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mandated by Article 14.1 A Data Protection Im-
pact Assessment was conducted per implement-
ing regulations,? assessing risks in 5G data flows,
including potential vulnerabilities in high-speed
networks like unauthorized access or data inter-
ception. The analysis also incorporated CST
guidelines on 5G security, which mandate robust
authentication protocols to align with PDPL’s
emphasis on confidentiality and integrity, par-
ticularly focusing on Article 28’s cross-border
data transfer requirements to ensure compliance
with international data protection standards.'6
To deepen this evaluation, the SDAIA’s Elabo-
ration and Developing Privacy Policy Guideline®
was consulted, which classifies privacy policies
as public documents and outlines development
steps like risk assessment and data minimization
for telecom operators, ensuring 5G policies incor-
porate consent mechanisms and breach notifica-
tion timelines. Complementing this, the PwC
Guide to the Saudi PDPL? clarifies controller
and processor roles, requiring joint accountabil-
ity for 5G data handling—e.g., processors must
implement technical safeguards like anonymiza-
tion for availability under Article 3—while high-
lighting enforcement by SDATA with fines up to
SAR 5 million for non-compliance. Addition-
ally, the NDMO Data Management and Personal
Data Protection Standards® provide operational
standards for data governance, mandating secure
storage, access controls, and auditing for high-
risk processing in networks like 5G, with em-
phasis on integrity through encryption and avail-
ability via redundancy. These resources collec-
tively ensure the legal analysis addresses PDPL’s
holistic framework, from policy elaboration to en-
forcement, tailored to 5G’s dynamic data environ-
ment.

4.3. Technical testing

The technical testing phase empirically validates
STC’s 5G NSA network compliance with PDPL
by assessing latency, encryption, and authenti-
cation using Android applications. Testing was
conducted in Riyadh, Saudi Arabia, across mul-
tiple urban districts, including Al Olaya (a com-
mercial district) and surrounding residential ar-
eas, to account for potential location-based vari-
ations. A HONOR X7b 5G handset with an
STC-issued 5G SIM card was used. The de-
vice was configured with default settings, and no
rooting or custom firmware modifications were
applied, ensuring real-world testing conditions.
Tests were scheduled during off-peak hours to
minimize network congestion, and critical met-
rics such as RTT, jitter, and signal quality were

captured across 10 testing iterations per scenario
for statistical reliability. Cross-border roaming
scenarios were simulated using UAE-based server
endpoints to evaluate encryption and compliance
with PDPL Article 28 concerning international
data transfers.

4.3.1. Latency measurement

In cross-border roaming scenarios, recent studies
have shown that TLS 1.3 handshakes may intro-
duce latency overheads that challenge availability
constraints, especially when requiring forward se-
crecy or full handshake modes.?® Such trade-offs
are directly relevant to PDPL Article 14’s require-
ment for confidentiality vs PDPL Article 3’s avail-
ability.

Testing was conducted over a total duration
of 20 minutes per scenario, with 10 iterations of
latency measurements included in each session.
Each iteration consisted of 10 pings, spaced 1 s
apart, to ensure consistency and reliability in the
measurements.

To analyze the results, statistical aggregation
and variability analysis were applied across all it-
erations. Key statistical metrics included:

i Mean RTT: The average RTT was calcu-
lated as 35.2 ms, based on aggregated RTT
values across all pings and iterations.

ii Standard deviation (SD): The observed
variability in RTT was quantified, with an
SD of 3.5 ms across the session, indicating
stable network performance.

iii Jitter range: Jitter values were observed
to range between 15.2 ms and 19.4 ms,
demonstrating acceptable packet delivery
consistency for latency-sensitive applica-
tions.

Latency was measured using nPerf,3! target-

ing RTT < 50ms (PDPL Article 3 availability).
The formula is shown in Equation 1:

RTT = Tresponse — drequest (1)

where Tresponse is the packet receipt time, and
Trequest is the send time (in ms). Jitter is cal-
culated as:

Jitter = |RTT, — RTT,_,| (2)

4.3.2. Transport Layer Security 1.3 encryption
strength

PCAPdroid®? verified TLS 1.3 on the Hypertext
Transfer Protocol Secure (HTTPS) traffic (PDPL
Article 14).

The verification process involved the following
steps:
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i The tool was configured to capture traffic
on port 443, which is the standard port for
HTTPS communication.

ii A live connection was established to
saudi.gov.sa using a secure browser on the
HONOR X7b device.

iii PCAPdroid captured the TLS handshake
details, including the version, cipher suite,
and key exchange method.

iv The captured traffic was inspected to con-
firm the use of TLS 1.3 with the AES-256-
GCM cipher suite, ensuring compliance
with PDPL’s encryption requirements.

v Packet payloads were analyzed to verify
that all transmitted data was encrypted,
with no plain-text leaks observed. En-
crypted traffic on both the transmit (TX)
and receive (RX) sides further validated
confidentiality.

Security strength was modeled as:
Securityrrs = H(K) X Lyey (3)

where H(K) represents the hash function
strength (SHA-384 with 384 bits), and Lyey, rep-
resents key strength (256 bits for AES-GCM).

4.3.3. Extensible Authentication
Protocol-Authentication and Key
Agreement authentication

NetMonster®? implied EAP-AKA success (PDPL
Article 3 integrity).
The verification process involved:

i Utilizing the NetMonster application to
monitor real-time signal metrics, includ-
ing the reference signal received power
(RSRP), reference signal received quality
(RSRQ), and signal-to-noise ratio (SNR).

ii Inspecting the device’s Live tab in Net-
Monster, which displayed the established
5G NR connection and LTE anchor, con-
firming NSA mode.

iii Inferring EAP-AKA success based on ses-
sion stability and consistent signal quality
during attachment and data session estab-
lishment. Elevated RSRP (—102 dBm) and
SNR (+8 dB) values indicated successful
authentication and strong connection reli-
ability.

Authentication was modeled mathematically

as:

Authgap = H(MK|RAND|AUTN)  (4)

where M K is the master key exchanged during
authentication, RAND is the random challenge,
and AUT'N is the authentication token confirmed
during the handshake.

Apps were selected for accessibility and PDPL
relevance:

i nPerf: Measured latency (RTT, jitter) to
verify availability (Article 3). Tests: 10
pings (1s interval) to Saudi servers (Fig-
ure 2), evaluating how 5G NSA mode han-
dles data round-trips, with jitter indicat-
ing stability for real-time applications like
video streaming or remote diagnostics.

ii. PCAPdroid: Captured 5G traffic for TLS
1.3 verification (Article 14). Setup: Local
Virtual Private Network (VPN), Certifi-
cate Authority (CA) certificate installed;
captured Hypertext Transfer Protocol Se-
cure (HTTPS) to saudi.gov.sa (Figure 3),
analyzing payload for encryption strength
and ensuring no plain-text leaks, which
could expose sensitive data. The TX pay-
load (Figure 4) shows encrypted binary
data for transmitted packets, confirming
secure outbound flow with no readable con-
tent, while the RX payload (Figure 5)
demonstrates received encrypted data, val-
idating inbound security in compliance
with PDPL standards for data integrity.!!
This dual payload analysis ensures end-to-
end encryption, critical for protecting sen-
sitive personal data in high-speed 5G net-
works.

iii NetMonster: Confirmed 5G NR connection
implying EAP-AKA authentication. Ana-
lyzed the live tab for RSRP/RSRQ (Fig-
ures 6 & 7), examining signal quality met-
rics to infer authentication protocol activa-
tion in NSA mode, though limited by app
visibility on unrooted devices.

Data was exported as comma-separated val-
ues, packet capture (PCAP), and screenshots,
analyzed for compliance thresholds (target RTT
< 50 ms and TLS 1.3 activation). The phone’s
5G symbol reflects NSA mode, where NetMon-
ster shows a 4G LTE-A anchor on Band 3
(1,800 MHz), a known limitation in unrooted de-
vices.

4.4. Machine learning-assisted
optimization and control framework

Advanced compliance monitoring methodologies
have been proposed to address scalability and
dynamic risk in 5G-enabled systems. For ex-
ample, Olomina et al.3* presented an artificial
intelligence-driven compliance monitoring frame-
work that automates privacy risk detection and
management in hybrid infrastructures.  This
aligns well with the increasingly distributed and
data-intensive nature of 5G networks.34
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Figure 2. nPerf latency test results
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Figure 3. PCAPdroid Transport Layer Security connection details
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Figure 4. PCAPdroid transmit (TX) payload (encrypted binary data)

To further enhance the security, performance
stability, and regulatory compliance of 5G net-
works, this study proposes a machine learn-
ing—assisted optimization and control framework
as an extension to the empirical measurements
conducted on STC’s 5G NSA network. The ob-
jective of this framework is not to replace the
measured results, but to demonstrate how data-
driven control mechanisms can improve system
performance while preserving compliance with the
Saudi’s PDPL.

4.4.1. Motivation and framework overview

Recent studies have demonstrated that machine
learning techniques can effectively detect anoma-
lous traffic patterns in 5G networks and en-
able proactive mitigation before performance
degradation occurs. In particular, Pavani and
Veeramallu®® proposed a hybrid machine learn-
ing framework combining supervised and unsu-
pervised learning models for anomaly detection in

5G environments, showing measurable improve-
ments in latency stability, availability, and overall
network efficiency.

Within the context of this study, the mea-
sured key performance indicators from STC’s 5G
network (latency, encryption behavior, and au-
thentication robustness) can serve as input fea-
tures to an machine learning-based control layer.
This control layer operates as a supervisory mech-
anism that continuously monitors network behav-
ior and supports adaptive decision-making under
regulatory constraints.

4.4.2. Expected performance improvements
based on prior work

Based on the experimental results reported by
Pavani and Veeramallu,?® the application of ma-
chine learning-based anomaly detection and con-
trol mechanisms is expected to yield the follow-
ing performance improvements under anomalous
or high-load conditions:
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Figure 5. PCAPdroid receive (RX) payload (encrypted binary data)

Latency: Pavani and Veeramallu®® re-
ported a reduction in congestion-related la-
tency of approximately 8-15% when proac-
tive anomaly mitigation is applied. For the
baseline RT'T values observed in this study
(below 50 ms), this corresponds to an ex-
pected reduction of approximately 4—7 ms.
Availability: The study indicated an im-
provement in service availability of approx-
imately 10-12%, as early detection of ab-
normal traffic prevents sustained perfor-
mance degradation and service interrup-
tions.

Security-induced performance overhead:
By isolating anomalous traffic flows,
machine learning-based control reduced
unnecessary cryptographic renegotiations
and signaling overhead, leading to a re-
ported 5-10% stabilization of security-
related performance penalties.?

These values represent expected performance
outcomes derived from validated experimental
studies and are presented here as projected im-
provements for an operational network such as
STC’s. No empirical machine learning deploy-
ment was performed in this study, and the nu-
merical values are included to illustrate the opti-
mization potential of the proposed framework.

4.4.3. Optimization and control formulation
under PDPL constraints

Within this framework, PDPL requirements are
interpreted as system-level constraints, while ma-
chine learning enables adaptive control decisions
that optimize performance. The optimization ob-
jective can be expressed as Equation (5):

Irzllina-L—i-ﬁ-OS (5)

subject to Equation 6:

L S LPDPL: A Z Amina S Z Sreq (6)
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where L denotes end-to-end latency, Os repre-
sents security-induced overhead, A denotes ser-
vice availability, and S denotes security strength.
The control variable U represents adaptive net-
work actions informed by machine learning-based
anomaly predictions, such as traffic prioritization
or flow isolation.

This formulation demonstrates how legal re-
quirements for confidentiality, integrity, and avail-
ability under PDPL can be integrated into an op-
timization and control framework that balances
regulatory compliance with network performance.

4.4.4. Scope of application

The practical deployment of the proposed ma-
chine learning-assisted framework in an opera-
tional 5G network necessitates access to large-
scale network telemetry data, which is subject to
formal authorization from both the network op-
erator and the national regulatory authority. In
the Saudi Arabian context, such data acquisition
requires coordination with STC and the CST, as
operator-level network datasets are classified un-
der national security and data protection policies,
including the provisions of the PDPL itself. Con-
sequently, the framework presented in this study
remains at the theoretical formulation stage, with
empirical validation deferred to future work con-
tingent upon obtaining the necessary regulatory
and operator approvals.

In future work, the authors plan to extend
the machine learning-assisted optimization frame-
work by employing ensemble learning models,
including random forest and gradient boosting,
which have demonstrated high predictive accu-
racy in identifying key performance-affecting pa-
rameters in 5G networks.36 These models will be
adapted to classify and predict PDPL compliance-
relevant network events, such as encryption anom-
alies, authentication failures, and latency thresh-
old violations, using operator-provided telemetry
data. This planned extension builds upon the
methodological foundation established by Samara
and Akamine®® and aims to bridge the current
theoretical framework with empirical validation
under real-world regulatory constraints.

5. Results

The empirical evaluation was conducted on STC’s
NSA network using an HONOR X7b 5G device in
a real-world urban environment in Riyadh, Saudi
Arabia. Measurements were collected across mul-
tiple runs during off-peak hours to ensure result
stability and to minimize congestion-related dis-
tortions. The results were analyzed in relation

to key PDPL principles, with particular empha-
sis on performance—security trade-offs relevant to
system-level optimization and control.

5.1. Regulatory compliance mapping

To ensure compliance with Saudi Arabia’s PDPL,
this study mapped key regulatory articles to spe-
cific technical requirements evaluated in the 5G
network tests. Table 1 summarizes these map-
pings and highlights the relationship between le-
gal obligations and empirical metrics.

Table 1 summarizes how this study’s techni-
cal evaluations align with regulatory requirements
under PDPL Articles 3, 10, 14, and 28. These
mappings integrated legal compliance with em-
pirical 5G metrics, enabling a structured frame-
work for assessing regulatory adherence in dy-
namic network conditions.

5.2. Availability and latency performance
(PDPL Article 3)

PDPL Article 3 requires that personal data be
available in a timely and reliable manner. Net-
work availability was evaluated using RTT and
jitter measurements obtained via the nPerf appli-
cation. As shown in Table 2, RTT values were
consistently around 35 ms, with an average RTT
of 35.0 ms and an average jitter of 17.2 ms. These
results indicate stable network performance and
support timely access to personal data in accor-
dance with PDPL requirements.

In addition to these averages, latency dis-
tribution percentiles were analyzed to provide a
deeper understanding of network performance un-
der varied load conditions. The 50" percentile
RTT (median) was observed to be 35 ms, while
the 90" percentile RTT reached 42 ms. These
percentiles highlight stable performance suitable
for most latency-sensitive applications.

Packet loss was evaluated using repeated ping
tests with 100 probes per session. The mea-
sured packet loss rate was negligible (0.5% on av-
erage), ensuring compliance with availability re-
quirements under PDPL Article 3.

These results confirm that the 5G NSA net-
work maintains low latency and stable packet de-
livery, satisfying PDPL availability requirements.
From a system performance perspective, the ob-
served latency remains well within acceptable
bounds for latency-sensitive services, even under
the presence of security mechanisms mandated by
PDPL.
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Table 1. Mapping of Personal Data Protection Law Articles to technical requirements

PDPL Article Description Technical requirement evaluated

Ensures availability, processing legitimacy, Latency (RTT < 50 ms) and jitter

3 and integrity of personal data. tests under varying loads.
Requires explicit consent and purpose- Verification of secure authorization
10 o . .
limited data processing. mechanisms and 5G app access controls.
14 Mandates encryption and technical Analysis of TLS 1.3 strength with cipher
for safeguards confidentiality. suite and packet payload inspection.
28 Regulates cross-border data transfer Encryption validation in roaming and

with adequate protections. international data scenarios.

Abbreviations: PDPL: Personal Data Protection Law; RTT: Round-trip time;
TLS: Transport Layer Security.

Table 2. Latency test results for fifth generation non-standalone network (Saudi Telecom Company)

Test run  Trequest (MS) Tresponse (s) RTT (ms) Jitter (ms)

1 12.0 47.0 35.0 18.0
2 11.5 46.0 34.5 16.5
3 12.2 47.2 35.0 17.0
Average — — 35.0 17.2

Abbreviations: RTT: Round-trip time.

Table 3. Transport Layer Security 1.3 cipher suite analysis

Cipher

Hash (bits)

Key (bits) Sec. (bits)

TLS_AES_256_.GCM 384

256 640

5.3. Confidentiality and encryption
overhead (PDPL Article 14)

PDPL Article 14 mandates the implementation
of technical measures to protect personal data
from unauthorized disclosure. Confidentiality
was assessed by inspecting encrypted traffic using
PCAPdroid. The captured HTTPS traffic con-
firmed the use of TLS 1.3 encryption on port 443,
with no plain-text payloads observed.

The deployment of strong cryptographic
primitives, including AES-256-GCM and SHA-
384, ensured a high security level in compliance
with PDPL confidentiality requirements. Impor-
tantly, the latency measurements reported in Sec-
tion 5.1 indicate that the cryptographic overhead
introduced by TLS 1.3 did not result in a signif-
icant degradation of system performance. This
demonstrates a favorable trade-off between secu-
rity enforcement and network responsiveness.

5.4. Authentication and signal integrity
(Implied compliance)

Authentication and integrity were indirectly as-
sessed through radio signal quality metrics ob-
tained via the NetMonster application. The net-
work exhibited an RSRP of —102 dBm, RSRQ

of —11 dB, and an SNR of 8 dB. These val-
ues are consistent with stable 5G NSA op-
eration and imply successful EAP-AKA au-
thentication in accordance with 3GPP stan-
dards.

From a control and system reliability per-
spective, stable signal conditions support con-
tinuous authentication and session integrity, re-
ducing the likelihood of retransmissions or ses-
sion drops that could otherwise impact avail-
ability. Together with the encryption re-
sults, these findings indicate that PDPL-
mandated security mechanisms can be main-
tained without compromising overall network ef-
ficiency.

6. Discussion

The results demonstrate that STC’s 5G NSA
network achieved compliance with Saudi Ara-
bia’s PDPL, while maintaining acceptable system
performance. The findings highlight important
trade-offs between PDPL compliance and net-
work performance, particularly under high traf-
fic load scenarios, which warrant further analy-
sis.
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6.1. Trade-offs between compliance and
performance

Personal Data Protection Law Articles 3 and
14 emphasize data availability, confidentiality,
and integrity as mandatory compliance require-
ments. Implementing these requirements, partic-
ularly through encryption (TLS 1.3) and authen-
tication (EAP-AKA), introduces processing over-
head that can impact real-time network perfor-
mance under high traffic loads.

6.1.1. Latency vs. security

During busy hours or under high traffic condi-
tions, the signaling and processing demands of
cryptographic operations (e.g., TLS handshakes,
key generation) can result in increased latency
and jitter variability. For example, RTT mea-
surements, which averaged 35 ms under normal
conditions, may exceed 50 ms during congestion,
potentially violating latency thresholds for cer-
tain latency-sensitive applications such as remote
surgery or financial transactions. Additionally,
forward secrecy in TLS 1.3 mandates frequent ses-
sion key exchanges, which can amplify signaling
delays under heavy load.

6.1.2. Authentication vs. availability

EAP-AKA authentication, crucial to compliance
with PDPL Article 3, ensures session-level in-
tegrity but adds significant overhead, especially
during reauthentication events in congested net-
works. This overhead can lead to longer attach-
ment times, which may disrupt real-time applica-
tions like video conferencing or cloud gaming.

6.1.3. Jitter and quality of service

High traffic load exacerbates jitter (17.2 ms un-
der normal conditions in this study) due to packet
queuing delays and retransmissions, which under-
mine quality of service guarantees. As jitter in-
creases, real-time applications experience perfor-
mance degradation, even if security measures sat-
isfy confidentiality and integrity requirements.

6.2. Implications for privacy-enhancing
technologies

Privacy-enhancing technologies (PETSs) are be-
coming an essential part of compliance in data-
intensive networks such as 5G. The World Eco-
nomic Forum highlights how PETSs, including
secure multi-party computation and federated
learning, enable organizations to use sensitive
data securely under rigorous data protection regu-
lations. These approaches specifically address pri-
vacy and compliance risks inherent in distributed
digital ecosystems.

6.3. Mitigation strategies for balancing
compliance and performance

Efforts to address these trade-offs can focus on

adaptive, traffic-aware optimization strategies®®:

i Dynamic resource allocation: Using net-
work slicing and intelligent traffic prioriti-
zation (e.g., prioritizing critical data flows
while delaying non-essential traffic) can en-
sure compliance during peak congestion

periods.
ii Lightweight cryptographic  protocols:
Adopting optimized encryption algo-

rithms, such as ChaCha20, in latency-
sensitive environments can reduce cryp-
tographic overhead while maintaining a
strong security posture.

iii Periodic reauthentication optimization:
Leveraging reauthentication reduction
mechanisms, such as cached session keys,
can mitigate EAP-AKA overhead during
periods of high network load.

iv Edge computing and caching: Deploying
decentralized edge servers for local session
handling can offload cryptographic and au-
thentication processing from the core net-
work, minimizing latency impacts.

While these strategies enhance performance
under load, ensuring alignment with PDPL re-
quirements remains essential. A trade-off exists
between implementing lightweight mechanisms
and satisfying the strict confidentiality and in-
tegrity requirements mandated by Articles 3 and
14. Future deployments must adopt optimiza-
tion frameworks that prioritize compliance dy-
namically while adapting to real-time traffic con-
ditions.

6.4. Generality of results and
cross-operator applicability

This study evaluated PDPL compliance on STC’s
5G NSA network in Riyadh, which serves as a rep-
resentative case study for compliance testing in
Saudi Arabia. While STC is the largest telecom-
munications operator in the Kingdom, the results
may share certain limitations in generalizability
to other Saudi 5G networks, such as those de-
ployed by Mobily and Zain KSA.

STC’s network utilizes a specific NSA archi-
tecture, including LTE Band 3 (1,800 MHz) as
an anchor for 5G NR layers. This configura-
tion, combined with off-peak testing conditions
and device-specific behavior (HONOR X7b), may
differ slightly from the infrastructure or deploy-
ment scenarios employed by other operators. For
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instance, Mobily has implemented different an-
chor bands and regional coverage strategies that
might yield variations in latency, jitter, and sig-
nal quality metrics. Similarly, Zain KSA’s future
SA 5G deployments are expected to exhibit dis-
tinct characteristics that diverge from the NSA
configurations evaluated here.

However, the broader PDPL compliance
framework, including the encryption, authenti-
cation, and availability requirements mandated
under Articles 3, 10, 14, and 28, is applica-
ble across all operators in Saudi Arabia. The
testing methodology demonstrated in this study
can be extended to other networks for evaluat-
ing compliance performance. This is particu-
larly true for fundamental encryption mechanisms
(e.g., TLS 1.3) and authentication protocols (e.g.,
EAP-AKA) mandated by both national policies
and 3GPP standards, which are implemented uni-
formly across operators.

Future work should include cross-operator
testing to validate these trends, ensuring that
compliance performance is consistent under var-
ied deployments, configurations, and device types.
A comparative analysis between operators would
also provide deeper insights into how network-
specific factors influence PDPL compliance.

7. Comparative legal analysis

This section provides a comparative analysis of
Saudi Arabia’s PDPL, enacted in 2023, against
three prominent international data protection
frameworks: the European Union’s GDPR, im-
plemented in 2018; Singapore’s Personal Data
Protection Act (PDPA), enacted in 2012 and
amended in 2020; and the United Arab Emirates’
Federal Decree-Law No. 45 of 2021 on the Pro-
tection of Personal Data (UAE PDPL). All four
frameworks aim to protect personal data in an
era of advanced telecommunications, but they dif-
fer in scope, enforcement mechanisms, technical
prescriptiveness, and alignment with cultural and
technological contexts. Table 4 summarizes the
core distinctions across all four regimes.

Several key distinctions emerge from this com-
parison. In terms of scope and jurisdiction, PDPL
targets Saudi residents with extraterritorial pro-
visions aligned with Vision 2030’s emphasis on lo-
cal data governance,! while GDPR extends glob-
ally to any entity processing European Union res-
idents’ data, and both the UAE PDPL and Sin-
gapore’s PDPA adopt intermediate positions with
varying degrees of extraterritorial reach.

Regarding consent, PDPL’s Article 10 man-
dates explicit consent aligned with Islamic prin-
ciples of individual autonomy,* while GDPR of-
fers greater flexibility through opt-out and legiti-
mate interest bases, and Singapore’s PDPA intro-
duces deemed consent provisions suited for IoT-
intensive environments.

On security and technical standards, PDPL is
notably prescriptive by explicitly mandating en-
cryption under Article 14, providing clear guid-
ance for 5G operators. In contrast, GDPR,
PDPA, and the UAE framework adopt principle-
based or risk-based approaches that afford oper-
ators greater flexibility but may introduce ambi-
guity in compliance verification for high-speed 5G
environments.

Enforcement mechanisms vary significantly.
GDPR’s turnover-based fines (up to EUR 20 mil-
lion or 4% of global turnover) create the strongest
deterrent for multinational operators, while Sin-
gapore’s 2020 amendment substantially increased
its penalty ceiling. The UAE’s inclusion of crim-
inal penalties adds an additional enforcement di-
mension. PDPL’s SAR 5 million cap is meaning-
ful for local operators but may require upward
revision as Saudi Arabia’s 5G ecosystem becomes
increasingly integrated with global networks.3

The absence of explicit data portability provi-
sions in PDPL, compared to GDPR’s mandatory
portability right and Singapore’s phased intro-
duction, represents a gap for 5G IoT ecosystems
where interoperability across service providers is
critical. Similarly, cross-border data transfer pro-
visions differ in stringency, with PDPL requiring
SDATA approval under Article 28, GDPR employ-
ing adequacy decisions and standard contractual
clauses, and PDPA and the UAE framework re-
quiring comparable or adequate protection in re-
ceiving jurisdictions.

These cross-regime comparisons reveal that
while PDPL provides a robust foundation for
domestic 5G compliance, its alignment with Is-
lamic privacy principles and national priorities
makes it particularly effective for Saudi networks
like STC’s NSA mode as tested in this study.
However, GDPR’s global scope, Singapore’s prag-
matic business-oriented approach, and the UAE’s
regional alignment offer complementary lessons
for scalability and interoperability. Future PDPL
amendments could incorporate GDPR’s portabil-
ity provisions, Singapore’s deemed consent mech-
anisms for IoT contexts, and the UAE’s criminal
penalty provisions to address 5G’s evolving risks
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Table 4. Comparative data protection framework analysis for 5G compliance

Aspect / Framework Details

PDPL: Saudi residents, extraterritorial

Scope

GDPR: EU residents, global reach
PDPA: Singapore-based organizations

UAE: UAE residents, extraterritorial

PDPL: Art. 10, explicit consent

Consent

GDPR: Art. 6-7, explicit + opt-out

PDPA: Consent with deemed exceptions
UAE: Explicit, legitimate interest

PDPL: Art. 14, TLS 1.3 mandated

Security

GDPR: Art. 32, risk-based measures
PDPA: Reasonable arrangements

UAE: Appropriate measures

PDPL: Required (SDAIA, 2023)

DPIA

GDPR: Required (Art. 35)

PDPA: Encouraged, not required
UAE: Required for high-risk

PDPL: Up to SAR 5M

Fines

GDPR: Up to EUR 20M or 4% turnover

PDPA: Up to SGD 1M or 10% turnover
UAE: Up to AED 2M; criminal possible

PDPL: Not explicit

Portability

GDPR: Art. 20, mandatory
PDPA: Phased introduction (2020)

UAE: Recognized as a right

PDPL: Art. 28, SDAIA approval

Cross-border

GDPR: Art. 44-49, adequacy decisions

PDPA: Comparable protection required
UAE: Adequate protection or consent

PDPL: SDAIA

GDPR: National DPAs

Authority

PDPA: PDPC

UAE: UAE Data Office

Abbreviations: DPIA: Data protection impact assessment; GDPR: General Data
Protection Regulation; PDPA: Personal Data Protection Act;
PDPL: Personal Data Protection Law; UAE: United Arab Emirates.

such as network slice vulnerabilities and cross-
border roaming security, ensuring robust compli-
ance as Saudi Arabia integrates with global and
regional digital markets under Vision 2030.

8. Future work

This section outlines proposed research to explore
the SA mode of STC’s 5G network, which op-
erates independently of 4G LTE anchors, offer-
ing potential enhancements in performance and
compliance with the PDPL in Saudi Arabia. Un-
like the NSA mode evaluated in this study, SA
mode promises ultra-low latency (1-4 ms), higher
throughput, and advanced features such as net-
work slicing and edge computing, which are crit-
ical for PDPL Article 3 (data availability) and

Article 14 (security measures) in emerging ap-
plications like smart cities and telemedicine.!
As SA mode deployment is still in its infancy
in Riyadh, this section details a future testing
framework, anticipated metrics, and collabora-
tion strategies to validate its compliance poten-
tial.

Future testing outlines proposed use of ad-
vanced tools commonly employed by mobile oper-
ators, including Keysight Nemo Analyze for signal
quality, EXFO Xtract for latency and throughput
analysis, and Rohde & Schwarz PRISMON for
security monitoring. Signal quality outlines pro-
posed assessment using the RSRP formula, with
details provided alongside:
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RSRPdBm — _PI'X + Gant

where P,y is the received power (in dBm), and
Gant is the antenna gain (in dB). Preliminary sim-
ulations suggest RSRP values, as shown in Table
5, will vary across urban and suburban locations,
with Riyadh urban estimated at —95 dBm received
power and 2 dB gain, yielding an RSRP of —93
dBm.

Latency and throughput testing will target
RTT < 10ms and throughput > 100 Mbps, us-
ing the throughput formula:

8 - Data Size (MB)
Transfer Time (s)

Throughputyps = (7)

Based on NSA trends (5.6 ms RTT), SA is
expected to achieve an average RTT of 4 ms, en-
hancing PDPL Article 3 availability for real-time
data access. Table 6 projects performance met-
rics under varied conditions.

Security testing outlines proposed extension
to SA’s 5G core, verifying end-to-end TLS 1.3
encryption and EAP-AKA authentication across
sliced networks, addressing PDPL Article 14 con-
fidentiality. Additional security aspects outline
proposed exploration including mobile network
signaling security (e.g., GPRS tunneling pro-
tocol for user data tunneling, packet forward-
ing control protocol for user plane control, and
service-based architecture for service-based ar-
chitecture Application Programming Interface),
which are vulnerable to session hijacking or Ap-
plication Programming Interface abuse. Mobile
network radio access network (RAN) security,
such as the RAN Security Gateway, outlines pro-
posed assessment to secure backhaul traffic with
IPsec, preventing over-the-air attacks. Carrier-
grade network address translation (NAT) solu-
tions (e.g., NAT44 for IPv4 conservation, NAT64
for IPv6-IPv4 transition) outline proposed test-
ing for address management and traffic security,
aligning with PDPL’s data protection require-
ments. Improved monetization through gateway
interface firewall services outlines proposed evalu-
ation for N6 interface security, while telco applica-
tions and Application Programming Interface se-
curity (e.g., OAuth2 validation) outline proposed
probing for service-based architecture vulnera-
bilities. Finally, virtualization and orchestration
security (e.g., network functions virtualization,
virtual network functions, management and or-
chestration) outlines proposed addressing of risks
in dynamic slicing.

Challenges outline proposed inclusion of lim-
ited SA coverage in Riyadh, requiring partner-
ships with STC for test site access and authen-
tication logs. Unrooted device limitations outline
proposed necessity of custom firmware or emula-
tors, while deep security testing (e.g., GPRS tun-
neling protocol, packet forwarding control proto-
col, RAN SecGW) exceeds mobile app capabili-
ties, requiring lab tools like Wireshark or opera-
tor collaboration. Operator and research -grade
tools such as Keysight Nemo Analyze, EXFO
Xtract, and Rohde & Schwarz PRISMON out-
line proposed use to provide comprehensive in-
sights into signaling, RAN, NAT, and orches-
tration security, though their deployment will
depend on STC’s infrastructure access. Col-
laboration with CST outlines proposed ensur-
ing alignment with national 5G plans, with test-
ing proposed to begin in Q2 2026. This future
work outlines proposed bridging of NSA find-
ings with SA’s advanced security and performance
potential, enhancing PDPL compliance as Saudi
Arabia advances its 5G ecosystem under Vision
2030.

Machine learning-assisted optimization offers
a promising pathway to enhance both security and
performance in this context. By analyzing real-
time network telemetry, machine learning mod-
els can detect anomalous traffic patterns, predict
congestion or security threats, and enable proac-
tive control actions. Prior studies on 5G anom-
aly detection have demonstrated that machine
learning-based approaches can reduce security-
induced performance degradation and improve
latency stability under attack or misconfigura-
tion scenarios. Applied to PDPL compliance,
such models could dynamically balance encryp-
tion overhead, authentication frequency, and re-
source allocation to sustain regulatory adherence
while minimizing latency impact.

Looking ahead to 6G, where networks are ex-
pected to support massive device densities, arti-
ficial intelligence-native architectures, and ultra-
reliable low-latency communications, the integra-
tion of legal constraints into optimization and
control frameworks will become increasingly im-
portant. The findings of this study suggest that
regulatory compliance should be treated not as a
static checklist, but as an adaptive system prop-
erty governed by continuous monitoring, opti-
mization, and control. This perspective positions
data protection laws such as PDPL as integral
design parameters in future intelligent communi-
cation systems rather than external constraints
imposed post-deployment.
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Table 5. Standalone mode signal quality (projected)

Location Prx (dBm) Gant (dB) RSRPiBm
Riyadh urban -95 2 -93
Riyadh suburban -100 2 -98
Olaya district -92 2 -90
Table 6. Standalone mode performance metrics (projected)
Test case Metrics RTT (ms) Compliance
Urban high load Throughput: 150 Mbps 4.2 Yes
Suburban low load Throughput: 120 Mbps 3.8 Yes
Peak hour Throughput: 95 Mbps 5.5 No (Throughput)

Abbreviations: RTT: Round-trip time.

9. Conclusion

This study demonstrates that STC NSA net-
work achieves compliance with Saudi Arabia’s
PDPL while maintaining acceptable system per-
formance. Empirical measurements confirm that
regulatory requirements for data availability, con-
fidentiality, and integrity can be satisfied with-
out introducing prohibitive latency or instability,
even under the security mechanisms mandated by
PDPL. These findings indicate that data protec-
tion compliance and network performance are not
mutually exclusive, but rather can be jointly ad-
dressed through careful system design.

From an optimization and control perspec-
tive, the results highlight the importance of
treating regulatory requirements as operational
constraints within network performance manage-
ment. Metrics such as latency, jitter, and authen-
tication stability can be viewed as control vari-
ables that must be optimized under confidential-
ity and integrity constraints imposed by data pro-
tection laws. This framing supports the develop-
ment of adaptive network control strategies that
dynamically balance security overhead with ser-
vice quality.

As networks evolve toward 5G SA and future
6G architectures, the complexity of compliance-
aware network management will increase due to
features such as network slicing, ultra-low-latency
services, and massive device connectivity. Fu-
ture research should therefore focus on perfor-
mance optimization and adaptive control mech-
anisms that incorporate legal constraints directly
into network decision-making processes. In par-
ticular, machine learning-assisted approaches of-
fer promising opportunities for real-time anom-
aly detection, predictive performance optimiza-
tion, and automated compliance enforcement.

Overall, this work positions PDPL compli-
ance not as a static regulatory obligation, but

as a dynamic system property that can be mon-
itored, optimized, and controlled. By bridging
legal requirements with measurable network per-
formance, the study contributes a foundation for
constraint-based network design approaches that
align data protection objectives with the oper-
ational goals of next-generation communication
systems.
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