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With the growing reliance of multi-area interconnected power systems on com-
munication networks for large-scale data transmission, sensing, and control,
network constraints can impair transient performance. This work develops a
unified distributed fault-estimation framework based on a radial basis function
neural network (RBF-NN) for multi-area interconnected power systems, ad-
dressing both communication constraints and actuator faults. We construct an
augmented system by integrating the fault dynamics into the system model,
and a distributed observer is developed to simultaneously estimate the system
states and fault dynamics. The unknown fault effect is approximated by a
radial basis function neural network (RBF-NN). A projection-based adaptation
law ensures bounded parameter estimation under modeling uncertainties. State
and fault estimates are updated using quantized measurements transmitted
over networked channels, maintaining accuracy despite time-varying delays and
disturbances. Sufficient stability and performance conditions are established
by Lyapunov analysis and LMI conditions, guaranteeing exponential stabil-
ity of the observer error dynamics and prescribed performance bounds under
bounded time-varying delays and quantization effects. A three-area case study
is presented, and precise state and fault reconstruction are shown for nominal,
delayed, faulted, and worst-case scenarios. The proposed scheme is compared
with a quantized Ho, estimator under actuator faults, time-varying delays, and
quantization. The peak deviations of [Aw|, |APiie|, and |APpecn| are reduced
approximately 33%, 50%, and 27%, respectively, while maintaining bounded
system states and neural weights.

(e |

efficient coordination, it also introduces communi-
cation constraints, including time-varying delays,
packet dropouts, and quantization, which may
affect system signals. Sensor and actuator faults
can seriously affect the system’s performance

1. Introduction

Contemporary multi-area interconnected power
systems increasingly rely on communication net-
works for large-scale supervision, sensing, and
control. While such networked operation enables
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and may even destabilize the system. Such chal-
lenges call for the development of robust estima-
tion and control strategies to enable reliable oper-
ation under uncertainty.

Fault-tolerant control (FTC) has been widely
investigated to increase the reliability of systems
subject to faults. There are two broad categories of
FTC strategies: passive and active. Passive FTC
designs inherently robust controllers for a given
fault scenario, while active FTC uses fault detec-
tion and diagnosis (FDD) mechanisms to detect
faults in real-time and allow control reconfigura-
tion. Despite significant progress in the design of
FTC, accurate fault estimation is still a fundamen-
tal requirement for effective fault compensation.!
However, the fault diagnosis of large-scale systems
is extremely complicated due to the interdepen-
dence among interconnected subsystems. Conse-
quently, distributed fault detection and estimation
methods have received considerable attention. A
distributed fault detection scheme for networked
systems with time delays is proposed in.? Interval
observer-based methods have been developed for
fault isolation in fuzzy interconnected systems,?
and adaptive observer designs have been proposed
to improve the accuracy of fault estimation in non-
linear interconnected systems satisfying Lipschitz
conditions.*

Additionally, the separation principles have been
exploited to study integrated fault estimation and
accommodation frameworks.® The unknown in-
put observers for distributed fault estimation of
networked systems with disturbances are designed
based on augmented-state observer approaches.’
However, these techniques usually have drawbacks
in scalability, robustness, and computational ef-
ficiency for high-dimensional interconnected sys-
tems with dynamic uncertainties and partial ob-
servability.”

Multi-area interconnected power systems are de-
scribed as large-scale systems consisting of several
dynamically coupled subsystems. Faults that orig-
inate in one subsystem can propagate throughout
the network, impacting the overall system per-
formance. This interdependence complicates the
diagnosis of faults and highlights the need for dis-
tributed estimation schemes. In this setting, the
distributed observers have been intensively studied
since they enable local estimation with the limited
exchange of information among the subsystems,
thus increasing scalability and robustness.

Several observer-based and data-driven ap-
proaches have been proposed for fault estimation
in interconnected and networked systems.? 46,8710
Observer-based approaches provide systematic
frameworks for state and fault reconstruction,

while parity-space formulations provide an alter-
native diagnosis route.'’? Data-driven methods,
such as neural network-based approaches, further
improve the ability to approximate unknown non-
linear effects.”> 1% However, it remains challenging
to integrate these approaches in distributed frame-
works subject to communication constraints.

Communication constraints such as time-varying
delays, packet dropouts, and quantization have
a significant effect on the accuracy and perfor-
mance of system estimation in networked control
systems.? '3 These effects are particularly signif-
icant in power systems where fast and accurate
information exchange is crucial for frequency con-
trol and tie-line power control.'* At the same time,
increased penetration of renewable energy sources
brings more uncertainties and disturbances, which
result in more challenges for system operations.!?
T herefore, it is important to design estimation
schemes that explicitly take into account the short-
comings introduced by network and actuator fail-
ures. Thus, it is essential to develop estimation
frameworks that explicitly account for both actua-
tor faults and network-induced uncertainties.

Recently, fuzzy and data-driven approaches have
been investigated to deal with nonlinearities and
uncertainties. For example, Takagi-Sugeno fuzzy
observers have been proposed to estimate the state
and the fault simultaneously under Lipschitz con-
ditions. Stability results have been obtained via
linear matrix inequalities (LMIs).16 Similarly, an
interval type-2 fuzzy systems-based fuzzy frame-
work is proposed for integrated fault diagnosis and
fault-tolerant control in nonlinear networked sys-
tems.!” Lyapunov-Krasovskii based designs have
also been utilized to study extensions to stochas-
tic multi-delay systems with multi-source faults.!®
Besides, several well-known H,-based techniques
have been widely applied to fault detection and
fault-tolerant control with time delays.'%20

Despite these advances, existing approaches re-
main limited in simultaneously addressing actua-
tor faults and network-induced constraints within
distributed estimation frameworks.

Motivated by these challenges, we propose a uni-
fied distributed fault-estimation scheme for multi-
area interconnected power systems with actua-
tor faults and communication constraints. The
proposed approach introduces the fault dynamics
into an augmented system model and employs a
distributed observer to simultaneously estimate
system states and actuator faults, extending the
existing observer-based frameworks.%% The un-
known nonlinear fault effects are approximated by
a radial basis function neural network (RBF-NN) .
A projection-based adaptive law ensures bounded
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parameter estimation in the presence of uncertain-
ties.? 19 Moreover, the framework explicitly takes
into account quantization and the time-varying
delay in the measurement channels.? 13

Hence, this paper proposes a unified distributed
fault-estimation scheme for multi-area intercon-
nected power systems subject to actuator faults
and communication constraints. The proposed ap-
proach embeds fault dynamics into an augmented
system model and employs a distributed observer
to simultaneously estimate system states and ac-
tuator faults, thereby extending existing observer-
based frameworks.»% A radial basis function neu-
ral network (RBF-NN) is incorporated to approx-
imate unknown nonlinear fault effects, while a
projection-based adaptive law ensures bounded
parameter estimation in the presence of uncertain-
ties.” 19 Furthermore, the framework explicitly
accounts for quantization and time-varying delays
in the measurement channels.?13

The main contributions of this work are summa-
rized as follows:

e A unified distributed fault-estimation frame-
work for multi-area interconnected power sys-
tems (MAIPS) that jointly addresses actuator
faults and network-induced constraints;

e Development of an augmented system model
that incorporates fault dynamics and a dis-
tributed observer for the simultaneous estima-
tion of system states and actuator faults;

e Integration of a radial basis function neu-
ral network (RBF-NN) to approximate un-
known nonlinear fault effects, combined with
a projection-based adaptive law to ensure
bounded parameter estimation under uncer-
tainties;

e A unified estimation architecture that explic-
itly accounts for communication constraints,
including quantization and time-varying de-
lays, as well as bounded disturbances;

e Derivation of sufficient stability and per-
formance conditions based on a Lyapunov-
Krasovskii functional, ensuring exponential
mean-square stability and a prescribed ¢y dis-
turbance attenuation level, formulated as com-
putationally efficient LMIs for explicit ob-
server gain design.

The remainder of the paper is organized as fol-
lows. Section 2 reviews the related literature and
identifies the research gaps. Section 3 presents the
MAIPS model, the communication constraints,
actuator-fault profiles, RBF-NN estimator, and
the proposed observer framework. The main theo-
retical results are developed in Section 4. Section

5 provides an illustrative example. Section 6 con-
cludes the paper.

2. Literature review

Robust estimation and control in the presence of
uncertainty have been well studied in networked
control systems. In interconnected power systems,
H, based methods have provided a fundamental
framework for ensuring stability and disturbance
attenuation.

The incorporation of computer networks into con-
trol systems, alongside increasing performance de-
mands, raises the dependence on inter-component
communication and add s significant system com-
plexity. Although these networks enhance effi-
ciency and decrease costs, they are nevertheless
plagued by inherent constraints, such as packet
loss, transmission delays, and capacity constraints.
The aforementioned defects can significantly im-
pair system performance and, in extreme instances,
disrupt the entire networked system. As structural
complexity increases, the probability of problems,
such as actuator failures, sensor degradation, or
related components failures increases. As a re-
sult, extensive research has concentrated on FTC,
which aims to maintain system stability after the
incidence of faults. Active FTC frameworks gener-
ally integrate fault detection and diagnosis (FDD)
techniques that offer real-time information on fault
characteristics and severity, facilitating prompt
corrective measures.! 2122

Fault diagnosis in nonlinear dynamic systems
has been pursued via observer-based schemes,® 23
parity space formulations,'™!? and data-driven
approaches such as neural networks and fuzzy
methods.? 0 This work focuses on observer-based
methods for fault-tolerant control. Discretization
and sampling effects are major problems in FTC
design, and this is further aggravated by the pres-
ence of unobservable system states. These chal-
lenges prompt the re-engineering of control struc-
tures to handle actuator defects and the design of
observers that can accurately reconstruct hidden
states. Moreover, the modeling process is often
complicated by nonlinear dynamics, making the
construction of observers becomes more difficult,
especially in systems with highly complex and un-
predictable interactions among variables. Some
previous studies have addressed similar problems
by applying the nonlinear regulation theory to
solve the NFTC challenges in applications such
as AC motors and robotic manipulators.?42> The
loss of actuator effectiveness for control-affine non-
linear models was tackled using Lyapunov-based
reconstruction approaches.?® Customized observer
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designs have been developed for fault detection,
isolation, and compensation in the presence of
actuator failures for complex multi-input multi-
output (MIMO) nonlinear systems.

Table 1 shows feature comparison of con-
trol/estimation for networked power systems.

3. Multi-area interconnected power
system model

This study employs a discrete-time representation
of an interconnected multi-DC microgrid power
system, obtained via linearization around specific

operating conditions. The mathematical formu-
lation of the time-invariant power is presented
herein. Let N represent the collection of intercon-
nected areas linked via tie-lines. Each subsystem
communicates over a networked framework, and
the resulting system dynamics can be expressed
as follows:

Xip(k+1) = ApXip(k) + Biplhip(k)
+ DypWip(k)
+ wip<Xipa Vip, uip)gip(k)
Vip(k) = CipXip(k) (1)

Table 1. Feature comparison of control/estimation for networked power systems

MA-

Citation LFC Actuator Time- Log DO Stability Gap vs. this work
faults varying quant. type
delays
(S/A)
2 X X S:v A X X X Exp. Packet dropouts; observer-
MSS/H, based Ho, but not MA-LFC;
no faults, no quantization.

28 X X S:v A X X X Stochastic DoS-centric; no distributed
observation, no faults, no
quantization.

29 X X S:v A X X X Stochastic Deception on measurement

exp. only; no faults; no DO; no
quantization.

30 X X S:v A X X v Ho, Packet loss/deception
treated separately; no actu-
ator faults; no quantization.

31,32 X X S: X A X X 3 Stochastic/Hs FDI/FE-focused; not MA-
LFC; no joint treatment of
faults+quantization.

33 X v S: X A X X v Exponential MAS with DoS + actua-
tor faults via distributed ob-
servers; not MA-LFC; no
quantization.

34 X X S: X A X X v H, DC microgrids with sensor
faults and DO; not MA-
LFC; no quantization; no ac-
tuator faults.

This .

work v v S:v A:v V/ v Exp. MSS + Jointly handles faults,

la-gain S/A delays, and log
quantization in MA-

LFC via a distributed
observer with explicit
design recipe.

Notes: TMu (2023) is distributed fault estimation; Peng (2010) is NCS fault detection (centralized). Both are not

MA-LFC.
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To clarify this equation, let Xj,(k) =
[Aw, APyech, APyi, APyie;]7 € R™ denote the
state vector, comprising frequency, mechanical
power, steam valve position variations, and the-
variation of the total tie-line power flow. The con-
trol input is Uy, € R™. Vip = [Aw;, APtie,i]T € P
indicates the measured output of each subsystem,
consisting of deviations in the local frequency and
the net tie-line power flow. The signal W;,(k)
characterizes the local zero-mean load variation.
For a detailed account, see.'* The system matrices
are specified as follows:

[ _Di 1 1
M M M
0 T > T >
A — CH; CH,
p 1 0 1
R{Tgi Tgi
2jes, Ty 0 0
- 0 —]\/1[9
0 0 ‘
Bip = 0 aD’ip = 0
1
_Tgi 0
1 0 0O
Cp = [0 00 1]

The aggregated representation of the overall
interconnected system captures the essential dy-
namics of each local area i and is expressed as

Table 2. Notation and descriptions'*

Az‘ = diag <A1p, Agp, Agp, .

Bz‘ = diag <Blp’ ng, ng, ce

CZ' diag <Clp, Cgp, Cgp, ce

Di diag <D1p7 Dgp, Dgp, e

wi = dla‘g <¢1p7 1/}2])7 1/}31)7 e

Table 2 summarizes the generation area pa-
rameters of the multi-area interconnected power
system, where different regions are characterized
by their generator specifications. Key parameters
include mechanical output power, inter-area power
flow, rotor angular frequency, governor response
time, and load variation. These variables play a
crucial role in ensuring operational reliability and
maintaining system stability. Mechanical power
quantifies the rate of energy conversion into elec-
tricity, whereas power flow represents the amount
of electrical energy exchanged across areas. The
rotor angular frequency corresponds to the gener-
ator shaft speed, and the governor time constant
reflects the governor’s response to load fluctua-
tions. The frequency or load variation denotes the
system’s reaction to changes in demand.

Symbol definition

w Rotor angular speed.

M; Aggregate inertia associated with area i".
Prech Shaft output power delivered mechanically.

P, Setting of the steam valve (valve opening).
Ten Prime-mover time constant.

R/ Droop coefficient.

D; Load-damping coefficient

T, Governor time constant.

T;j Synchronizing coefficient between area ¢ and area j.
Prie i Tie-line power transfer from area ¢ and area j.
Piici Net tie-line exchange of area 1.

Such parameters are commonly used in power
system studies, including transient stability and
frequency response analyses, to confirm the ability
of the system to withstand disturbances. In the
context of the proposed multi-area power model
(1), the main objective is to establish a distributed
control strategy that preserves closed-loop stabil-
ity across all interconnected regions. Here, 7,
defines the set of neighboring subsystems indexed

by j. The control framework uses output feed-
back from each subsystem to compute the corre-
sponding control input at each time step, thereby
ensuring overall system stability. In the context
of the model described in (1), the objective is to
design an observer-based control scheme that en-
sures closed-loop stability across all interconnected
areas within the power network. Here, IV denotes
the set of interconnected areas, where each agent
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is indexed by j. The distributed observer-based
controller aims to sustain system stability and
tracking performance within the multi-area power
system illustrated in Figure 1.

In which x and Q¢(.) denote the base ratio and
the function of the logarithmic quantizer. The
latter can be prescribed as:'3

15 if uy <n<pg,
3.1. The communication effects Qe(n) = 0, l‘f n=0, (2)
‘ ‘ — Qe(—nm), ifn<o0
The sampled measurement signal V;s(k) is pro- B _ , .
. . . . . where w, = 1=k W = Hj M+ = M
cessed by a logarithmic quantization module, yield- q I+k> J Ttwg’ J T—wg”

ing the quantized measurement affected by the
quantization uncertainty Agg. Quantization levels
are structured on a log scale:

The quantizer impact is bounded by the density
parameter:

Qu(n) = (1 + Agi(n))n, (3)

— ) o -
Qv _{iﬂjv Hj = K Hp; J _07i17i27"'} ||AQI€(77)H Sw‘l’ vn
U{0}, 0<k <1, up >0
Distributed observer1 | . . .. Distributed observer2 | ......J Distributed observer3 | _
:- State and fault estimate (%, f) State and fault estimate (%, f) State and fault estimate (%, f) 1
1. A 4 AR A . :
1 Xipa = Vim Vip: \\Xi”z Vips - Xip1 |
1 H . R -
i N I
1 Communication network \ :
: time-varying delay - logarithmic quantization - packet dropour% 1
1
1 2 T
1 4APtie13 APyie,, Il : * APy, :
| - =
& E £ |
: L 3 : ) i LI
1 Actuator E Actuator E % Actuator E If,
< Fault <y fiz Fault < 1 #
: _T r |
[N / U 1
\ f i1 Mipl uil’z II 3 !
¥ 1
)

Local Controller-1

Local Controller-2

Local Controller-3

Figure 1. Corresponding schematic for a three-area configuration

The implementation of networked communica-
tion systems (NCS) makes the system vulnera-
ble to malfunction at any node due to several
aspects such as actuator faults, communication
constraints, signal drops, time delays, quantiza-
tion, and component failures. Thus, both the
output and the actuating signals are affected by
the faults and time delay. To incorporate the
influence of quantization and time delay, the mea-
sured signal received by the distributed observer
is expressed as follows:

Vis(k) = (1 + Agy)Vip(k — 7F)
= (1 + Agqp)CipXip(k — 7F) (4)

where 7 € {70, . . ., Tmax ydenotes the delay in
the output signal with 0 < Tmin < Tmax-
The delay process is selected to be a prescribed
bounded time-varying delay, and the analysis does
not depend on a probabilistic model.

3.2. Actuator fault modeling and
compensation

The implementation of networked communica-
tions makes the MAIPs vulnerable to sensing-
channel communication constraints and actuator-
side faults. In this study, the controller-to-actuator
network is modeled to be free from communica-
tion delay and quantization. The actuator fault is
modeled as an additive actuator-side signal that
modifies the actual input applied to the plant, and
their effects are subsequently embedded in the
measurement signal received by the distributed
observer. Let the nominal controller be defined as
Uip(k) = —K Xjp(k) to stabilize the system in the
absence of fault impacts. When an actuator-side
fault f;(k) occurs in area ¢, the input applied to
the plant is expressed as

Upp (k)
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where L{};(kz) denotes the uncompensated faulty
plant input. Let f;(k) be the faulty signal affect-
ing the actuator of area i, and f;(k) represent
the RBF-NN-based estimate of the actuator fault
for area ¢. To compensate for the actuator influ-
ence while sustaining the prescribed performance
of the system (1), the proposed controller design
incorporates a fault compensation signal. The
corresponding fault-compensating control law is
given by:

Uia(k) = Uy (k) = fi(k)
= —KXp(k) + fi(k) — fi(k)
= _KXip(k) - gf,i<k)7 (6>
Let Uj,(k) denote the actuator-applied in-
put, and & (k) = fi(k) — fi(k) denote the fault-
estimation error. & ;(k) — 0 based on accurate

estimation of f;(k), and effective compensation is
achieved for f;(k).

Assumption 1 (Bounded actuator faults). For
each area i € {1,...,N}, the unknown actuator-
fault signal f; : N — R™ satisfies the following
boundedness conditions: there exist known positive
constants vy and vgr such that

LRI < vy, N filk+1) = filR)I < var, (7)
Vk >0,
where || - || denotes the Euclidean norm.

Remark 1. Note that the assumption of bounded
fi(k) is reasonable, as the control input range is
bounded. The unbounded actuator faults can be
detected and filtered by conventional anomaly de-
tection protocols and simple filters. Moreover, the
assumption of bounded f;(k+1) is acceptable when
var 15 regarded as the Lipschitz constant.

Let T; € Rmtm)x(mtm) and N; € Rm)xa
be the parameter matrices to be designed. With
C; e RI*(+m) matrices T; and N; are required
to satisfy the constraint:

T; + NiCi = Iy, (8)

where I, 1., denotes the (n+m) x (n+m) dimen-
sional identity matrix.

3.3. Radial-basis-function based neural
network

RBF-NN is a three-layer feedforward architecture
with a simple configuration, rapid training, and
reliable performance. It has been proven to ap-
proximate unknown nonlinear dynamics with sat-
isfactory accuracy. For facilitating the proposed

controller design, the RBF-NN is used to approxi-
mate the actuator faults f;(k). Suppose that

—[|Xip (k) —vi 51>
G (t(8) = exp L) )
i=1,2,...,m,
where X;(k) is the NN input, and m is the number
of NN nodes. v; ; is the center and o; > 0 is width

of the function G;(X;(k)), respectively. Define the
radial basis function (RBF) as

Gi(Xi(k)) = [G1(X;(k)), G2(X;(K)), - . .,
G (X (k)" (10)

RBF-NN has been widely used to approximate
unknown nonlinear functions. Therefore, a class
of linearly parameterized NNs is adopted to ap-
proximate the continuous function f(X;), and can
be expressed as

Fi(Xip(K)) = Wi T Gi(Xip(K)) + eni(Xip(K)),

llen,i()Il < €ni (11)

Wy € R™*? is an ideal weight matrix.
€n,i(Xip(k)) denotes the NN approximation error,
where €,; > 0, and ||G;(+)|| < Gmax With a pos-

itive constant Gmax.>° The local output residual
drives the adaptation mechanism

en,z(‘)(zp(k)) = yzp(k) - Cip-)eip(k>a (12)
where Vi, (k) denotes the measured output of area

1, and C’ip/'?ip(k) represents the estimated output
generated by the observer. To approximate the
actuator faults f;(X;p(k)), the adaptive law should
be properly designed. According to the output of
the RBF-NN, we have

filXip) = Wik)T Gi(Xip(F)) (13)
Wi(k) € R™*4 is the adaptive estimate of the
ideal weight matrix W* in (11). The adaptation

update law for the neural-network weights is cho-
sen as

Wz(k? + 1) = Proj (Wsz)-i- (14)
LiGi(Xip (R))e, (Xip () = kiTiWi(K) ),
the gradient term I‘iCI)eli(Xi (k)) ensures

Lyapunov-aligned descent against the augmented
observer error; the o-leakage —RiFiWi ensures
exponential forgetting that bounds the weight
drift under approximation error g;; the projection
Proj ensures the hard bound |W;(k)|r < @ for all
k> 0.

Remark 2. The adaptation law (15) depends
only on the locally measurable output residual
eni(Xip(k)) and the observer state available in
area ©. Unlike gradient laws based on the fault
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-estimation residual, the true fault f;(k) does not
have to be known.

Define the neural-network weight-estimation er-
ror as

Wilk) = Wi — Wi(k) (15)
We then construct the following approximation
error:

Erak) = fi(k) — filk) = W, (k)Gi(Xip (k)
+ eni(Xip(k)). (16)

which gives the adaptive estimation of actuator
faults f;(k).

3.4. Projection adaptive law

Lemma 1.3¢ Given matrices Xip € Roxb, Vip €
RY>¢ and Z;, € R¥¢ if rank(});;) = ¢, then the
general solution of X;,V;, = Z;;, is

Xip = ZipY;} +'H[Ib yipyﬂ, (17)

where % € R**? is an arbitrary matrix, and y;;
is the pseudo-inverse matrix of V).

By Equation (17), T; and N; satisfy T;+ N;C; =
I+m. Applying Lemma 1 to Equation (17),
yields:

[JTV] - [Ingm] CF +8 [Inym — GiOF], (18)
where § € R("m)x(n+m+4) j5 an arbitrary matrix.

After parameter matrices T; and N; are deter-
mined, Equations (6) and (8) can be used to
obtain the adaptive algorithm for parameter esti-
mation:

0; = L6 (Xip, Uip, Vip) R Vip = Vip) ~ (19)
I = FiT > 0 is the adaptation gain, which
is selected by trial and error method to ensure

that 6 does not grow unbounded3”. To facil-
itate concurrent estimation capability of states
and fault dynamics, an augmented state vector

Xip(k) = [Xip(k); Efi(Xip(k))] is introduced, lead-
ing to
Xip(k+1) = AuXip(k) + Bldip(k)
+ Npi(Xip(k)) (20)
+ @Z_’ip(/"?ipayipvaip)éi(k)
yip(k) = Ci“?ip(k)-

By substituting (1) and (16), the augmented sys-
tem matrices are obtained as

A = [Ao’p lj?,ﬂ i = [%p]
N (k) = [Dgpgfj?i'i)}

where Ny ;(Xip(k)) represents the lumped
disturbance/fault-increment term. The follow-
ing augmentation system estimates actuator faults
and dynamic states simultaneously:

Xip(k+1) = T;4;X(k) + T; Blip(k)
TiNpi(Xip(k))
Titip(Xip, Vip, Uip) 0: (k)
Aii Xi(k)

Billip (k) + Ny (Xip(k))
¢1(szvylpa Z;D)él k)

+ +

(21)

+ +

37ip(k)
= CiXip(k)

Remark 3. Theorem 1 establishes the stability
and performance of the distributed observer er-
ror dynamics without requiring individual conver-
gence of the RBF-NN weights. The neural-network
weights are uniformly bounded, i.e., ||y (k)| <
Wp,; for all k > 0, as enforced by the projection
adaptive law. Together with bounded RBF basis
functions and a bounded NN approximation er-
ror, this ensures that the residual fault-estimation
term Afi(k) = fi(k + 1) — f;(k) is bounded, see
assumption 1. Thus, this term can be treated as
part of the disturbance affecting the observer-error
system. Consequently, the theorem ensures expo-
nential mean-square stability for zero lumped dis-
turbance and the prescribed fo-gain performance
within £3]0, 00).

3.5. State observer design

To estimate the unknown parameters in area 1,
a state observer is developed that leverages in-
formation from the area p while accounting for
the communication constraints affecting area i.
The observer formulation is illustrated below. Ac-
cordingly, the observer associated with system (1)
takes the following form:

Zi(k + 1) = Ti Ay Xip(k) + T,B; Usp (k)
+ Twzp(xlpa yzp7 lp) (
FLk) - Gy ), P

Xip(k) = Zi(k) + N; Vip (k)
Zi(k) is an intermediate state vector X;,(k),

é?ip(k) € R is the estimated vector of the
augmented state. Considering the formulas (19)
and (22), the following estimator is obtained:

Xp(k +1) = A Xp(K) + Bildip(k)
+ Nzy,p(k + 1)
+ Vi (Xip, Vip, Uip)0; (k)
+ Li(Vip(k) — CiXip())

(23)
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Obviously, observer (23) has more design degrees
of freedom than the Luenberger observer.

In summary, the proposed observer structure
follows a two-step design: first, actuator fault dy-
namics are integrated into an augmented system
model (1). Second, a distributed observer is de-
signed to utilize local measurements and neighbors’
estimates while explicitly accounting for quanti-
zation and time-varying delays (21). This struc-
ture is further enhanced by a radial basis function
neural network (RBF-NN) that approximates un-
known nonlinear fault effects.

Remark 4. Conventional model-based estima-
tion methods, such as observer-based schemes and
Kalman filters, are primarily designed to be effec-
tive at attenuating abnormal signals rather than
to isolate fault signatures. As a result, the perfor-
mance of these methods depends heavily on the ac-
curacy of the models used, and they generally can-
not distinguish faults from disturbances or noise.
In contrast, a radial basis function neural network
(RBF-NN) can learn fault patterns directly from
data after training, making it effective in separat-
ing the actual fault effects from disturbances and
noise.

3.6. Derivation of error dynamics

The estimation error is defined as &zi(k) =
Xip(k) — Xip(k). The following error dynamics
are obtained by subtracting the observer dynam-
ics from the system equation:

Exilk+1) = Xp(k + 1) — Xip(k + 1)
= At (Hip k) — (k) ) + N (i ()
- L; [(1 + Aqy)Ci Xy (k — 7F)

— (14 Ag)CiXip(k — 75)]

— NiDip(k +1)
= Aii&zi(k) + Ny(Xip(k))
— (14 Agy) LiCi&xi(k — 7))
NiVip(k +1)
The disturbance acting on the distributed

observer-error dynamics is defined as w;(k) =

Nfﬂ(ﬂ?lp(k‘)) — lelp(kj + 1) Then
Exi(k +1) = Aji&zi(k)
— (14 Agi) LiCi€xzi(k) + wi(k)  (25)

Utilizing the error dynamics in (24), the sub-
sequent section formulates main results on the
distributed observer gains to ensure that the

(24)

estimation-error framework is exponentially sta-
ble and attains a specified £o performance within
constraints.

4. Stability analysis

This section presents sufficient conditions for the
observer dynamic systems described in (24) to
achieve exponential mean-square stability and
meet a specified ¢ gain bound. The results are
organized into two main theorems.Theorem 1 es-
tablishes the stability analysis and performance re-
quirements using distributed observer gains. Theo-
rem, 2 reformulates the stability and performance
conditions into the form of a convex linear ma-
trix inequality (LMI). To analyze the stability of
the error dynamics 24, the following Lyapunov-
Krasovskii functional is considered:

3
k)) = Z Vi(€zi(k))

Z k) P;Exi(k),
2
Va(Exi(k)) =) Z (1)Q;&i (1), (26)
J=1li=k—7k
Qi =Q] >0,
-5 +1
Z > Z (1)Q; (i)

J=1p= st yoi=k+e-1

where P; > 0. It can be easily confirmed that
positive real scalars p and v exist such that
pllell? < V(Ezi(k)) < ||z (k)||?. The subsequent
analysis defines a criterion under which the error
system (24) is assuredly asymptotically stable.

Remark 5. To establish exponential stability of
the closed-loop system, we construct a Lyapunov
function V(Ezi(k)) as defined in Equation (23),
which aggregates multiple quadratic terms that ac-
count for state delays and fault effects. The suf-
ficient condition for stability is that the forward
difference of the Lyapunov function,

AV (Ezi(k)) = V(Ezi(k + 1)) = V(Ezi(k)),

is negative definite. To this end, we derive the ma-
triz inequality in Equation (27), where Aj < 0
ensures that all the individual contributions to
AV (Ezi(k)) are strictly negative. This inequality is
obtained by substituting the system dynamics into
the difference AV (Ezi), and applying bounds and
norm properties on delayed terms and fault per-
turbations. Suppose the LMI condition in Equa-
tion (26) is feasible. In this case, the Lyapunov
function decreases along the system trajectories,

1241



Neural network-based distributed fault estimation for multi-Area interconnected power systems with actuator...

implying exponential mean-square stability of the
closed-loop system under bounded actuator faults
and communication delays.

Theorem 1. Consider the error system (24)

under bounded time-varying 78 € [r7,7F] and

k—1
Exi(k — ) = Exi(k) — ) y(l)
I=k—1k
= &zi(k) — Ni(k) (29)

quantization uncertainty Ay, for a given esti-  Consequently, the error dynamics described in (24)

mator gain L;.

Qj

12(k) 2 < yllw(k)]2-

If there exist matrices P; > 0, can be rewritten as:
= QjT > 0, and slack matrices S;, K;, and
M; such that Z; < 0 holds for j = 1,2, then the
error system is asymptotically stable and achieves

&fz(k + 1) = <Au — (1 + Aqk)LZ‘C_'Z) 5@(1&')

+ (1+ Agr) LiCidi(k) (30)
[ =1 Eaj GT + Nf(‘)(ip(k))
g = o -7y OI <0, NiYip(k + 1)
- ¢ ¢ B . By evaluating the forward difference of V1 (Ezi(k))
_ 5+ Tj —Ki —;_Si along the trajectories of system (30) under (28),
=15 = i =5 = §; —0;Q; we obtain:
L . °
—ICZ‘ + MlT + Tj6 [AVl( ( ))] =K [Vl( m(k + 1))] - ‘/1(6:51(]{3))
_ . T _ 7.
M; Mz TJ3 = Z jl - PZ] gi‘z(k)
Tjo j=1
=25 = 'rO s — 28£(k)'fj2)\l(k) (31)
J5 T
A (K)Y 3 (k).
E(k) = col(Eay(k), .., Exn(k)), A B)Tjphi(k)
+wI Y w
P = blkdiag(Fr, ... J .
+ 2w B PL;Ci\i (k)]

&z

Pn),
Q]—blkdlag(Qﬂ,.. ,Qjm)s

n);

n);

);

A = blkdiag(A;,..., A

B = blkdiag(B,...,B

C = blkdiag(C4, ...,Cp

L = blkdiag(Ly, ... ,Ln),

K = blkdiag(Ky,. .., Ky),

S = blkdiag(Si, ..., Sn)

U, = blkdiagi( Pito;(1+7 —7)

Qj,i+’Ci+’Cz‘T)v

P4~ (I + AR LCY) ).
T2 = blkdiag; ((4; = (I + Ag)LiC:) P, By ),
Y4 = blkdiag; (B} PB;),
Y ;5 = blkdiag; (B} P,L;C;), (28)

Proof: To analyze observer stability, especially
under network-induced delays, following,3® we de-

fine
1242

E[AV(E

A straightforward computation gives

k

Zaj Y ELDQ ()

j=1 I=k+1-7¢,

Z ()Q;Exi(1)

I=k—1k

—E5: (k) QExi(k) (32)

— &xi (-Tsk> Qj&zi (-tf)

k—1
+ ) ELDQEN()

I=k+1-7¢

k—1
- > Exi(l)Qjé‘m(l)]

I=k+1—7k
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k;—’rsk

>

l=k+1—T,‘:+1

ELNQ;Ex(1)

k-1
+ > &L
I=k+1-7k

Q;&z (1)
k—1
- ()

I=k+1—7k
Qj&x (1)

k—1g

DY

I=k+1—73
Q;&i(1)

Hence, the following relation holds:

k-1

>

l=k+1—75+1

EL(NQ;Ex(1) =
(33)

Ex()

) (34)
Tk = 75)Qu€5 (k= 7¥)

k—T1s
EL(1)Q;Ex(1)]
I=k+1—7F

Therefore,

2
E[AV3(Exi(K)] =D o;
j=1

—75 41
[ Y [EE(R)Q Exi(k)
l=—7F+2
—EL(k+0-1)Q;

Exi(k+ € —1)]] (35)

= oiln =)
j=1
E5i(k)Q;Ezi(k)
k—1s
I=k+1-7
Equation (29) yields Ezi(k) — &z (—7F) — Ai(k) =
0. Hence, for any admissible dimensions of R, Sy

EL(NQ €z (D)]

and M, the system satisfies the following equality:

2[R0 + EL(k — 78)S + XT (k) M)

[&5ik) = & (k= F) = nk)| =0 (36)

From the combination of (31)—(36) and (28), it
follows that

2
E[AV(Ex(k)] <3

j=1
(€2 (k) (¥ + T j1)Exi (k)

+ Y EL(k)(—2K; +28])

Exi(—TF)

+ EL(K) (2K + 2MT — 27 6)
(k) + EL(k — 75 (37)
(=Si = 8" = 0;Q;) €k — 7F)

+ EL(k —1F) (28 —2MY)
Xi(k) + Al (k)

(=M; — ME +7Tj5) Ni(k)

+w (k)Y jaw(k)

+ 2wl (k) Y5\ (k)

+ 285 (k)Y jow (k)]

= i QO]

Here is defined as ¢;(k) = col(&,, (k), Ex(k —
78), Xi(k), wi(k)). and Z; relates to =; in (28)
through Schur complement conditions when G = 0.
IfZ; <0,57=1,...,2holds, then the error system
(24) is asymptotically stable. Consider the perfor-
mance index J = Y0° (2!(k)z(k) — v*w'(k)w(k)).
For every nonzero w(k) € ¢2(0, c0) and initial state
set to zero &£z (0) = 0, it follows that

T =Y (2" (k)2(s) — v (k)w(k)
0

+ AV (Ex(k)) = AV (Exi(k)))  (38)
<D (R)z(k) = 7w (k)w(k)

0
+ AV (Ezi(k)) (39)

Continuing the derivation, we obtain
H(k)E(k) — Yw(kwk) + AV(E(k) =
[CT(/@), s C(k‘)} From (28), the Schur com-
plement property shows Z%(s)Z(s) — y?w!(s)w(s) +
AV (Ezi(s)) < 0 for arbitrary s € [0,00), which
indicates that for any nonzero w(k) € ¢(0,00)

[1]x
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that J < 0 holds, yielding [|Z(k)|2 < ~|Jw(k)]|2
and thus the proof is finalized.

The estimator design issue can be addressed
through the subsequent theorem.

Theorem 2. If there exist matrices X; = XZ-T >0,
Z; = Z]T > 0 for j = 1,2, and free matrices
©;, II;, Q; such that éj < 0, then the closed-
loop error system (24) is asymptotically stable and
achieves la-gain < ;. Moreover, the observer
gain can be recovered from the change of variables
specified below.

Zi; Z3 21 0
[ ] ::QJ :%@ 0
2 _| o e =7 0
- ° ° ° —’y,?]i
[} [ ] [ ] [ ]
[} [ [ [ )
X;GT =5
0
0 y,"
_ 4
o x5 |<° (40)
—1I; 0
° -X;
élj =-X;+o0j (1+7‘S —7'8_) Z]+Hi—|—HiT,
Soj= -0, - O —0;7Z;,23 = 11, + OF
:é4 ——<—IIZ4—(2?,
Z5 = X;AL - YT 26 = —0; + Q,
2y =0 - 07,

In addition, the estimator gain can be expressed
as Li = ;X 'CI.

Proof: By expanding LMI (27) together with (28)
through Schur complements, we obtain

v ——ﬁCi-+-éﬁT —IKC; %—JN431
o S — SZT -0;Q; =&+ M?
= — ® ® —Mi — M;f
| e °
° °
o ° °
0 G (Au—(1+Aq)LC)TP;
0 0 0
0 0 CILTP,
T BTP,
[ ] ——]% 0
° ° —-b;

< 0.

By setting X; = Pi_l, Y; = L;C; X and applying
the congruent transformation:

T; = blkdiag(X;, X;, X;, I;, I;, X;), it follows di-
rectly that =; = T;2,T; in accordance with (40).
Hence, the proof is concluded.

Remark 6. The proposed method demonstrates
satisfactory performance and effectiveness. How-
ever, it requires solving Linear Matrix Inequali-
ties (LMIs), which may introduce a non-negligible
computational burden. As a result, the associ-
ated complexity could limit its applicability in real-
time implementations. Nevertheless, the proposed
methodology is well-suited for offline applications,
as demonstrated by the presented simulation re-
sults.

5. Simulation results and discussion

This section validates the performance of the
developed distributed observer, enhanced with
RBF-NN fault estimation and AGC/ACE-based
regulationin a three-area microgrid. Four scenar-
ios of increasing difficulty are considered: (i) nom-
inal operation; (ii) communication effects with-
out faults; (iii) actuator faults only; and (iv) the
worst-case combination of delays, quantization,
and faults. The simulation results indicate the ro-
bustness and adaptability of the developed scheme
across operating conditions, with bounded states
and recovery of performance metrics following dis-
turbances. All simulations run with sampling
period Ty = 0.02second (50 Hz). Unless other-
wise stated, the ACE loop is enabled and the tie-
line schedule is feasible and balanced, maintaining
physical realizability.

Each area i € {1,2,3} is represented by the
linearized power module, turbine-governor, and
tie-line dynamics; the composite continuous-time
system is discretized through zero-order hold. The
observed output is y; = [Aw; APtie’i]T. The con-
trol law is designed as in section 3.2, and the state
estimate fip is computed by the proposed observer
Equation 23 with gain L; obtained by solving the
LMI in theorem 2 using YALIMP toolbox, with
MOSEK solver. Actuator faults enter additively
at the input channel.

Figure 2 illustrates the nominal performance
of the system in the absence of actuator faults
and time-varying delays, demonstrating stable
dynamics and state dynamics that remain well
damped with tightly regulated frequency and tie
line power. From Figure 3, estimation errors
decay rapidly and control inputs stay within mod-
erate bounds. Thus, the system’s response remains
dynamic within its design limits, reflecting effec-
tive coordination across interconnected areas.

Figure 4 shows that the random time delays
induce a small phase offset and mild overshoot,
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extending the settling time relative to the nomi-
nal case in Figure 2. The closed loop remains
stable; frequency excursions are suppressed, and
tie-line power errors stay within design tolerances,
as confirmed by the estimation-error norms and ap-
plied control inputs in Figure 5. The correspond-
ing output reconstruction is illustrated in Figure
6, where the true, post-network measured, and
observer-estimated trajectories of Aw and A Pie
are overlaid for all three areas; the close agreement
between the true and estimated signals verifies that
the observer recovers the regulated outputs despite
quantization and time-varying delays. A comple-
mentary view of the full state trajectories under
the same delay condition is provided in Figure 7,
confirming uniformly bounded Aw, A Pyech, APy,
and AP across the three areas.

Building on this baseline, Figure 8 demonstrates
the combined effect of actuator faults and random
time delays. Frequency and tie-line power show

States (all 3 areas) — 1) Nominal
T T T

larger oscillations and the slowest settling among
the three cases; nevertheless, the controller retains
bounded states and eventual recovery. Even in this
worst-case scenario, the designed observer-based
controller succeeds in restoring stability. The as-
sociated post-network output signals under this
combined time-delay and faulty-actuator condition
are presented in Figure 9, where the observer es-
timates continue to track the true outputs of Aw
and AP with bounded residuals, confirming the
fault-isolation capability of the RBF-NN augmen-
tation.

In Figure 10, we compare the quantized H
filtering '* and the proposed H.-based RBF-NN
scheme under the worst-case scenario of simulta-
neous actuator faults, time-varying delays, and
quantization. The proposed scheme reduces |Aw|
by ~ 33% from ~ 0.48 to 0.32, |AP| by ~ 50%
from 0.38 to 0.19, and |APpeen| by ~ 27% from
0.45 to 0.33 from the peak responses.

06 N
5 045 A
<2

o -

Area 1
- —+Area 2|
—-—-Area 3

2
0

APrech

-2

6 8 10 12

APy

0 2 4
T T
1 L
0 2 4
5
0
5
1 1
0 2 4
T T

APy

Figure 2.

Estimation error norms — 1) Nominal (no fault/uncert.)
T T

Time [s]

States over time for the nominal scenario (all three areas)

My .

6 8

Control inputs (applied = u + )
T

u; (applied)
s - =
:gj],

W

6 8 10 12
Time [s]

Figure 3. Estimation error norms (top) and applied control inputs (bottom)
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States (all 3 areas) — 2) Delays only
T T
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Figure 4. States trajectories under time-delay impact
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Figure 5. Estimation Error and Control signal in the face of time delay
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Figure 6. Outputs: true, measured (post-network), and observer estimates for Aw and AP,
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Figure 7. States of a multi-power system subject to time delay
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States (all 3 areas) — 3) Faults only
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Figure 8. States of multi-area power subjected to actuator fault
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Figure 9. Output signals of the multi-area subject to time-delay and faulty signal
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Figure 10. State-response comparison of the quantized H, filter'® and the proposed scheme under actuator
faults, time-varying delays, and quantization
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The improvement does not arise solely from
stronger attenuation. The embedded RBF-NN
structure adapts to fault-induced uncertainties
during operation, allowing the observer to com-
pensate for variations introduced by degraded ac-
tuators and delayed measurements. This adap-
tive behavior, combined with the disturbance-
rejection capability of the distributed H, frame-
work, maintains bounded trajectories across all
interconnected areas even under severe network-
induced constraints.

6. Conclusions

This paper presented a distributed observer
scheme for the simultaneous estimation of system
states and actuator faults in multi-area intercon-
nected power systems subject to actuator faults,
time-varying delays, quantization, and external
disturbances. The developed augmented observer
incorporates fault dynamics into the estimation
process, while an RBF-NN with a projection-based
adaptive law is employed to approximate unknown
actuator-fault effects and maintain bounded adap-
tive estimates. Sufficient LMI-based conditions are
derived to ensure the stability of the distributed
observer-error dynamics and a prescribed f2-gain
performance level with respect to the lumped ex-
ogenous input, using a delay-dependent Lyapunov-
Krasovskii functional with free-weighting matrices.

Compared with existing observer-based ap-
proaches, the proposed framework offers improved
adaptability to networked multi-area systems by
explicitly accounting for communication-induced
delays and quantization effects. The numerical
results obtained from the three-area benchmark
system, summarized in Figure 10, demonstrate
the practical effectiveness of the proposed scheme.
Under simultaneous actuator faults, time-varying
delays, and quantization, the peak deviations of
the regulated frequency and tie-line power are re-
duced by approximately 33% for |Aw| and 50% for
|A Piiel|, together with a 27% reduction in |A Pyecn],
compared with a quantized H., baseline observer.
These results indicate that the proposed observer
confines disturbance effects primarily within the
actuator-side state, thereby reducing their influ-
ence on the regulated frequency and tie-line power
outputs.

In summary, the proposed observer offers a ro-
bust estimation framework for networked power
systems with actuator faults, communication de-
lays, quantization and external disturbances. Fu-
ture work will focus on several practical extensions,
including more severe cyber attack scenarios and
wireless network control.
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